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This Financial Sanctions Guidanteissuedby theGo v e r n o r asthe GOrhpetent Authority
responsible for the implementation of financial sanaiomthe Virgin Islands.t has been compiled

with the assistance of the agencies that support the Governor in the discharge of his duties under the
Sanctions regimes.

The purposef these guidelines is to asstrsonsin meeing their compliance obligtionsunder
financial sanctionsincluding consideration for how licensing and compliance issues should be
addressed.

Sanctions measures are subjectctinstantchange. You shouldtherefore refer to the relevant
sanctions orders aniégislation as well asany other relevant guidanssuedrom time to timeby the
relevantcompetent authoritiegit all times you should have regardytour business riskhe overall
risk assessment gbur clients andany otherspecified risk

It should be noted Hithese guidelines do not serve as legal representation. Independent legal advice
should be sought ifou areunsure ofyour obligations in any given case.
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l. INTRODUCTION

In order to ensure an effective financianstions regime in relation to terrorist financing and
proliferation financingand general or targeted sanctions against countries, regimes, persons, groups
or entitiesthe Virgin Islands (VI)the Territory)embraces internationatandards antestpractice
standardsto promote international cooperation and international secumityaccordance with
international agreement3his includesthe implementation of measures to ensure that it meets its
obligaions to combat money launderintpe financing of errorism and proliferation financing as
embodied under the Financiattion Task Force 'sStandards on Combatting Money Laundering and

the Financing of Terrorism and Proliferatidn“ t h e Rdeomméndatioris.)

Specifically,Recommendations 6 and 7 of F&TF Recommendations require counttigsnplement
targeted finanial sanctiongegimes which comply witkJnited Nations Security Council Resolutions
(UNSCRS) relating to the prevention, suppression and disruptitarrorism, terrorist financing and
proliferation financing More broadly, anctions are used as a foreign policy tool as part of poldical
diplomatic strategy to achieve a desired outcome fidarget country or regim&hey aregenerally
agreed and coordinated at an international I&yethe United Nations Securit@ouncil and the
European UniofEU), andinclude travel, arms, financial and trade restrictions against the individuals
and entities that are subject to the restrictions.

As a member of the Caribbean Financial Action Tasic&{CFATF), theV! is required to fuly
comply with the requirements of tRATF Recommendations.

As a British Overseas Territory, the V@ committed to ensuring its role in the maintenance of
international peace and security, and therefore implentbetsnternational sanctions obligations
extended througthe United Kingdom (UK)n the form of Orders in CounciThe Governor of the
Virgin Islands is the Competent Authority with responsibility for enforcing Orote@ouncil relative

to international anctions.

It is through Orders in Council that tbtNSCRs which have been adopted by tBg and thdJK, and

are implemented in the Ukare subsequently extended to the Virgin Islafdiese may be country
specific or may be targeted at specific groupadiivity. For exampleunder the Terrorism (United
Nations Measures) (Overseas Temigs) Order 2001, Th&errorist Assefreezing &. Act 2010
(Overseas Territories) Orde2011 the VI implements financial sanctions regimes pursuant to UNSCR
1373 which requireountriesto freeze the assets of terrorists and take measures to erauteih
nationals cannot make funds and any related financial services avdiftallty or indirectly to or for

the benefit of terroristsor terrorism In addition, under The Isil (Da'®3 and AlQaida (Sanctions)
(Overseas Territories) Order 2016 and the Afghanistan (United Nations Measures) (Overseas
Territories) Order 2012he VI also implements UNSCR 1267 in relation to targeted financial sanctions
against inviduals and enties asociatedlirectly or indirectlywith ISIL and Al Qaida which reqres
thefreezing of assets of designated persons.

In the VI, targeted financial sanctions relating to terrorist financing and proliferation financing are
applicabé to persons/entities designated by the United Nations Security Council (UNSC) and their

! The FATF is the integovernmental body established by the G7 in 1989, with global standards to promote
effective implementation of measures to cotmhaney laundering, terrorist financing and other reléteehts to the
integrity of the international financial systeiith e FATF i s t hrearka fngr eb oad y™ p aMhii acyh
series oRecommendations that are recognised as the international standard for combating of money laundering and
the financing of terrorism and proliferation of weapons of massudistn.
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relevant committees and the European Union (EQlncl. Adherence tahesetargetedfinancial
sanctionsdesignationsare applicable to relevant businesses, entipesfessionals and regulated
persons in the VI, such as Designated f#omancial Businesses and Professions, Financial Institutions
and NonProfit Organisations.

Under he Withdrawal Agreement between the European Union and thgh®KUK entereda

‘ t rtainosni afterit lefotlte’EU on 31 January 202tis will end on 31 December 2020. During
the transition period, the UK witlontinue to be bound by EU sanctions. In this regard, the UN and EU
sanctions will continue to be implemented in the UK tiglo&U law during this time.



1. Financial Sanctions Overview

WHAT ARE SANCTIONS?

1.  Sanctions are restrictive measures that are put in place by t&etikity CouncjlEU Council,
the United Kingdom (UK)or international community to achie a specific foreign policy or
national security objectivé&uch restrictions may:

A limit the proviion of certain financial services;
A restrict access to financial markets, funds, economic resources, trade and exports.

2. Under Chapter VII of the hited Nations Charter, sanctions arestrictivemeasureswhich deal
with threats tanternational peace and securityN sanctions are key foreign policy tools used
to coerce those targeted by sanctions measures in order to influence and promote changes in
unaceptable behavior by States, individuals and entities

3. Theprimary objective ofall UN sanctionsasset out in Chapter VIl of the UN Chartes,to
implement decisions byhe UN Security Council for maintaining international peace and
security. Under Atticle 2.2 of the UN Charter, all UN Members States are required to comply
with UN sanctiong.

4. For Common Foreign and Security Poli&FSP)objectives, theEuropean UnionEU) also
imposes specific sanctiongluding the following categories sanctiors:

a. Proliferation financing;
b. Terrorism/Terrorist Financing; and
c. General sanctions against countries

5. Sanctions come in many forms and are developed in response to a particular circuBstaace.
examples of thenost commonypes of sanctionsnposednclude:

A Economic sanctions - the withdrawal of customary trade and financial relations for
foreign and securitpolicy purposes. Sanctions may be comprehensive, ptotgbi
commercial activity with regard to an entire countiye. U.S. embargo of Cuba
or they may be targeted, blocking transactions by and with pdatibusinesses,
groups, or individuafs

A Diplomatic sanctions —the reduction or removal of diplomatic tiesich mayinclude
limitations or cancellations of highvel govenment visits or expelling or withdrawing
diplomatic missions or staff.

2 UN sanctions should not be confused with ugilal sanctions that are imposed by individual countries in
furtherance of their strategic interests.

3 Council on Foreign RelatioisWh at ar e Ec o i @ankgoundeaby dohathanriviestdrast Updated
August 12, 2019.
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1 Trade sanctions* arerestrictionswhich encompass: arms embargoes: restrictions on the use
of weaponsand restrictions on dualse items

o Trade restrictions place controls on
A the import, export anchovement of goods and technology
A the provision and supply of services
A the involvement of Ukcitizensin these activities

A FEinancial sanctions® are restrictive measur@sposed by the governmewhich prohibit a firm
from carrying out transactions with or providing financial services to a person or organisation
(known as the target)flhese measures can vary amdy include the freezing ofunds and
economic resourceds a sanctioned countrgovenment organizationjndividual or entitywho
may be resident in the UK or abroad

¢ Immigration sanctions, known as travebans:are restrictions on specific people, banning entry
into, or transit through, the UKSuch restrictions also extend to the Virgslands as British
Overseas Territory

WHY FINANCIAL SANCTIONBREIMPOSED

6. Financial sanctions are generally imposed on an individual, entity or regime to
A Coerce a regime, or individuals within eegime, into changing their behavior (or
aspeds of it) by increasing the cost on them to such an extent that they decide to cease
the offending behavior;

A Constrain a target by denying them access to key resources needed to continue their

offending behawr, including the financing of terrorism or nuaigaoliferation;

A Signal disapproval, stigmatizing and potentially isolating a regime or individual, or as
a way of sending broader political messages nationally or internationally; and/or

A Protect the value of assets that have been misappropriated fomardry until these
assets can be repatriated

4 Trade SanctionsThe Depatment for International Tradenplements and enforces trade sanctions and other trade
restrictions https://www.gov.uk/quidance/uganctions

5 Dual use goods are products and technologies norns#ly for civilian purposes but which may have military
applications.EU Commission on Tradelmport and Export Ruleshttps://ec.europa.eu/trade/imparid-export
rules/exporfrom-eu/duatusecontrols/

5“ Fi nanc i atFin&aial Condua Authdrity https://www.fca.org.uk/firms/financiatrime/financial
sanctions

" Art. 9 of the Sanctions (Overseas Territories) Order.


https://www.gov.uk/guidance/uk-sanctions
https://ec.europa.eu/trade/import-and-export-rules/export-from-eu/dual-use-controls/
https://ec.europa.eu/trade/import-and-export-rules/export-from-eu/dual-use-controls/
https://www.fca.org.uk/firms/financial-crime/financial-sanctions
https://www.fca.org.uk/firms/financial-crime/financial-sanctions

7.  The ultimate objective of fnancialsanction is tanfluence and promotehangean unacceptable
behavioun f t he t ar get ¢ ounandeptites. regi mes, individ.t

HOW SANCTIONS ARE IMPOSED

8. The United Mtions (UN) imposes financial sanctiottsrough the UN Security Council
Resolutions (UNSCRsgnd requires member states to implentieese UNSCR4JNSCRs are
adopted under Chapter VIl of the United Nations ChattRISCRs are legally binding on the
UnitedKingdom (UK) under international law. However, they do not have automatic application
in UK law and have to be implemented by a combination of UK domestic legislation and EU
instruments.

9. At the EU level, sanctions measures are contained in EU Counc#i@reszi Whilst the EU
invariably replicates sanctions measures set out in a UNSCR, it noagcals the absence of a
UNSCR or go further than a UNSR toimpose its own financial sanctions, sometimes referred
to as ‘' EU aut oTheoBdimposesanstiangneasures wighin the framework of
of the specificCFSPobjectives set out in thEreaty on European UnidArticle 11). EU specific
sandions may relate to a specific country that is a U.N. Member country naaygl target
governments of third coumes, or norstate entities and individuals (such as terrorist groups and
terrorists). Theymay comprise arms embargoes, other specific or general trade restrictions
(import and export bans), financial restrictions, restrictions on admission (visa bbaasg or
other measures, as appropriate.

10. These are also implemented througld Regulatons that have direct effect al member
statesEU Council decisions are binding on the {JWhere EU sanctions measures provided
for in a Council Decision fall wiin EU competence (e.g. trade sanctions, asset freezes, bans
on the export of equipmenoif internal repression), they are implemented by means of an
EU Council Regulation, which is directly applicabletle UK(i.e. they are automatically a
part of UK dbmestic law). Where they fall outside EU competence, they are implemented
nationally.

11. The UK makes statutory instruments (UK Regulations) to impose penalties for any breach
of EU regulations and to obtain, provide and use information relating to thatiopeof
theseregulations.

8 Under Brexit,the UK left the EU on 31 January 2020. Under the-EM, withdrawal agreement, a transitiperiod will end on 31 December
2020 unless extended, during which time the UK will be treatechést purposes as if it were still an EU member state, and most EU law (including
as amended or supplemented) will continue to apply to the UK
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12. In special circumstances, the UK can impose its own finaseiattions and restrictions
underthd ol | owing | egislation (collectively the

A Sanctions and Anfiloney Laundering Act 2018 (SAMLA 2018)
A TerroristAssetFreezing etc. Act 20f0

A Counter Terrorism Act 2008
A

Anti-Terrorism, Crime an&ecurity Act 2001 (ATCSA 2001

2. The Role of the Competent Authorities in Relation to Sanctions

The Governor’s Office

13. The Governor of the Virgin Islands is the compeétauthority responsiblefor the
implementation of financial sanctions measurésder each Order in Councihe
Governotsresponsibilities and duties includeter alia, the power to granwvary and revoke
licences (which permit #hconduct of specifiedctivities otherwise not permitted under the

relevant Ordersn-Council); the duty to publish certain lists; and power to delegate any of
the Governor’'s functions.

Obligations on the Governor

14. Sanctions Orders generatigquirethe Governor to adhere the following:

A A requirement to @operate with an international investigation related to funds of designated
persons et¢cand

A A requirement to publish a list of designated persons and a list of restricted goods, and ensure
thatthe list is kept up to dat In addition, restrictive measures imposed by the EU against
persons are enforced in the Territory through the GO.

Powers of the Governor

15. Under each ofthe Orders, the Governor hagrtain powers and duties in relation to the
administration of financiasanctions measures. These include the folloWing

Power to grant, vary or revoke licess, subject to the consent of the Foreign Secretary;
Power to authorise persons to exercise various enforcement and egdtrereng powers;
Power to delegate his ber function;

Power to disclose information in the exercise of its powers under this section to relevant
persons (law enforcement or other relevant competent authority) for the purposes of giving

assistance for aperation to the relevant Security Councd r es ol uti ons wunde
EU council?

> > >

9 This Act has been extended to the Virgin Islands under Terrorist Asset-Freezing etc. Act 2010 (Overseas Territories) Order, 2011
10 Office of Financial Sanctions Implementation, Financial Sanctions Guidance page 25

11 Foreign & Common Wealth Offiegénterral Organizations DepartmenGuidance on Implementation of
Sanctions in the Overseas Territories, page 7

12 Article 23(1) Terrorist Asseffreezing etc. Act 2010 (Overseas Territories) Order 2011
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A Power to direct by notice that funds are not to be made available to any person (suspected
of participating or facilitating in an act of terrorism), except under tti@aity of a licence
granted.

16. These Ordergenerallypr ovi de t hat “any person who, excerf
granted by the Governor, makes any funds or financial (or related) services available directly or
indirectly to or for the benefit ofa) a person who commits, attempts tonoait, facilitates or
participates in the commission of acts of terrorism, (bg¢rson controlled or owned directly or
indirectly by a person in (a), or (c) a person acting on behalf, or at the direction, of a person in
(), is guilty of an offence

17.  Whilst the Governor has a mandate to deal with breaches of Sanctions ®elersshes also
empowered to delegate by an Order, that its functions be carried out (for example) by the
Financial Investigation Agency (FIA) or other law enforcement agercytaw enforcement
agency will only act on matters involving sanctions where the Governor has delegated such
powers by an Order. Where such matters have been delegated, then the agency will follow the
procedures as laid out in the Order.

18. It should be note that the Virgin Islands does not have the power to designate an individual entity.
However, through the Governor's Office, where a
reported to the FCO for onward transmission to the relevant Secoé@igte to be dealt with.

Sanction Orders in Force

19. There are currently a number of regimes that are subject to financial sanctions, and which are in
force in the Virgin Islands. The list of applicable financial sanctions regimes currently in force
in theVirgin Islands is appended to these Guidelines as Annex :

200 The Gov er nsobmitsthis li€tfofSanctiom Orders in Force (and its relevant amendments)
to theOfficial gazette for publication
https:/keservices.gov.vg/gazette/

21. The GO also disseminated tist of Sanctions Orders to the Financial Investigation Agency and
Financial Services Commission for publication on their websites:
https://www.fiabvi.vg/Internationabanctions

https://www.bvifsc.vg/internationadanctions/aboutanctions

Attome U ' AT AOAI 60 #EAI AAOO j!'#Q

22. The Attorney Gaeasnae oficé ¢reateddihdarnte eConstitution of the British
Virgin Islands and the Attorney General is the principal legal advisor to the Government of the
Virgin Islands.

23. The AGC is responsible for drafting any legislation that mayelogired in relaion to these
sanctions lists to give them effe¥ith respect to cases where licences are required for entities
affiliated with designated persons, the AGC supportstheiGaver ° s Of fi ce, by en
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request meets the requirements of applicageslation, and drafting the relevant licence for the
approval and signature of the Governor.

24, With regard to freezing assets ofructidne,samdgnat ed
confirmation that the requisite legislative requirements have begntime AGC is responsible
for making an application with supporting documents to the court for a freezing order.

Financial Investigation Agency (FIA)

25. The Financial Invagyation Agency (FIA) is the reporting authority of the Virgin Islands with
respomsibility for receiving, obtaining, investigating, analysing and disseminating information
which relatesor may relateto the proceeds of a financial offence and requestdad assistance
from a relevant authority in a foreign jurisdictidn

26. Under Setion 2 of the FIA Act, thé-IA is also designated as the receiver of all disclosures of
information which are required to be made pursuant to any financial services legislation relevant
to its functions This includes suspicious transactions reports afidclosures from foreign
authorities. Upon receipt of a requestihéther through the Governor, Attorney General,
Financial Services Commission or others) from a foreign financial investigation authority or a
law enforement authority including the Commisser of Policethe FIA may also
A order in writing any person to refrain from completing any transaction for a period
not exceeding seventwo (72) hours; and/or
A order any person to fr apmedodnoaexceesingsieer5) s b an
daysif satisfied that theequest relates to the proceedings of a financial offence.

27. The FIA is the supervisory body for Designated Nomancial Businesses and Professions
(DNFBPs) and NotProfit Organizations (NPOs). h&E DNFBPs are designated as relevant
businesses under the AdMioney Laundering Regulations (AMLR) and supervised for
AML/CFT compliance under both the AMLR and Adioney laundering and Terrorist
Financing Code of Practice (AMLTFCOP); the NPOs are ragdteinder the NoRrofit
Organisatios Act, 2012 and supervised for AML/CFT compliance pursuant to powers granted
under that Act, the AMLR and AMLTFCOP.

28. Compliance under the AMLTFCOP encompasses the requirement to ensure compliance with the
Sanctions Qters under the sanctions regime. &xample, requisite customer due diligence requires
that NPOs determine whether a donor which seeks to contribute to an NPO is not a person/entity
pl aced on any UN, EU or ot herrelmkedoterraristfinanceg i t ut i
or ggainst whom a ban, sanction or embargo subsists.

29. The compliance framework also requires the FIA to provide the necessary guidance by ensuring
that for example, DNFBPs conduct risk based assessments to determineg Wieethrein of
funds or source of vadth relates to gurisdiction on which there is currently an embargo or a
UN/EU or othersanction (i.e. U.S.)This will require enhanced due diligence measures to be
undertaken and a report filed with the FIA, who will liaise with the GO to determirsctpe
of the embargo, sanction or restriction, which may or may not necessarily relate to financial
prohibition

13 The Financial Investigation Agency Act S. 4(1) Sets oufuhetions of the Agency
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30. The FIA has aresponsibility for ensuring that persons or entities under its supervision are made aware
of all applicable international taeted financial sanctions and any other local designations or
directions that are in force, as well as their oesbilities for sanctions screening and reporting. In
addition, the FIA is responsible for publishing on its website, the reco@eteas Territories
Sanctions Orders in Force and its relevant amendments. These Orders are disseminated to the
Agency fran the GO, and may be found on:

A http://www.fiabvi.vg/SanctiorOrders

31. All relevantbusinesss, entities and professions should aisoduct regular checks of the BVI
Gazette, the FIA or FS®ebsites to note any new lists on the UN and EU sanctions and
embargo regimes, including any modifications thereto.

32. Whil st the Gover ntetodeal withfbriedaclesof $aactionsaOrders, theraare
instances where the Governor wodklegate such powers by an Order to the FIA. Where such
matters have been delegated to the FIA, the procedures which have been laid out in the Order
will be followed by theFIA in the handling of the matter.

The Financial Services Commission (FSC)

33. E ablished wunder the Financi al Services Co mr
Financial Services Commissi¢RSC)is an autonomous regulatory authority resjigador the
regulation, supervision and inspection of all financial ser¥idasand fromwithin the Virgin
Islands. The FSC has regulatory oversight for the Banking Division, Fiduciary Division,
Insurance Division, Investment Business Division (i.e. mifiunds, arranging deals), Trust and
Corporate Services Providers and Trustee Busin@sanéing and Money Services Business
Providers and Insolvency Practitioners.

34. The functions of the FSC are set out in section 4 oF8@Act and include the requement to
monitor compliance by regulated entities (and by such other persons who act sulijem)
with the AnttMoney laundering and Terrorist Financing Code of Practice (AMLTFCOP), the
Anti-Money Laundering Regulations (AMLR)'he Terrorism (United Btions and Other
Measures (Overseas Territories) Order 2001, Thetdmorism (Financiahnd Other Measures)
(Overseas Territories) Order 200&nd with such other Acts, Orders in Council, regulations,
codes, sanctions or guidelines relating to moneydating or the financing of terrorism,
proliferation financing as may be prescribed.

35. The FSC may also, where it holds a suspicion in relatianttansaction or activity, file a report
with the FIA. The filing of such a report would require the FIA ¢éofprm its own analysis and
investigation of the matter and, where there is a suspicion of a breach of a financial sanctions
order, make a referirto the GO if sufficient information exists to warrant such a course of action.

36. As with the FIA, complianceunder the relevant Sanctions legislation encompasses the
requirement to ensure that relevant entities comply with all applicable international targeted
financial sanctions and any other local designations or directions thatfaree, as well as of
therr responsibilities for sanctions screening and reporting.

14 Insurance, banking, money services business, trustee business, insolvency practibtomgany management, investment
business (mutual funds etc.), and registratiocoofipanies, limited partnershipad intellectual property.
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37. The FSC must therefore ensure tht relevant entities maintain (among others) adequate:
A policies and procedures in relation to sanctions compliance;
A systems and internabntrols for sanctions screieg, monitoring and reporting; and
A systems for ongoing staff training.

38. The FSC has responsibility for publishing on its website, lifteof Overseas Territories
Sanctions Orders in Force and its relevant Amendments. These Orders are disseminated to th

Commi ssion from the Govermnor’'s Office and may

https://www.bvifsc.vg/international-sanctions/about-sanctions

39. A -relevant business, entity or professional is aéxpuired to conduct regular checks of the BVI
Gazette, the FIA or FSC websites to note any new lists on the UN and EU sanctions and embargo
regimes, including modifications thereto).

3. Financial Sanctions in Force in the Virgin Islands

40. In general, th&/irgin Islands are subject the sameinternational sanctions obligatiotisat are
applicable inthe UKandwhich are in force in the Virgin Island&s a British Overseas
Territory (OT), the Virgin Islands must implement all international sanctionsatbaixtended
to it through legislative action by the UK government. This is typically effected by means of an
Order in Council (the detaild avhich are below providedand is reliant upokU and UK
framework for implementing sanctions from the UNSC deEU.

41. Once the Order has been made by the Privy Council it is laid dbk¢K Parliament before
it takes legal effect in the Virgin Islands

Legislative changes in 2017 provide swift implementation of UN listing

The UK implemented legislation thabables all new UN listings for existitgN sanctions regime®s
have direct effect in the Overseasriteries, including th&/irgin Islands, as soon as thase made by
the UN for 120 days, or until the Order in Council implementing the relevarfibddcial Sanctions
Resolution enters into force in the Territory, whichever is sooner (ArticldBeRolicing and Crime
Act (Financial Sanctions) (Overseas Territories) Order 20h&.Policing and Crime Act came info
force in the UK on 1 April 2017, andhé¢ Policing and Criméct (Financial Sanctions) (Overseps
Territories) Order came into force in th@gin Islands on
2 November 2017.

HM Treasury’'s Office of F¥?hasimicated that dharalistings bgves |
been made under améJN Security Council Resolution, the Linking Regulations will be amendgd to

15 The Office of Financial Sanctions Implementation (OFSI) is a part of HM Treasury. Their role is to help to ensure that financial
sanctions are properly understood, implemented and enforced in the UK.
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include the new Resolution within 48 hours. As soon as they have been amended, the listing Yill have
direct effect in the Virgin Islands as noted above.

174

The Policing and Crime ¢t (Financial Sanctions) (Overseas Territories) Order 2017 also enabl¢
HM Treasury tocreate and extend to the Territory, temporary sanctions regulatioere the UN
makes a new listing and tlegs no corresponding EU sanctions regulation in place plement it.
The temporary regime lastor 120 days in theVirgin Islands or until the Order in Coundi
implementing the relevant UNinancial Sanctions Resolution enters into force in fherritory,
whichever is sooner (Article 7 ahe Policing and CrimeAct (Financial Sanctions) (Overseps
Territories) Order 2017

S

42. In the context of the Territoryhere are varioukegislativeinstruments through which the VI
implements targetefihancial sanctions pursuant to

a) UNSCRs1267/1988 and 198&8nd EU Regulabns 881/2002 and 753/201dmong which
include the following:
A Afghanistan (United Nationsleasures)(Overseas Territories) Order, 2012; and
A1 SI L ( Da'’-@asdh(Sanctiond) (Qdrseas Territories) Order 2016

b) UNSCRs 1718 and 2231; and EU Regulai@d17/1509 and 267/2012:
A The Democratic People’s Repuhlbrltories)Ocdér Kor e a
2012; and
A The Iran (Sanctions) (Overseas Territories) Order 2016.

43. Additionalrelevant legislatiothrough which the VI implements targeted finah sanctions are
as follows:

A The Terrorism (United Nations Measures) (Overseas Territories) Order, 2001;

The AntiTerrorism (Financial and Other Measures) (Overseas Territories)Order, 2002

(AT(FOM)(OT)O),

The Terrorist Assefreezingetc.Act 2010;

TheTerrorist Assefreezingetc.Act 2010 (Oversas Territories) Order 2011,

Terrorist AssetFreezingetc. Act 2010(Oversead erritories)(AmendmentOrder2017;

The Policing and Crime Act (Financial Sanctions) (Overseas Territories) Order, 2017

Chemical Weapons (Overseas Territories) Order, 2005;

Chemical Weapons (Sanctions) @seas Territories) Order, 2018;

Anti-money Laundering Regulations, 2008 (AMLR);

Anti-money Laundering and Terrorist Financing Code of Practice, ZM8CFTCOP);

and

The Sanctions (Overseas Territories) Order 2020

D> > D> D>

>\

44. Theabovelegislation may be respectily found on the Sanctions webpages of the FIA and FSC
websites as follows:

https://www.fiabvi.vg/InternatinalSanctions
https://www.bvifsc.vg/internationadanctions/abotganctions

45.  The Vlalsocriminalisesthe financing of terrorism through these instruments. Section 6 of the
AT(FOM)(OT)O prohibits persons from providing money or other property for the purposes of
terrorism and def fhamecerpofaiome, either agfjregateor sole, andwamy e
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club, society, association or other body, of one or more pebsdrsis, financing of terrorist
organisations and the financing of individual terrorists is cavbyethis broad definition.

46. Overview of the Roles of Relevant Agencies and Competent Authorities with respect to the
Sanctions Framework:

Entity Role
Foreign Commonwealth A Negotiates all international sanctions for the Vir
Office (FCO) Islands and

A Is involved at the Secretary of State level
approvinglicensesand securing anyinternational
agreenent(s) required

The Governor The Competent Authorityfor the implementation of

financial sanctions measures and under each Ord

Council responsihifies and duties includénter alia:

A the power to grant vary and revoke licen
(which permit the conduct of specifi¢
activities otherwise not permitted undee
relevant Orderen-Council;

A the duty to publish certain lists; and

A power to delegate gn o f t he

functions.
Attorney General’s | A draftsany legislation that may equiredin relation to
Chambers (AGC) thesanctions lists to give them effect.

>\

Provides support td@ h e Gover nicerby

ensuring thatlicensing requess meet the legislative

requirements drafting the relevant licence for tf
approval and signature of the Goverramd

A making an applicadn with supporting documents to tf
court for a freezing order.

Financial Investigation | A the reporting authay of the Virgin Islands with

Agency (FIA) responsibility for receiving, obtaining, investigatir
analysing and disseminating information which relg|
may relateto the proceeds of a financial offence g
request for legal assistance from awveaint authority in
aforeign jurisdictiort®.

A supervisor for Designated Ndfinancial Businesse
and Professions (DNFBPs) and  NBrofit
Organizations (NPOs)

A monitors compliance by its supervised entif@sd by
such other persons who are subject to thesitf) the
relevant legslationt”; * a n d

AMay order the freezing

16 The Financial Investigation Agency Act S. 4(1) Smisthe functions of the Agency

17 Relevant Legislaiton includes the Adioney laundering and Terrorist Bincing Code of Practice (AMLTFCOP), the Anti
Money Laundering Regulations (AMLRJhe Terrorism (United Nations and Other Measures (Overseasofies)j Order 2001,
The Antiterrorism (Financial and Other Measures) (Overseas Territories) OrdeaR@d0fth such other Acts, Orders in Council,
regulations, codes, sanctions or guidelines relating to money laundering or the financing of terrolifargtion financing as
may be prescribed
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A responsible for publishing on its website, the recor
Overseas Territories Sanctions Orders in Force and its
relevant amendmentahichmay be found on:
http://www.fiabvi.vg/SanctiorOrders

Financial Services
Commission (FSC)

sanctions

A an autonomous regulatory authority responsible for
regulation, supervision and inspection of allaficial
service$® in and from within the Virgin lsinds

A monitor compliance by regulated entities (and by s
other persons who are subject to them) withréhevant
legislation.;

A responsible forpublishing on its website, the list
Overseas Territories Sanctions Orders in Force and its
relevant Amendrmnts which may be found at:
https://www.bvifsc.vg/international-sanctions/about-

Financial Crimes Unit (FCU)
of the Royal Virgin Islands
Police Force (RVIPF)

A investigaesall financial crimes with links to th
Territory including: money launderig, terrorist
financing and breaches of financial sanctions assoc
with terrorist financing and proliferation financing.

A conducts parallel investigations with otherita of the
RVIPF, FIA, Interpol and other regional arn
international law enforcementthorities, as it relate
to financial offences that may occur from within t
territory; and

A coordinatesintelligence sharing with the Financi
Investigation Agency(FIA) with respect to certai
investigations

What do Financial Sanctions Measures Involve?

47. Financialsanctions may take many forms in accordance withthewareo beusedn response
to a given situationThe most commortypes offinancial sanctiosinclude:

A Targeted asset freezes — theseapply to named individuals, entities and organisations, and

restrict access to funds and economic resources. An individual or entitgtdolge asset
freeze, or a designated person will be listedhenfollowinga consolidated list

https://www.gov.uk/government/publications/finanesainctionsconsolidatedist-of-

targets

A Restrictions on a wide variety of financial markets and services — thesecan apply to

named individuals, entities and bodies, specified groups and also entire sectors. Such

restrictions have taken the form of:

¢ investment bans

18 Insurance, banking, money services business, trustee busisebgemey practitioners, company management, investment
business (mutual funds etc.), and registratiocoofipanies, limited partnershipad intelectual property.
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» restrictions on access tamtal markets

» directionsto cease banking relationships and activjties

* requirements to notify or seek authorisation prior to cegiayments being made or
received; and

» restrictions on the provision of financial, insurance, brokering or advisoricegrr
other financial asstance

A Directions to cease all business - these measures specify the type of business and can
apply to a specific person, group, sector or country.

Complying with Financial Sanctions

48. Financial sanctionare far reaching arapplybeyond the persorie whom theyare subjectThe
following provides a synopsis of where financial sanctions appty whomustcomply with
them.

A EU financial sanctions (including where they implement UN sams) apply within the
territory of the EU and to all EU persongherever they are in the world.

A UK financial sanctions apply within the territory and territorial waters of the UK and to
all UK persons, wherever they are in the world.

49. Inthe Virgin Idands, UN, EU and UK financiabsctions apply to:

Any person inhe Virgin Islands

Any persorwho is a British citizen, a British Overseas Territories citizen, a British subject,
a British National (Overseas) or a British protected person wialisarily resident in the
Virgin Islandseven if the sanction has not yeten extended to the Territory

A bodyincorporaed or constituted under the laktheTerritory; and

any person onboard a ship or aircraft that is registered in the Téftitory

> >

> >

4. Financial Sanctions Obligations and Restrictions

Who is Subject to Financial Sanctions?

The Consolidated List

50. HM Treasury <ffice of Financial Sanctions Implementation (OF8Dblishes a list of
persons, organisatiomsd businesses that are subject to financial sanctions and are described
as designated persoms.consolidéed sanctions list of the most up to date designations for
financial sanctions, sanctioned entities and sanctioned regimes may be found onwegfollo
website:

https://www.gov.uk/government/publications/finanesainctionsconsolidatedist-of-targets

19 Temporary Regulations applicationS. 8(a)(b) The Policing and Crime Act (Financiali@dions) (Overseas Territories)
Order, 2017.
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5. The UK’'s consolidated | i st dEJeeuntmesdr thoseimposed n
at the national level by other EU member stafdmw Consolidatedsanctions list contains a range
of information to aid in identifying designated persons and includes (for individuals) their name,
aliases, date of birth, passport details, nationatiitional identification numbetast known
address, emplmentinformation or government role, the date when the designated person was
added to the list, when the information was last updated and a Group ID#.

How to Use the Consolidated List

52.  When searching the consolidated list, there may be a name ofvdduatior enity that matches
the individual or entity for which due diligence is being conducted. This is knowmasea
match. This does not necessarily mean that the individual or entity on the list is the same as the
one being searched. Where a valg entityis satisfied that the individual or entity being
subjected to due diligencenstthe same as the individual or entity on the consolidated lest, th
no further action is required.

53. Where an individual or entity being subjected to due dilkkgeis atarget match?® with the
information on the consolidated list, or théseeasonable cause to suspect thatan applicant for
business or a customer who wishes to form a business relapionshdesignated perstren a

report should be filed witthe GO, theFIA or the FSC(as applicableand the steps outlined
under Paragrapi 118- "What You Must Report” belowshould be undertaken.

(1T x OlCorgolidateddLE 006 ODBPAAOAOe
OFSI pdates

54. TheOFSI publishes Notices describing changes to finaseaiattions on GOV.UK:

https://www.qgov.uk/government/collections/finanesanctiongegimespecific
consolidatedists-andreleass

55. You can subscribe to OFSI to receive email updates whenever a new Notice is published
by utilizing the belowlink:

https://public.govdelivery.com/accounts/UKHMTRB&/aubsciber/new

Financial Sanctions Notice U pdates:

56. When theGO, FIA and FSQeceive a notice from OFSI advising of a change to a financial
S an c tragime ' s

A The FlAupdates its &ctions webpagso reflect the changeto the sanctions regime
https://www.fiabvi.vg/Internationabanctions

o Send anemail notification to the relevant businesses, entities and professions under
their supervision(i.e. DNFBPs and NPOs)hat contains: the reVant updated

20 A Target Match-is a situation where the person you are dealing with matches the details of a designated person on the
consolidated list.
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information; and sets out obligations the supervised entities must follow to comply with
the sanctions notice

A The FSCQupdates its &ctions webpages to reflect the changes to the sanctions regime:

https://www.bvifsc.vg/internationsdanctions/abotganctions

0 Send anemail notification to theelevant businesses, entities and professions under
their regulatory supervisiofi.e. registered agents, financial institugoetc.) that
containsthe relevant updadeinformation; and sets out obligations the supervised
entities must follow to comply with the sanctions notice.

What you are required to do

57. You areprohibited from carrying out certain activities; including nmag any funds or other
assets, economic resources, or financial or other related services, available, directly or indirectly,
wholly or jointly, for the benefit of designated persdms entities; or behaving in a certain way
if financial sanctions apply.

58. | f vy ou k nmasonable causedowsuspect’?”” t hat you are in poss
or are otherwise dealing with funds or economic resources owned, held or contraled by
designated person you must:

freeze the funds or economic resour@ed
not deal with them or make them available to, or for the benefit of, the designated persons,
unless:
o0 there is an exemption in the legislation
o they havebeen issued a licence fmtheGover nor’' s Of fi ce
A Reportt hem to the Governor’'s Office

A
A

What Does an Asset Freeze Do?
59. Where a financial sanction takes the form of an asset freeze, it generally prohibit
A dealng with the frozen funds or economic resources belonging to or owned, held or
controlled by a designated person
A making funds or economic resaegs available, directly or indirectly, to, or for the benefit
of, a designated perspand
A engadng in actionsthat, directly or indirectly, circumvent the financial sanctions
prohibitions

Asset Freezing Terminology to Know
60. Funds are defined aBnancial assets and benefits of every kind, including (but not limited to):

A cash, cheques, claims on money, drafts, money ordersta@dpayment instruments;
A deposits with relevant institutions or other persons, balances on accmlnt$sand
debt oltigations;

21 A Designated personis a person subject to financial sanctions.
22 Reasonable cause to suspect refers to an ohjjige test that asks whether there were factual circumstances from which an honest
and reasonable person should have inferred knowledge or formed a suspicion.
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>~

publicly and privately traded securities and debt instruments, including stocks and
shares, certificates representing securities, bonds, notes, warrants, eshamdur
derivative products;

interest, dividends and other income on or valueuacgifrom or generated by assets;
credit, rights of sebff, guarantees, performance bonds atier financial
commitments;

letters of credit, bills of lading and bills of sale;

documents providing evidence of an interesuimdls or financial resourcesnd

ary other instrument of export financing.

> >

> >

Economic resources means assets of every kind, whether tangible or intangible, movable or
immovable, which are not funds but can be used to obtain funds, goods or services.

Goods include items, materials and eqoipnt.

Dealing with funds includes to move, transfer, alter, use, allow access to, or deal with in any
way t hat would resul't in any <change in the
possession, character, destioat or any other change that wdwnable use, including portfolio
management, i.e. the management of securities (shares, bonds, etc) and other assets.

Dealing with economic resources means using the economic resources to obtain funds, goods,
or servicesin any way, including, but notrhited to, by selling, hiring or mortgaging the
resources. It is not prohibited for a designated person to use their own economic resource for
normal personal consumption (e.g. using their car to do the shopping). Howdesigaated

person could not setir use the resource to generate funds (e.g. by selling the car or using it for
a taxi or courier business) without a licence.

Making available funds or economic resources, directly or indirectly, to a designated

person — if a person makes funds availalférectly or indirectly) to a designated person, or
economic resources are made available (directly or indirectly) that would likely be exchanged,
or used in exchange, for funds, goods or services by the designated gl@ssaa criminal
offence.

Making available funds or economic resources for the benefit of a designated person — if

funds or economic resource are made available for the benefit of a designated person and they
obtai n, or are abhbhat toi mdnai al, undseon‘esdnogtic’i ffir or
resources, this is an offence. In this instance financial benefit includes the discharge of a financial
obligation for which the designated person is wholly or partly responsible.

Financial services mears any service of a financial nagymcluding (but not limited to)
(a) insurancerelated services consisting of:
i. direct life assurance;

ii. directinsurance other thandifissurance;

iii. reinsurance and retrocession;

iv. insurance intermediation, such as brokeragesgmacy;

v. services auxiliary to surance, such as consultancy, actuarial, risk assessment
and claim settlement services;

(b) banking and other finandiaervices consisting of:
I. accepting deposits and other repayable funds;

21



68.

69.

70.

Vii.

viii.

Xi.

Xil.

lending (including consumer credit, mortgage credit, factoring an
financing of commercial transactions);

financial leasing;

payment and money transmission services (including credit, charge and
debitcardst r avehegsases and bankers’ draft
providing guarantees or commitments;

financial trading (as defined isubsection (2) below);

participating in issues of any kird securities (including underwriting
and placement as an agent, whether publicly or privately) and providing
services related to such issues;

money brokering;

asset management, such as cagboatfolio management, all forms of
collective investment magement, pension fund management,
custodial, depository and trust services;

settlement and clearing services for financial assets (including
securities, derivative products and other negotiatgguments);

providing or transferring financial informatip and financial data
processing or related software (but only by suppliers of other financial
services);

providing advisory and other auxiliary financial services in respect of
any activity Isted in sulparagraphs (i) to (xi) (including credit
referenceand analysis, investment and portfolio research and advice,
advice on acquisitions and on corporate restructuring and strategy).

In subsectior{b) (vi) above “financial trading” means tradig for own account or for account
of customers, whether on amvestment exchange, in an oibke countemarket or otherwise,

In—

(a) money market instruments (including cheques, bills and certificates of deposit)

(b) foreign exchange;

(c) derivative products (includg futures and options);

(d) exchange rate and interest rate instruments (including products ssetapsand
forward rate agreements);

(e) transferable securitieand

() othernegotiable instruments and financial assets (including bullion).

Ownership, Minority Interest and Control

Clarity around the ownership and accountability of the risk

The names of designated persons are recorded on the consolidated sanctionsdishelSes,
an asset freeze and some financial services restrictions may also bebépientities that are
owned or controlled directly or indirectly by a designated person.

Entities who may not be designated in their own right and whose name magypaar on the
consolidated list are similarly subject to financial sanctions.

Owner ship
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71.

72.

73.

74.

75.

76.

Pursuant to EU Guidance, the key criteria to assesdwether a legal person or entity is owned

by another legal person or entisthe possession aofiore than 50% of the proprietary rights or
majority interest in another entity or legal pers@there this criteria is meandthe owner is

also a designated person, then financial sanctions will apply to the entity that is owned by the
designated person

“Owned” is interpreted to include both direct and indirect ownership. Where the beneficial
owneship of an entity rests with a designated person (e.g. they own a corporate body which
owns another corporate bodyhen the view will be takethat all enities that are part of the
ownership chain are subject to financial sanctions.

Minority Interes t

A legal person or entitiyn which a designated persbas a minority intereshay not necessarilye
subject to financial sanctions based on the designated jeraorority interest in the said entity.

Nevertheless, there must be ongoingnitoring b determine whether there have been any
changes tohe interest held by a designated penstiere ithasincreased to 50% or more, (or a
majority interest is held) at which point financial sanctions will also apply to that legal person

or entity.

Consideation must also be given to whether a designated person has control of another legal
person or enyyt In such instance, financial sancsowill also apply even where a designated
person may only own minority interest.

Control

Pursuant to EU Guidancerhere one or more of the following criteria is met, it is sufficient to
establish whetherlagal person or entity is controlled by another legal person or entity, alone or
pursuant to an agreement with another shareholder or third party:

A

Having the ridnt or exercising the power to appoint or remove a majority of members
of the administrative, anagement or supervisory body of such legal person or entity;

Having appointed solely as a

result of t
the membes of the administrative, management or supervisory bodies of a legal person
or entity who hag held office during the present and previous financial year;

Controlling alone, pursuant to an agreement with other shareholders in or members of

thelegalpson or entity, a majority
legal person or ity;

of

shar eho

Having the right to exercise a dominant influence over a legal person or entity, pursuant
to an agreement entered into with that legal person or entitg, aprovision in its
Memorandum and Articles of Association, where the ¢awerning that legal person

or entity allows for it to be subject to such provision or agreement;
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A Having the power to exercise the right to exert a dominant influence refetiretho
above point, without being the holder of that right (including by maeaf a front
company)?

77. The EU’'s Best Practices guide can be found

http://data.consilium.europa.eu/doc/document/ST-10254-2015-INIT/en/pdf

78. EU guidance is broadly interpreted with respect to ownership and control. The above list of
criteria is intended to be indicative of the factors leading to control being established and should
not beseen as exhaustive.

79. ltis possible thatadesignatelps on may have control or wuse
or economic resources and may be using them to circumvent financial sanctions.

80. Examples could include a designated person registassefs in the name of associates or family
members, orsingnond e si gnated persons’ bank accounts
81. Such actions may constitute a breach of the prohibitions or circumvention of financial sanctions

and may result i criminal prosecution or monetary penalty.
6. EXEMPTIONS AND LICENSING

Licences under Sanctions Orders

82. A licence is a written authorisation froissued bya named licensing authority to allow an
activity or transaction which would otherwise be prohibitedthle Virgin Islands, the licensing
authority is the Governor. A licea may only be issued wheitee criteria for the licencemeets
the specific conditins and relevant licensing grounds which enable adetnbe issued.

83. The legal basis under whicHieence may be issued depends on the legislation which underpins
each particular financial sanctions regime. Such legal basis is usually set out ilevhatre
Overseas Territory Order that established the sanctions regime in question. The following are
some common grounds for issuing a licence urade®rder*, which include the provision of
funds

Afor basic needs (for a designated person or their famgiyber(s);

Afor legal fees and disbursements;

Afor fees and services charges for routine holding or maamce of frozen funds or
economic resources;

Ato satisfy prior court judgements or arbitration decisions against a designated person or
entity; and

Ato satisfy prior contractual obligation of the designated person.

84. Although the Governor is the licensingthority in the Virgin Islands, the consent of the UK
Secretary of State is required prior to the grant of anydeender the Order.

23 Office of Financial Sanctions Implementatiopages 1516

24 The general basis under which fBevernor, with the consent of the relevant Secretary of State may grantca isceet out in
Part 3, Art. 11 o f-Qaild (Bandtichd) DverceBsaTerataribs) Ordem2d16. Atis is simiitatided in all
other Overseas Territoriesr&dions Orders.

24


http://data.consilium.europa.eu/doc/document/ST-10254-2015-INIT/en/pdf

85.

86.

87.

Applying for a Licence

If an individual or institution wishes to make an application to release funds from frozen
accaints, or to make funds, economic resources or financial services availabtefdo the
benefit of a designat ed p e rGfficenin thehfiestyinstamoes t con
Before they do so, they should seek independent legal advice on whethkave just cause to
apply. It is not for the Governor’s Office to

In applying for a licepe the requestingndividual or institution should complete the form
appended a&nnex A: Model Licence Application Fo(#sset Freezegnd submithecompleted

application to the Governor’'s Office. Thi s
information:
A Applicant s name, contact details and role in ¢ttt

A The legislation under which the application isd@a
A The name of the designated person/parties to whom the licence would be granted (their
contact details and role in the transaction);

A In respect ofin asset freeze, details of the proposed transaction including:
Amount of funds/value and nature of anypeomic resource;
Name of financial institution(s) involved;

Payer/transferor (name and account details);
Payee/transferee (name and account details);
Payment Route;

Reason for the transaction(s); and

Proposed date of the transaction.

Any other relevant irdrmation.

= =4 48 -8 _9_45_9_42

A Sample Asset Freezing Liceme@ppended as Annex B and provides an example of a request
for the transfer of funds from the frozbank account of a designated perSon

Overall Licensing Procedures

Issuing a Licence:

88.

89.

90.

Upon receipt of the coml et ed application for a | icence, t
the Attorney General’'s Chamber snre(eA€gtl@)dwill nd ad\
send them the completed forithe AGCwill review the application to determine that it indks

all necessary information. If the AGC is satisfied that the application meets requirements under

the applicable Overseas Territory Ordegttvill draft the licence.

The Governor’s Office wildl al so | i asbeen with
received ando seek approval from the Secretary of Stalten the AGC has completed drafting
the licence

Subject to the consent of tiBecretary of State, the licenceesecutedby the Governor and
copysent to the requesting person/institafi@minding them of the requirement to comply with

25 FCO International Organisations Departmef@uidance on the Implementation of Sanctions in the Overseas Territories
page 11
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any notification provisions (i.e. reporting conditions, restrictions etc.) in the partiOodsar
under which the licence was granted.

91. The timeframe for processing a li@erwill vary according to thecepe of completed information
received by the Governor’'s office that wil!.l €
a legal basis on kch to grant a licence

92. Any conduct outside the terms of the licence (i.e. the use of a different paymést ao
payments in excess of the approved payment cap etc.) is a breach of financial sanci®as and
criminal offense. Failure to comply with reporting conditions on a tiegs a criminabffense
and may result in revocation, suspension, terminatiofurther restriction being added to the
licence.

Amending a Licence

93. Where an individual or institution wishes to make an amendment, variation or extension to a
licencet hey must contact the Governor’s Ofdfi ce f
supporting information for the request.

Refusal of a Licence

94. Wherethe Governor has refused to issue a licence, the reason(s) for such refusal will be provided
in writing. In the event that a licence has been refused, any proposed transactiongyowacti
not be lawful.

95. The Governor may refuse to issue a licencéherbasis that a licence may not be required for a
proposed transaction or activity (i.e. crediting a frozen account where interest or eargings
being paid on the account or paymaeths to a designated person under contracts were concluded
or arose befre the date that the person became sanctioned).

96. Where a licepe has been refused, an applicant seeking the licence has the following options:
Request that the Governor review the diexi;

A
A Reapply with new or additional supporting evidenagdl
A Seek futher legal advice

/. YOUR REPORTING RESPONSIBILITIES

General Reporting Obligations

97. Sanctions obligations under the Overseas Territories Orders require natural and legal persons,
entities and bodiesto supplythe®3 t h any i nformation that woul d
the regulationshrough which the VI implements targeted finanial sanctions®.

26 Refer to page 19, Paragraph
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98. Any information provided will only be used for the purposes for which it wasigedvor
received

Who Must Report?

99. The sanctions legislatiomhich enforceshothEU and UK regulations sets out specific reporting
obligations fora “relevant institution”, a “relevant business or profession” andany other
persorrequired to repominder any enactment relating to AML/CFT matters

100. The requiremento complywith the reportingobligationsapplies tothe relevaninstitution,
business or professidhat is:

A A body registered, incorporated or constituted under the laws of the Virgidsstarany
part of the Territory andegulatedby the Financial ServicesoBhmission;

A A body registered, or constituted under the laws of the Virgin Islands or any part of the
Territory and supervised by the Financial Investigation Agency; and

A any person mboard a ship or aircraft that is registered in the Territory

101. A “relevant business” or profession is defined under thati-Money Laundering Regulations,
2008 and may be found the Glossary.

102. “Relevant business or profession” includes:

(@) banking busiess or trust business within the meaning of the Banks Tanodt
Companies Act, 199(as amendedl)

(b) insurance business within the meaning of the Insuranc&®@8 (as amended)

(c) the business of company management within the meaning of the Company
ManagemenAct, 1990(as amendedl)

(d) business as a mutual fund oryiding services as manager or administrator of a mutual
fund within the meaning of the Mutual Funds Act, 1986 amended)

(e) a personthat carries on investment activity within the meaning of Sec3icand
Schedule 2 of the Securities and Investment BusiAes 2010 (as amended).

)] the business of acting as a trust or company service provider for the purpose of
providing specific services to a third parg specified by regulation 2(e) of the AML
Regulations;

(9) money services business within the meaning®fimancing and Money Services Act,
2009 (as amended);

(h) an auditor;

0] dealer in precious metal or stones;

{)] a legal practitioner, notary public or external accouitaand

(k) real estate agent.

27 A legal practitioner,notay publ i c or accountant are considered ‘relevant
activities:

a. buying and selling of real estate;

b. managing of client money, securities, or other assets;

c. management of bank, sags or securities accounts

d. organization of contributions for the creation, operation or management of companies; and

e. creation, operation or management of legal persons or arrangements, or buying and selling of business entities.

27



103.  Accordingly, such entitiehave a responsibility to ensure thia¢y havein placeappropriate
risk basednechanismspoliciesand procedureto assesapplicants for businessustomers
and business relationshifs determine whether they are under sanctions irposed by the
UN andEU which are extended to thEerritory as Sanctions Ordeby the UK through Orders
in Council

Responsibilities of the Relevant Institution, Business or Profession
Risk Assessment/Sanctions Screening/Monitoring

104. A relevantbusinessentity or professionakhould

A havewritten policies and procedurés placeto stay updated with the various resolutions
passed by the UNS in particular, the list of countries and persons designated under the
relevant UNSCR published on théoremenbned websites (i.e. FlAnd FSG, and when
there are new or subsequent decisions by the relevant UNSC Sanctions Committee; and

A develop a risk profile and undertake risk assessments with respect to (among others)
customer risk andountry/geographic risto determine the potential risk that an applicant
for business or a customer poses andottst way to manage and mitigate any identified
risksin relation to that assessment.

105. In order to develop a strategysdfiectively manage the potential risks aggisanctioned persons
or entities, consideratiorheuld include the following risk factors:

A Country/Geographic Risk: whether the country of origin is under any established
sanction, embargo or other restriction or whether any such sanction, embargo or
restriction is specifically imposed on the custon@untries are considered high risk
countries where they are subjezianctions, embargos or similar restrictive measures
imposed by the UN, EU or other regibaad international organisationswdich the
Virgin Islands is a mendy or associate member;, of which the UK is a member and
the sanctions, embargos or simiaeasures have been extended to the Virgin Islands
by an Order in Council or through the exercise of any Royal Prerofaffives scope
of the embargo, sanction or other restriction may not necessarily relate to financial
prohibitions®,

A Customer Risk and Products/Services risks: where the origins of funds or source of
wealth relates to a jurisdiction on which there is currently an empaegwtion or
restriction imposed by the UNEU or UK:

a. aspart of a comprehensive risk assessment, the reléusimessor professional
should have a clear understanding of the financial sanctions regime and where
breaches may be most likely to occurisTimay cover risks which may be posed
by clients, transamns, services, products, different lines of business, sales and
distribution channels, customer types, country or geographic locatiacharities
and other noprofit organisations that engagecrossborder activitiesvhich may
notbe subject to adeaqte or effective sanctions screening measures

28 Anti-Money Laundering Terrorism Financing CodePoéictice page6d ef i ni t i on “hi gh ri sk countrie
2% Anti-Money Laundering Terrorism Financing Code of Practice pageGsuntry/Geographic Risk.
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b. customer due diligence (CDD) is one of the most important mechanisms used to
screen for identity verification (of customer or underlying beneficiaheny
verification on the purpose and intended nature haf business relationship,
understanding the circumstances of the business (source of wealth, nature size and
volume of business and anticipated levels of transactions). CDD measures also
require onging monitoring and screening of a relevant entity andinkess
relationship commensurate with its risk profile in order to ensure that such entities
are clearly identified where they are in breach of UN/EU sanctions.

106. There should be ongoing checks andnitoring of theConsolidated Listthe FIA websiteor
FSC websites to note any new iligt on the UN and EU sanctions and embargo regimes,
including modifications thereto.

Sanctions Sreening
107. Relevant entitieshould take adequate measumesnsure fective sanctions screenimghich
should require them to

A before engaging in a business relationghig client takeon, providing any services
or undertaking any customer transactiotes¥creerthe names afustomers(including
beneficial ownersand directorsof corporate customer®or applicants for business
against the Consolidated List of Sanctioned entifléss may be foundon the FIA
website, FSC website, BVI GazetldK Governmentwebsiteor the UK Office of
Financial Sanctions Implementati (OFSI) websitefor the most up to dateanctions
list to ensure that suckustomers, clientspr applicants for businesseme not
designated persons

A Transaction screening should also be usedentify transactions which may involve
designated peosis or entities.

108. Sanctions screening should also be undertaken for existirgjomers and business
relationshipson an ongoing basshenever the Consolidated List is updataat] according to
its risk profile. Relevant entities shouldnsider the us of automated screening software
identify whether the name of an applicant for business, existing customer, @liboginess
relationship matches a designated name on the consolidated list.

All Sanctions screening should be:

A Risk based: appropriateto the naturesize and riskof the businessvith consistent
sanctions filtering rules and proceduresnsider the extent to which a designated
persorentity may have controlling interest in a legal person or entity and the nature of
the agreement whiajpovernssuch relatioship(refer toAppendix Il),

A Applicable to new customers (persons or entities) and payments (including wire

payments): to screen foithe possibility that a designated person may have control or
the use of anothée&r person’s bank accoun
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A Applicable to existing customers and when new designations are published:
vigilance must be maintained to establish whether existing custoorebsisiness
relationships may have beksted(either directly oindirectly) as a designated person

A Timely: the names of new and existing customers/entities should be checkedsor cro
referenced against the Targeted Financial Sanctions Consolidateshieistand as
changes to the list occukny changes to the Consolidatetiwill be reflectedn the
form of a Financial Sanctions Designations Notices which are posted on the OFSI, FIA
and FSC websiteqi.e. These Designations Noticasay bepostedas often as daily)

A Capable of satisfying the BVI obligations: from atargetedsanctions andML /CFT
pergective

A Capable of satisfying the EU and UK obligations - it is the policy of the UK

Government to ensure that its Overseas Territories are legally and essentially enabled

to implement the sanctions agreed at the UN and in the EU, in an teffensure
compliance with the UK’s international

A Taking into consideration the potential impact of other foreign sanctions
regimes®.

OFAC/US Sanctions

109. The BVI does not provide guidance on compliance Wateign sanctionsSnce there is no
legislative basis, they are not applicable h&letwithstandingsome foreign sanctiorisave
far-reaching extrderritorial effect

110. US obligations have reputational implications for the BVFor examplethe US has
implemented regulatiawhich apply extraterritorial jurisdiction to the activities of foreign
financial institutions that participate in certain transactions that involve sanctioned countries,
and any party, either foreign or dortiesthat provides goods or services to any&aly
Designated Nationals (SDN) leston the OFAC listThe effect of the US regulations is that

ob

an overseas company which supplies any person on the OFAC SDN List may itself be added to

that list.

Example of OFAC/US Sanctions:

111. Even if an institutions not operating, incorporated or constituted in the United States, OFAC
sanctions may still be applicable. Institutions should be particularly mindful of OFAC
sanctions ithey:.

a. employ United Statesta@ens or permanent aliens;
b. transact in US dollarsrgpass through a US payments transfer chain;
c. enter into transactions involving United States operations or accounts; or

30520 of the AMLCFTCOP requires ECDD measures to be takbrrespect to high risk business relationshg2€(4)( c)
specifiesia per son who is | ocated in a country that is either

con

international sanctions, embargos or other restrictions i mpo

31 US sanctions are administered by two agendiesQiffice of Foreign Assets Control (OFAC) which handles licensing and
oversight of the economic sanctions, and the Bureau of Industry and Security (BIS) which handles licensing of certain exports
and reexports of USorigin technology and goods, or foraignanufactured goods using US technology.
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d. have United States offices, subsidiaries, branches or agencies or a relationship
with a United States firm.

Ongoing Monitoring

112. The wittenpolicies and procedures afelevantusiness, entity or professiorsdlould clearly
definewhen ongoing monitoringshould takeplace. As a general principlégs stated above)
sanctionscreening shoulthke placavhen establishing a new relatidns to ensurghat such
a relationship is permissible.

113. Thereafter, sanctions monitoring shoblroutine andccuratfrequentregular intervals, either
A upona trigger event

A

>\

as customefentity information changes (i.e. changes ttee business relatiship,
directors beneficial ownerdip interests intermediaries, customer risks, product
services etc.);

As information on the Consolidatedsk changes, to valate that the relationships
remain permissible.

114. Where either internal or external data sé@nge frequently, periodic screening may be as often
as daily, but longer intervals between periodic rescreening may be acceptable in situations where
change idess frequent or the risk of a potential sanctions exposure is low.

115. Elements of an Effectiveactions Regime

A

Ongoing monitoring and testing shoutdutinely be conducted on a regular and
frequent basithroughout the year

Conduct regular checks tfe Targeted Financial Sanctions Consolidated List on the
FIA or FSC websites or the Official Gatto note any new lists on the UN and EU
sanctions and embargo regimes, includipgates.

Where applicable, automated screening systems should be ealilmahccordance

with client or business risk profile, rather than settings suggestedby extinare
providers, and be cal i b# andefldgs onosystenmsc | u d e
prominently and clearly identifiéd

Ensure that there antrols which require referral to senior management of target
matches and to address the issue of flaggedithdils or entities?

Relevant Entitiesire expected to understand their obligations

32 When an exact match cannot be found in elements of data (i.e. business name, personal name or address information), a fuzzy
match is an algorithmic process (fuzzy logic) implemented to detect and evaluate mamsmather than exact matches. This

enadles an option to search for a match that is less than exact where the algorithm sets the threshold of the fuzzy match to a
percentage value less than 100%, and the database will then return any matches iarigcoreesponding to that percentage.

33 |bid

34 Financial Conduct Authority*Financial Crime: A Guide for FirmisPart 2, page 33 Ongoing Screening Examples of Good

Practicé
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A Screening of cliendatdase within a reasonable tinimmefollowing updates to
the Consolidated.ist and ensting that client data used for ongoing screening is
up todate A reasonable timeframe would be considered within twéay hours
after a Designations Notice has been @dsin the FIA or FSC websites.

A Relevant Entitiesire expected to assess the effectiveness of their procedures
A Ongoing screening process should include (where applicable) direct and indirect
customers, relevant thirds parties, changes to corporate customer data (e.g. when
new directors are appointed or if there enanges to beneficial owners)

Clear and Demonstrable Understanding of Sanctions
116. Develop appropriate internal training for key staff:

A A training programmeshould be implementedn sanctionscomplianceand the
application of sanctions screening to guide key staff in identifying high risk business
relationships, identifiyng red flags in relation to customers and business relationships
and understandg what matters should be advanced to senior managefaent
decision

A Establish correct eboarding policies and alert staff responsible for onboarding a
customer or entity whenwire transfer has been blocked or a report fileththe FIA
or FSC as applicable;

A The compliance program should trainhiow to detect false positis@n relation to a
namethatpotentially matches that of a person/entity designated on the Sancigi)s L
when to block a transactioandwhen tofile a reporttoth&sover nor FISor Of f i ce
FSC;

A Internal training shouldalso encompass the implementation of appropriate record
keeping measures to ensure that relevant data and clear documentati@yavitihto
sanctions are consistently recorded, readily accessible and easily retrievable (Refer to
Paragraph ___ below on Daoentation of Decisions taken with regards to sanctions).

A Sanctions training shoutdke into consideratiogustomersand kusiness relationships
and how such customers and business relationships may be abused. For example, it is
possible that a designated person may hav
accounts and may be using them to circumvent finanaiatiseis. Such actions may
constitute a breach of the prohibitions or circumvention of financial sanctions and may
result in a criminal prosecution or monetary perfalty

A Training should beindertaken on a periodic basis (and at a minimum, annwaaity)
teded toensure that staff have a good understanding of financial sanctions, risks and
proceduresand

35 Office of Financial Sanctions Implementation, Financial Sanctions Guidece 16
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A There should be ongoing monitoring to ensure that staff understand the financial
sanctions procedures and are adhering to them.

A Ensure that theonsolidatedsanctions list are reviewed on a regular bbagiselevant
staff.

YOUR REPORTIN@BLIGATIONS
What You Must Report

117. If you are a relevant business, entity or profession, andreagsenable cause to suspect that a
legal person or entityan applicant fobusinessan existing customer or a customer who wishes
to form a business relationshipr a person engaging amoneoff transaction where a business
relationship is not estashedis:

A adesignated persoor,
A has committed an offes under the legiation;

118. then the following stepsiustbe undertaken:

(i) Without delay- Immediately freeze all funds or economic resources whether directly
or indirectly toor for the benefit of the designated person, except under the authority
of a licence granted by ti&@overnor;

(i) Do not enter into any financial transactions or provide financial services, financial
assistance or makeconomic resources availald@ectly or indirectly to or for the
benefit of the designated person or dhyd party except under the aatity of a
licence granted by the Governor;

(i) Undertake enhanced customer due diligence measures for any confirmed or potential
matches; and

(iv) Compkte the Compliance Reporting Form (See Annex Il)

119. Where you have reasonable cause to suspect that you kng deth a designated person or
an entity that has breached the sanctions legislation, then you are required to report this
informatontothe@vernor’s Office, and in your report.i

Ainformation on which the knowledge or suspicion is da@ecluding any
potential or confirmed matches);

Aany information you hold about the person by which the person can be
identified;
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Adetails of ay funds, economic resources which have been frozen, or actions
or attempted transactions undertaken;

Adetaik of activities taken to circumvent an asset freeze; and

Abreaches of licensing conditions.

120. Where the person is a customer gekevant institution, then the institution must also state the
nature and amount or quantity of any funds or economic resotetd by it for the customer at
the time when it first had the knowledge or suspicion;

121. Where there have been credits to frozetoants, the report should contain:

i.  details of anyrozen account(s) which have been credited, or funds transferred into
an account of a designated person or a legal person/entity acting on behalf of a
designated person where a licehas not been issued by the Governor;

ii.  details, where applicable, of any frozen acc(@)nthich have been credited with
interest or other earmys on the account;

iii.  details, where applicable, of any frozen acc@)nthich have been credited with
paymentsdue under contracts, agreements or obligations that were concluded or
arose before the account became a frozen account.

How to Report

122. A Comgdiance Reporting Form (CRF) must be completed when making a report to the
Gover nor (Amex@) The CRFshould be used when reporting suspected designated
persons, any assets which have been froameeh suspected breaches of financial sanctions and
should be enailed to:Govoffice.tortola@fco.gov.uk r posted to t¥He Govern.

123. The CRF may also be found on the FIAd FSGvebsites respectively:

https://www.fiabvi.vg/Internationabanctions/GuidaneandForms
https://www.bvifsc.vg/internationadanctions/abotganctions

Other Reporting Obligations

124, I n addition to reporting suspected edsrestyches t
or professions obligated taeport suspicious activities (i.e. a sanctions breachhéd=inancial
Services Commissicandor the FIA® of any actions it has taken in respect of a suspected breach
of sanctions by a designated person/entity (including any assets which have been frozen) or

%Governor's Of f ie,Read Towm, Togtalaf Britism \firginDglands

37 TheAnti-Money Laundering Terrorist Financing Code of PractiBection 13; Section 17; aS#ction 18
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actions taken in respeet adelisted person/entityincluding details of any assets which have

been unfrozen. In this regard, relevant entities aegjuiredto maintain their requisite reporting
obligations and/or talsosubmitSuspicious ActivityTransactiorReports(SARS/STR9 to the

Financial Investigation Agency. Ref er t o “ Compeplmdaantcde and Enfor

125. For avoidance of doubt|laelevant entities are subject to the requieats under the AML reginié
including the obligation to ensure that there are established internal control procedures and reporting
mechaisms. In addition to the genen@porting obligations to which relevant entities are subject,
and where there is reasonable cause for suspicion, all relevant entities are required to report any
suspected breaches in relation to targeted UN, EU or UlKdiabsanctionso the Governor

126. Save for information that comes to the attention of a professional legal adviser in privileged
circumstancesaflure to comply with the reporting obligations set out in the relevant legislation
constitutes an offence which may result in criminal prosseu Such reporting obligations are
in addition toany other noffinancial sanctions reporting obligations wdich the relevant
entity/institution may be subject (i.e. the filing of suspicious acfivéapsactiorreports to the
FIA, etc.).

127. If you are unsure of your reporting obligations, you should seek independent legal advice
False Positives

128. A false positive occurs when a transaction or potential transaction associated with a person or
entity is blocked because the name potentially matchesftlagperson/entity designated on the
Sanctions List. Even with the use of sanctions screening knfy software, false positives
can present challenges when determining whether or not a person/entity is a match from the
designated Sanctions List.r@umstances do occur where the funds of a person/entity that was
not the intended target of sanctioeasures have had their accounts frozen due to false positive
matches.

129. A person or entity that has had their funds or economic resources frozen beeguse/e been
inadvertently targeted, should:

A contact the relevant institution where the assets Hmeen frozen and request an
explanation, including clarification for why the person/entity is believed to be a target
match on the Consolidated Sanctionst;L

A provide to the institution documentation which evidences the identity of the person/entity
and adetailed explanation which sets out precisely why they are not the person/entity
designated on the consolidated sanctions list; and

A Where this issue ofhether or not the person/entity is in fact the designated person/entity,
cannot be resolved, theretirIA should be informed.

130. The FIA will examine the evidence provided and the relevant circumstances surrounding the
issue to determine the way forwarthe possible scenarios and respective outcomes are as
follows:

38 The AML/TF regime comprises the Aftloney Laundering Tearist Financing Code of Practice, The Proceeds of Criminal
Conduct Act, 1997 as amended, Financial Investigation Agency Act, 2003, The Terrorism (United Nations and Other Measures
(Overseas Terrioi es) Order 2001 ( “-terhoesm 20afcial a@irOther Méajures) [Ovezsead Metritories)
Order 2002 (“t he-MdigLaundenng Regulafjonsa2008 (AMLRY. i
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A Where the FIA has determined that therson/entity concerned notthe designated
person/entity from the sanctions list, they will inform the relevant institution and
person/entity of theifindings. The relevant institution should take the steps necessary to
unfreeze the funds or economisources of the person/entity and thereafter inform the FIA
of the action undertaken.

A Where the FIA has determined that the person/entity concemelde designated
person/entity from the sanctions list, they will inform the relevant institution and
peron/entity of their findings and the asset freeze will remain in effect.

A Where the FIA is unable to make a determination as to whether the personéeraéyned
correctly matches the designated person/entity from the sanctions list, they will inform the

Governor’'s Office of the circumstances an
relevant institution and person/entity. If the claim is founddovhe mer it , t he Go
Office will liaise with the FCO to request an authoritative finding in ietetio the identity

of the person/entity. Upon receipt of a r¢

inform the relevant institution and persentity of the results.

Record Keeping

131. You are responsible for retaining records of any potential matches to names and sanctions lists,
irrespective of whether the match is a true match or a false positive. Retands be
maintained for a period ot &ast five yearfrom the date the busess relationship endedthie
transaction was complet@drespect oany match including:

)>\

the information or other grounds which triggered the méatehactivities of
customers anttansaction®) on which san@bns are imposed;

any further checks anquiries undertaken;

the relevant applicable Sanctions Regime;

the person(s) involved, including any members of compliance or senior
management who authorised treatment of the match as a false positive;

the natwe of the relationship with the personemtity involved, including
attempted or refused transactions;

subsequent action taken (i.e. freezing accounts)

if you consulted with, or filed a repo
theoutcome of the reporting é. whether an investigation was undertaken,
whether a licence authorised by the Governor was issued and in what capacity
etc.)

> > >

> > >

8. COMPLIANCE AND ENFORCEMENT

Sanctions Orders in Force

132. The Sanction®rdersn force provide for and enable the relevant autiesrto take the necessary
action to (among others) freeze the funds of designated persons and entities. Failure to comply
with restrictions and prohibitions in relation to sanctions imposed under¢vameUK Orders

39 Anti-Money Laundering Terrorism Financing Code Of Practicgection 45(1(f), (g) and(h)
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in Council applicable to the VI catitutes an offence which may result in the imposition of
penalties or imprisonment when a conviction is secured.

133. In the VI the GO has overarching responsibility for the enforcement of Sanctions Orders and to
ensure compliance by relevant entities.

134. Under the AML TFCOP, the FIA and FSC (as Supervisofyuthorities) are responsible for
monitoring the compliance meassrref the entities under their supervision relating to-anti
terrorism and the various targeted financial sanctions regifhe?OCCA givesthe FSCand
the FIAthe power to impose administrative penaltiesrfon-compliance of the provisions of
the AMLTFCOP including breach of targeted financial sanctions, and/or faitareubmit a
report in the proper form.

135. The approach used by the FSC ahdl i addressing financial sanctions compliance determine
how breaches are assessed. Such approaches will cover the whole lifecycle of compliance in
respect of financial sanctions. The FSC and FIA endeavor to take &hapigtoach to support
those seekig to comply and to raise the level of financial compliance awareness.

136. Thisis effected by way of:

A promoting compliance, publicising financial sanctions, and engaginghveth
private sectar

A enabling compliance by malgrit easier to comply, and provigj customers
with guidance and alerts to help them fulfil their own compliance
responsibilitiesand

A responding to nogompliance, by intervening to disrupt attempbeelaches
and by tackling breaches effectively

137. Such actions are taken to change behaydivectly preventing future noncompliance by the
individual and more widely through the impact of compliance and enforcement actions.

138. While a decision to pursue a criminal prosecution for breaches of finanociloses ultimately
rests with the FCU anithe ODPP, the FIA and FSC will consider the following when initially
considering the course of action to take:

A whether the breach was sditclosed fully and promptly
A the level of cooperation with any inquirjeand
A any action being taken to improvatdire compliance.

139. Itis important to ensure that sanctions breaches are reported in a timely manner in order to assist
the GO, FIA, FSC and FCU in preventing further breachedprotecting the integrity of the
sanctions regimeas well as assisting laenforcement in tackling serious crime.

Power to Require Information

140. Where there is a failure to comply with reporting requirements in relation to a breach of Sanctions
Orders, an authorized officer has tlpewer to request that information and relevant
documentation be provided for the purpose of:

A securing compliance or identifying evasion;
A obtaining evidence of the commission of an offense;
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A establishing the extent to which funds or economic resourcesgoetare under the

control of orare being uskon behalf of a designated person;

A establishing the nature of any financial transactions entered into by a designated
person; or

A cooperating with any international investigation

141. Person(s)/relevant entitissibject to a request for information from #ethorized officer, are
required to comply within the form and timeframe as specified in the request. Reporting
requirements, however, should not apply to clmtileged information. Failure to comply with
arequest for information (i.e. including tinyetesponses, false documentation, and obstruction
in the exercise of powers under the Order) is an offence and may result in criminal prosecution.

Reporting a Suspected Breach of Financial Sanctions

142. Reporting obligations are provided in Section __ tofits Gu i dYeur Repodiegr !
Responsibilities”. \Where youknow or have reasonable cause to suspect that a breach has
occurred, this must be reported to the Govern

143. The Compliance Reporting Form is also availablepooer t suspected breaches
Office and may be founan the following websites

https://www.fiabvi.vg/IntenationalSanctions/GuidaneandForms
https://www.bvifsc.vg/internationadanctions/abotganctions

Offences

144. The offences related to sanctions breaches will depend @arttieular OT Orders and relevant
sanctions legislatiarwhile this list is not exhaustive, such offenaasy include:

)>\

making funds or economic resources available to a designated person
(except where an exemption applies or under licence)

dealing with funds or economic resources that must be frozen (except
where an exemption applies or under licence)

failing to comply with reporting obligations

activities that circumvent an asset freemed

breaches of licensing conditians

)>\

> >

Penalties for Breaches of Financial Sanctions

145. Breaches of financial sanctions arensidered to be a serious criminal offencader the
Overseas Territorie®rders, breaches of UN/EU financial sanctions carry a maximum penalty
of up toseven years imprisonment on indictment and on summary convictimptsonment
for a term not excelng six months or a maximum fine of UK £5,000 or its equivalent in US
Dollars®.

146. Unders. 27(4) of the Proceeds of Criminal Condu@Amendment)Act, 2012 a person who
contravenes a provision under #ilL /CFT Code of Practiceommits an offencend isliable

40 These penalties are also applicable under the Policing and Crime Act (Financial Sanctions)(Overseas Territories)
Order, 2017
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147.

148.

149.

150.

151.

152.

153.

on summary conviction to a fine not exceeding USD $150,000 or a term of imprisonment of two
years or both. Additionallthe FSC and FlAalsohave the power to impose adnsinative
penaltiesnot exceedingUSD $100,000per breach for negompliarce with the provisions of
Code of Practicenthose entities under their respectsegervisory remit.

Schedule 4 of the Code of Practice prosiddist of offences and correspondiagministrative
penaltiesFor examplewhere an entity or indidual failsto make a report where there has been
a breach of targeted financial sanctiondads to submit a report in the proper forthe penalty
imposed may be up tdSD$ 50,000Further, where an individual fails to comply wittporting
requirements ofails to report a SAR/STR, such an offence attracts a penalty of USD$70,000.

The FIA has the power to impose administrative penalties for breaches ofo&Witégulations
with respect to DNFBPs and NPOs that fail to comply wittoripg requirements or fato
report a SARBTR UnderSchedule 4such a penaltynay be up to USD$ 70,000

Designations

The Foreign and Commonwealth Office negotiates all international sanctions for the UK and its
OverseasTerritories, includinghe Virgin Islands The Govenor of the Virgin Islandss the
CompeteniAuthority with responsibility for proposing persons origes for designations under
existing sanctions regima@scluding Virgin Islandslomestic sanctions reginend at the request

of another country.

Proposing Designations under UNSCRs 1267/1989

Under existing regimes the Governbas thepower to propose a designatidny way of
complying with the requirements of the specific regime as outlined by the relevant UNSCR
committee. The Governor carries out h@yers through coordination with relevant domestic
partnerssuch as the FIAASCand theFCO.

When a target for proposal has been identified, a Designation Impact Assed3iAgidrm is
prepared(see Annex V) The DIA records the reason for the progwbsiesignatiorand the
relevant substantiating evidence. The evidence provigeadesignation proposal must satisfy
the standard of proof, which igeasonable suspicion’ of association with the specified terrorist
organisation.

After review and consgration by the relevant dwestic partners, a proposal fdesignation is
made tothe Governor. Ithe Governor agreesith the proposal fodesignationthen the FCO
will be contacted. After a policy and legadsessment, the FCO of the UK, as the Mandate
to the UN, will decidewhether to take the designation forward to thlevant UN Sanctions
Committeeor the Security Council.

Domestic designations zunder UNSCR 1373

In relation tothe national designations proceit®e Governor is the Competent tharity for
making final designations under section 2 of the Terrorist tASs®zing etc. Act 2010

41 Section 27(7) of the Proceeds of Criminal Conduct (Amendment) Act, 2017.
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(Overseas Territories) Order 2011 (TAFOT\otwithstanding, before making a final
designation the Governor must consult with the Secretary of State.

154. Theprocess for domestic designation can also be used by the Governor toesigkatibns at
the request of other countries, providedtthe statutory test in TAFOTO is met.

155. The provisions under TAFOD provide that the Governor may make a final designatibere

he believes:
A that the person is or has been involvetemorist activity
A thatthe person is owned or controlled directly or indirectly by a person involved in terrorist
activity;
A that the person is acting on behalf of or at the directioa pérson involved in terrorist
_ activity; and
A thatit is necessary for purposes connected with protecting members of the public from

terrorism that financial restrictions should be applied in relation to the person.

156. Involvement in terrorist activity inades conduct that facilitates the commission, qr&ion or
instigation of such acts or that is intended to do so.

Request for designation by another country

157. Designation is not automatic upon receipt of a request. The requesting country would have to
complete aDIA Form which will record the reasorfer proposing financial sanctions against
the person as well as the evidence to support the designation. The copleteatm should
besenttothEovernor s Of fi c e toensunedis complete and/prdvitlesthee v et t
completed packagef information forthe Governor to progress.

158. Requesting countries are strongly advised to provide as wpe&h source information as
possible in the DIA form. Applicants should consider the relevant leigislet its entirety when
making an application to ensure the statutory test in TAFOTO is met.

159. The Governdr s Of f liasee withwthd FCO as needed during this process. T0® F
Sanctions team will assess the DIA information from both a legal andy mikndpoint in
deciding whether to pursue the proposed measures.

Notification of Domestic Designation
160. Where the statutory test is met and the Governor designates an individual or entity, they are
added to théVirgin IslandsConsolidated IstofDomest ¢ De s i g n aonh theFIABer sons”

FSCsanctions webpageand the target and supervisory authorities raotified in the manner
prescribed previouslgn page2@ nder “ Financi al SgseeCGhaptef).s Not i
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10. DELISTING

Delisting of Designated Persons (Challenging Designations)

161. Delisting is the process by which the name of a designated person or entity is removed from the
sanctions listDelisting is appropriatein circumstances wherhe criteria forthe listing of a
person or entityare no longer met. It may also kappropriate wherg¢here is evidence of a
mistaken listing, subsequent changes in the faot$ emergencef further evidence, death of a
listed person or the liquidation of a listed entity.

162. In relation tochallengingN Sanctionsdesignationsrelevantpersons/entiti€€ may petition the
Governorto submit adelistingrequesto the UNfor a designated persoentity (orrelevant third
party). This may include such designations pard to UNSCRs 1267/1988, 198918 2231
and 2368and designations pursuant to UNSCR 1373.

163. Delisting requests should contain the following information:

i.  Explanation as to why the designation does not or no longer meetsténe for
listing (through countering the reasons for listing as stated in the list entry for that
particular individual or entity);
i. The designee’s current occupation and/or
information, such as information @ssetsand
iii.  Any documatation supporting the request can be referred to and/or attached
together with the explanation of its relevance, where appropriate.

164. Where the Governor assesses the details métition for designations pursuant to UNSCRs
1267/1988, 1989, 1718, 2231 arRb8andagree with the delisting request, the petition will be
passed onto the FC&anctions Unitor further legal and policy assessment. The FCO will make
a determination as to wheth® carry the delisting regst forward to the relevant UNSC
Sanctios Committedor considerationThe Financial sanctions listing will continue to remain
in place while the request is being considered.

165. A designated persdior someone acting on thdiehalfymay submit a petition for delisting to
the GovernarWhere theGovernor assesses the details of a petition for designations pursuant to
UNSCRs1373,andagrees with the delisting request, he may confer with the Secretary of State
in determining whether or not to revoke the designation. Where the delisting petaestined
by the Governor, the designated persay appeal such decision to the SupreroerC

166. Alternatively, requests which seekdballenge oremove aesignation from &N listing under
the 1 SI L (-Qada 8andtigns LéstanAbe madelirectly by submitting a delisting
petition to the UN Office of the Ombudsperson to the ISILD(@a’ e s h )-Qaida Al
(1267/1989/2252368 Sanctions Committéé

42 A relevant person or entity is: a) Any person in the Virgin Islands b) Any person elsewhere who is a British citizen, a British Overseas Territories
citizen, a British subject, a British National (Overseas) or a British protected person who is ordinarily resident in the Virgin Islands and c) A body
incorporated or constituted under the laws of the Virgin Islands d) any person on board a ship or aircraft that is registered in the Territory

43 “procedures for Delisting” — UN Security Council Subsidiary Organs — Security Council Committee Pursuant to Resolutid@r&71999)1989
(2011)and2253(2015) Concerning S1 L ( D a ‘Qaidaan)l As&ocidtdd Individual Groups, Undertakings and Entities
https://www.un.org/sc/suborg/en/sanctéi?67/aq sanctions list/procedufesdelisting
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167. The contact details for the Office of the Ombudsperson are as follows:

Office of the Ombudspersda the ISIL (Da'esh) and ADaida Sanctions Committee
Room DC22206

United Nations

New York, NY 10017

United States of America

Tel: +1 212 963 8226

E-mail: ombudsperson@un.org

168. Information about the Office of thermbudsperson and the particulars for delisting procedures
may be founwdebsittmm t he UN’ s

https://www.un.org/sc/suborg/en/node/189

169. With the exception of the sanctions issued und&1 L ( DAI-Qaidah ) &
(1267/1989/2252368 Sanctions List and with respectatl other UN listings, a requestay
be sent to th&JN Focal Point for Delisting. More information about the focal point is
avail abl e on asfolensUN’ s website

http://ww.un.org/sc/committees/dfp.shtml

https://www.un.org/sc/suborg/en/sanctions/delisting/delistaomests

EU Sanctions Listings:44

170. In order to challenge a listing under the EU Sanctions, a request should be sent directly to the
EU as follows:

Address: Council of the European Union
General Secretariat
DG C 1C
Rue de la Loi/Wetstraat 175
1048Bruxelles/Brussel
BELGIQUE/BELGIE
Emal: sanctions@consilium.europa.eu

UK Listings4>

171. In order to challenge a listing under the UK domestic regimes, there are avenues of appeal and
judicial review within the specific legislation under whidhe designation is made. Legal
correspondencghould be sent to:

Address: The Treasury Solicitor
Government Legal Department
One Kemble Street
London

44 Office of Financial Sanctions Implementations — Financial Sanctions Guidelines- “Challenging Designations” UN /EU Listings page 35

43 Office of Financial Sanctions Implementations — Financial Sanctions Guidelines- “Challenging Designations” UK Listings page 36
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WC2B 4TS
DX 12342 Kingsway

Unfreezing Assets for Delisted Persons/Entities

172. The obligationto freeze funds or assets no longer existiloumstances where tt&anctions
Committee for UNSCRs 1267/1988, 1989, 1HEB taken the decision to delist a particular
person/entity pursuant to UNSCR 2231UNSCR 1373.

173. In this regard, whe a Sanction®rder has been issueshich confirms that a person/entity has
been removed from the Consolidated List, then the followiegsuresnustbe undertaken:

a) determine whether any of the assets held on account are the assets of any person/entity
which has beeremoved from the Consolidated List and ensure that they are no longer
subject to an asset freeze;

b) removethe name of the person/entity fromhe i nsti tution’s | i st
subject to financial sanction;

c) unfreezethe assets of the person/entis (applicable) and +activate all relevant
accounts;

d) notify the person/entity that the assets are no longer subject to an asset freeze; and

e) immediatelynotify the FIA and the FS®f the actions which have been undertaken
upon completion.

11. National AML/CFT Governance

172. The Territory’'s AML/ CFT f roalimaging and Bomesticadvisaryn c | ud e s
bodies whose mandates vary, but which all play an important rdieent Ter r i t ory’ s AML/
architecture. Collectively, these bodies are vemgdrtant policy development institutions in the
Territory's efforts in reviewing and reforming
provide appropriate responses to ML/$ks.

National AML/CFT Coordinating Council (NAMLCC)

174. The National AntiMoney Laundering (AML)/ Countering the Financing of Terrorism (CFT)
Coordinating Council (NAMLCC) was approved by the Cabinet of the Virgin Islands in
2016 and serves astfleer ri t ory’ s nati onal coordinatin
accordance with Reconendation 2 of the FATF recommendations, in addition to providing
policy guidance on all AML/CFT issues relating to or affecting the Territory. NAMLCC is
a highlevel institiion chaired by the Hon. Premier which ensures the highest political
commitment tothe implementation process and the remediation of vulnerabilities and
weaknesses found as a consequence. It is responsible for driving the national AML/CFT
architecture by eveloping and coordinating strategies to ensure that the Virgin Islands
respondsd money laundering and terrorist financing threats and other issues in an effective
manner and ensuring compliance with all relevant standards.
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175. The overall structure or thdAMLCC consist of other bodies whose work feeds into the

176.

177.

Coordinating Council. Tésebodies include:

Joint Anti -Money Laundering and Terrorist Financing Advisory Committee 7

The Joint AntiMoney Laundering and Terrorist Financing Advis@gmmittee (JALTFAC) is

a statutory body established under section 27A of the Proceeds of CQoiruct Act and has
responsibility for advising the Financi al Ser
and detection of money laundering andterr i st % iThe Lonmission s required to
encourage dialogue with the private sectothwa view to establishing a broddsed
understanding and awareness of issues concerning ML/TF as well as promoting the exchange of
information on ML/TF mattex*” In order to discharge its functions, JALTFAC is required to

meet to discuss pertinent AMLKT issues, especially current and emerging international
developments and, with its mixed composition of public and private sector representatives, it is
aky institution in the Territory’'s overall AM

ii. Inter -Governmental Committee (IGC) on AML/CFT Matters z

The InterGovernmental CommittedGC) is establisheghursuant to the powers granted to the

FSC and FlAunder the AMLTFCOand serves as a mechanism for
promoting public awarenessf | ssues relating to money | aund
fostering cooperation between key public bodies involved in the fight againstt batteasome

nexus to, ML/TF activities, through a system of dialogue and the sharing of informatogstm

its members. This system of dialogue includes the promotion of cooperation and information
exchange between agencies in order to detect and pfdi£nF; the rendering of necessary
assistance to each ot her i n orreguamy turictiomsfand ac h ¢
the promotion of cooperation with foreign regulatory, administrative and law enforcement
officials in relation to any ML off F mattert®

The Council of Competent Authorities

178.

179.

180.

The Council of Competent Authorities (CCA) wasaddished by Cabinet orf"@arch 2017. It

is comprised of the Heads of the Territory’'s
General’s Chambers (AGC); the Financi al | nves
Commission (FSC); the Inteational Tax Authority (I'R) and the Office of the Governor (GO).

Each CA has a statutory responsibility for ensuring cooperation in specific-areadGC and

FIA on law enforcement issues, the FIA and the FSC on regulatory and supervisory issues and

the ITA on tax matters.

The role of the CCA is to facilitate coordina
execution of domestic and international cooperation matters and other relevant AML/CFT issues
relating to or affecting the Territory.

The role of the CCAncludes:

46 See section 27A (1) of the PCCA.

47 Section 51 of the AMLTFCOP

48 See section 50 (1) of the AMLTFCOP.
49 Section 50 (2) of the AMLTFCOP
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() The development of policies and guidelines to advise the Cabinet on current
and emerging developments on international cooperation matters, including
making recommendations for necessary reforms;

(i) Coordinate domestic and intetional cooperatiomatters and other relevant
AML/CFT issues which relate to or affect the Territory;

(i) Acts as a sanctions coordinating body and a facilitator for training and outreach;

(iv) Ensures that all stakeholders are aware of theiragency obligtions as well
as inernational cooperation matters and other relevant AML/CFT issues which
relate to or affect the Territory;

(v) Taking steps to ensure that financial institutions and relevant entities in the VI
are compliant with AML/CFT measures estatdid locally, regiondy and
internationally

The Committee of Law Enforcement Agencies
181. TheCommittee of Law Enforcement Agencig@lEA) was established by Cabinet dfhMarch

2017. |t is comprised of the Headsamely,the he
Financial Investigation Agency (FIA), the Royal Virgin Islands Police Force (RVIPF), the Office

Te

of t he Director of Publ i c Rustomse (EIMQ) iarwdnlee ( ODP

Department of Immigratian

182. The CLEA was established émsuregreater coordination and collaboration in the fight against
money laundering (ML), terrorist financing (TF) and other organized crime through intelligence
sharing the joint pursuit and apprehension of criminals and the disruption of criminay alt§vi
establishment is an important measure in avoiding loopholes in the fight against ML, TF and PF.

Financial Crimes Unit (Royal Virgin Islands Police Force)

183. The Financial Crimes Unit (FCU) is the unit within the Royal Virgin Islands Police Force
(RVIPF)with responsibility for investigatingll financial crimes with links to the Territory. This
includes money laundering investigations, terrorist financing investigations and breaches of
financial sanctions associated with terrorist financing aotifgraton financing. The FCU also
conducts parallel investigations with other units of the RVIPIR, Interpol and other regional
and international law enforcement authorities, as it relatéigancial offences that may
occur from within theterritory. In adlition, it coordinates intelligence sharing with the
Financial Investigation Agency (FIA) with respect to certain investigations
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12. GLOSSARY - DEFINITIONS

“Asset Freeze” Is a type of financial sanctiokinderan asset freezg is generallyprohibited
to:

A Deal with frozen funds or economic resources, belonging to or owned,
held or controlled by a designated person;

A Make funds or economic resources available, directly or indirectly, to,
or for the benefit of a designated pen;

A Engagin actions that directly or indirectly circumvent the financial
sanctions prohibitions

“authorised officer” meansin relationto the Territory—
(i) apoliceor customsofficer of thatterritory,
(i) an investigating officeof the Financial Invegyaion Agency,

(iiiy a persomor agency authorisely the Governorfor the purposesf exercisingany
powerconferredunder anyOrder,whethergenerallyor in a particularcase or

(iv) any personacting underthe authority of a personfalling within subparagraph(i) to
(iii);
“Consolidated List” A list that is comprised of all designated persons subject to finasaattions
under the EU or UK legislain, as well as those subject to UN sanctions which
are implemented through the EU regulations

“Designated Person(s)”
0] A natural or legal person, group or entity subject to specific UN, EU
or UK financial sanctions, restrictive measures, ban or embargo directed
against certain persons and entities with a view to combating terrorism;
(i) In reference to IS1 ( Da’ Alhaida S&ctions Regimes refers to
individuals, groups, undertakings and entities as designated by the Committee
of the Security Council established pursuant to UNSCR 1267 (1999) and 1989
(2011) as being individuals associated with@dida, or entitiesand other
groups or undertakings associated withQdida;
(i) Individuals, groups, undertakings and entities as designated by the
Committee of the Security Council established pursuant to UNSCR 1988 (2011)
as being Taliban, as well as ethindividuds, groups, undertakings and entities
as being associated with the Taliban in constituting a threat to the peace, stability
and security of Afghanistan;
(iv) refers to any natural or legal person or entity designated by countries or
supranational jurisdction pursuant to UNSCR 1373(2001)
(v) refers to any individual, natural or legal person or entity designated for the
application of targeted financial sanctions pursuant to UNSCR 1718 (2006) (The
Democratic Peopl eSamstonB)eophythel SecaritycCbundd or e a
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established pursuant to resolution 1718 (2006) and any future successor
resolutions.

(vi) refers to any natural or legal person or entity designated for the application
of targeted financial sanctions pursuant to UNS2B1(2015)-(Iran - Ballistic
missilerelated transfers and activitjesnd any future successor resolutions by
the UN Securities Council.

“Designation” Refers to the identification of a person, individual or entity that is subject to

targeted finaneil sanctionpursuant to:

A United Nations Security Council Resolution 1267 (1999) and its successor
resolutions;

A United Nations Security Council Resolution 1373 (2001), including the
determination that the relevant sanctions will be applied to the person or
entity andpublicly communicating that determination;

A United Nations Security Council Resolution 1718 (2006) and any future
successor resolutions;

A United Nations Security Council Resolution 2231(2015) and any future
successor resolutions; and

A Any future Security Coucil Resolutions which impose targeted financial
sanctions in the context of the financing of proliferation of weapons of mass
destruction.

“high risk countries” means countries which are subject to sanctions, embargos or similar vestricti

measuregmposed by the United Nations European Union, or other regional or
international organisation of which the Virgin Islands is a member or associate
member, or of which the United Kingdom is a member and the sanctions,
embargos or similar meassrbave beeextended to the Virgin Islands by an
Order in Council or through the exercise of any Royal Prerogative.

“Non-Profit Organisation”

hasthe meaning assigned to it under section 2 of the Roifit Organisation
Act.

“professional” means a pspon, not otherwise functioning as a body corporate,partnership or

other similar body, who engages in a relevant business witeirmeaning of
regubtion 2 (1) of the Antmoney Laundering Regulations, 2008 or engages
in a business that is designated a®@financial business by the Commission
in the Nonfinancial Business (Designation) Notice, 2008;

“regulated person” means a person who is licedsar registered to carry on a relevant business;

“relevant business” means

(@)

(b)
()

(d)

banking business or trust busssavithin the meaning of the Banks and Trust Companies
Act, 1990;

insurance business within the meaning of the Insurance®8@8

thebusiness of company management within the meaning of the Company Management
Act, 1990;

business as a mutual fund or yiding services as manager or administrator of a mutual
fund within the meaning of the Mutual Funds Act, 1996;
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(e)

(f)
(9)
(h)

(i)

0)
(k)

()

“E ntity”

(@)

without prejudice tgaragraphs (a) and (c), the business of acting as a trust or company
service provider for the purpose of providing any a& tbllowing services to a third

party:

(i) acting as a formation agent of legal persons;

(i) acting (or arranging for another person to @&t a director or secretary of a
company, a partner of a partnership, or a similar position in relation to other
legal persns;

(i) providing a registered office, business address or accommodation,
correspondence or administrative address for a companyersnim or ay
other legal person or arrangement;

(iv) acting (or arranging for another person to act) as a trustee of atrdst;

(v) acting (or arranging for another person to act) as a norsim@eholder for
another person.

the business of providing remittareervice of Telegraphic Money Order under the Post
Office (Telegraph Money Order) Rules, 1934;
the business of providing mewy transmission services or cheque encashment, whether
pursuant to an enactment or otherwise;
the business of

(i) providing advice on apital structure, industrial strategy and related matters,

and advice and services relating to mergers and the purchaseeofakings;
(i) money broking;
(ii) the safe keeping and administration of sg@s; or
(iv) lending or financial leasing;
the provision of services to clients by legal practitioners, notaries public or accountants
which involve transactions concerning any of théofwing activities
(i) buying and selling of real estate;
(i) managing of client money, securities or other assets;
(i) managemetnof bank, savings or securities accounts;
(iv) organization of contributions for the creation, operation or management of
companies; and
(v) creation, operation or management of legal persons or arrangements, or buying
and selling of business entities.

the busines of acting as a real estate agent when engaged in a transaction for a client
concerning the buying and selling of real estate;

the busines®f dealing in precious metals or precious stones when such transaction
involves accepting a cash payment of fiftéeousand dollars or more or the equivalent

in any other currencygnd

the business of operating a casino (where permitted by law) whamsadtion involves
accepting a cash payment of three thousand dollars or more quilialent in any other
curreng.

a person that is engaged in a relevant business within the meaning of regulation 2 (1)
of the Antirmoney Laundering Regations, 2008and, for the avoidance of doubt, it
includes a person that is regulatadthe Financial Services Commission by virtue of
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any regulatory legislation provided in Part 1 of Schedule 2 of the Financial Services
Commission Act, 2001;
(b) a nonfinancial business designated by themmission in the Nonfinanci@usiness
(Designaion) Notice, 2008;
(c) A relevant entity may also apply to:
()  Any person in the Virgin Islands;

(i)  Any person elsewhere who is a British citizen, a British Overseas Tesito
citizen, a British subject, a British National (Overseas) or a British protected
person who is ordinarily resident in the Virgin Islands;

(i) A body incorporated or constituted under the laws of the Virgin Islands; or

(iv)  Any person onboard a ship or aircrifat is registered in the Territory

“relevant person”  means a persacarrying on relevant business

“terrorist” refers toa person who-
(a) commitsor attempts to commit terrorist act by any means directly or
indirectly, unlawfully and wilfuly; (b) participates as an accomplice in terrorist
acts or the financing of terrorism; (c) organises or directs others to commit
terrorist acts or the financing of terrorism; or (d) contributes to the commission
of terrorists acts or the financing of teisim by an individual or a group of
persons acting with a common purpose where the contribution is made
intentionally:— (i) with the aim of furthering the terrorist acts or the financing
of terrorism; or (ii) with the knowledge of the intention of the wndiial or
group of persons to commit the terrorist act or the financing of terrorism.

“Terrorist act” A terrorist act is where a person:

a) with the intent to induce terror in a civilian population, compels or forces a

Government or an internationalganisation to do or abstain from doing any

act or intimidates the public or a section of the public, for the purpose of

advancing a political, ideological or a religious cause, does any act which he

intends to cause, creates the likelihood of causinig, likely to cause-
i. loss of human life or serious bodily harm to one or more persons;
ii. a serious risk to the health or safety of the public or a section of the
public;
iii. destructionof, or serious damage to, property of great value or
importance, or major economic loss, or major environmental damage;
iv. the intentional or reckless introduction or release of a disease
bearing organism; or
v. prejudice to national security or sersodisruption of public safety
including disruption in the pwision of emergency services, to any
computer or electronic system or to the provision of services directly
related to banking communications, infrastructure, financial services,
public utilities transportation or other essential infrastructure.
Threates to commit derroristact;

b) takes any preparatory steps for the purpose of committegaaist act; or

C) coerces, encourages, entices, or incites another person to cotamoriat

or terrotist relatedoffence

“Terrorist financing” The financing of terrorist acts, and of terrorists and terrorist organizations.
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“Without Delay” The phrasewithout delaymeans, ideallywithin a matter of hours of a
designation by the United Nations Security Council or its relevant Sanctions
Committee (e.ghe 1267 Committee, tHE988 Committee, th&718 Sanctions
Committee or thd737 Sanctions Committee). For the purposes of
S/RES/1373(2001)The phrasevithout delaymeans upon having reasonable
grounds, or a reasonable basis, to suspect or believeghegan or entity is a
terrorist, one who finances terrorism or a terrorist organisation. In both cases,
the phrasewithout delayshould be interpreted in thteontext of the need to
prevent the flight or dissipation of funds or other assets which are lioked
terrorists, terrorist organisations, those who finance terrorism, and to the
financing of proliferation of weapons of mass destruction, and the need for
global, concerted action to interdict and disrupt their flow swiftly.
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APPENDIX |
Office of the Governor

Licence Application Form

This form should be used by individuals or entities seeking a licence fra@otleenor of the Virgin
Islands to allow an activity or transaction to take place that would otherwigedbgbited under asset
freezing measures implemented by way of the Ukei®eas Territories Orders. The Government
Gazette website lists all of the United Nations (UN) and European Union (EU) sanctionsrelgie
Overseas Territories Orders in forcedimgin Islands.

This form shouldchot be used for export control licenapplications or other neasseffreeze matters.

Licence applications can be legally and/or commercially complex, and in certain circumstances require
clearance or prior notification ternationally (e.g. UN level). There is a requirement for the Governor

to seek consent from tH&ecretaryf Stateprior to the issue of any licence under the Order. This is to
enable the Foreign and Commonwealth Office to complete any approval or tiotifigeocess at the
international level prior to consenting to the issfighe licence by the Governor, theredmymplying

with the UK’s international obligations.

The time it will take for the Foreign Secretary to decide on whether to consent to tioe iaévary
according to the international exemption procedure to b@nfed. Accordingly you should applgt

least four weekbefore a licencés needed and preferably even further in advance if practicable. It is
not for the Governor to decide on whetha licere is required. You may wish to consider taking
independent legal advice before applying for a licence.

The Governor can only issadicence where there are grounds to do so. These grounds will be set out
in the relevant legislation. In eaapplication consideration should be given to the grounds on which
the licence is sought and reference should be made to the relevant licensimg) @s set out in the
relevant legislation. Applications which do not do so will be returned with a redussh suitable
licensing ground be added.

Ongoing Monitoring and Reporting

Licences issued by the Gover no omeswithCbntliioeseghatma y
require information to be reported within a specific time frame. These will likelydacreporting
every time a transaction is made under the licence.

A failure to comply with these reporting requirements may result irrebacation, suspension or
termination of a licence offurther restrictions being included in it. It may also resim a criminal
prosecution or monetary penalty.

The completed form should be submittea email to: govoffice.tortola@fco.gov.ukPlease forward
a copy to:

Gover Qffice ' s
Waterfront Drive,
RoadTown, Tortola
British Virgin Islands
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Please read the notes before completing the form.

PART LTUNDER WHICREGIME IS THECENCE SOUGHT

The Order under which the application
is made /Name of regime in respect of
which a licence is sought (Egypt, Libya,
etc.)

URGENCY

Please provide any details that may
help us determine the urgency of the
case (e.g. deadlines, impact on your
business if a licence cannot be granted
by a given date).

PART Z DETAILS OF THE LICENCE APPLICANT

Date of application

Name of applicant (to whom the
Licence will be granted)

(Individual / Company Name etc.)

Are you/is your company a “designated YES / NO
person” (that is, subject to an asset
freeze), or owned or controlled by a
designated person? If so, please provide
details

Nature of business

Address

Contact Name

Telephone number

Email address




PART X ABOUT THE LICENCE SOUGHT

Name of Designated Person

Licence required to release frozen funds
or economic resources, or make them
available, directly or indirectly, to or for
the benefit of a designated person, to
meet:-

PLEASE TICK WHICHEVER
APPPLIES

Note: Those grounds marked * are
licensing grounds only relating to the
release of frozen funds. Funds or
economic resources cannot be made
available to listed persons under those
licensing grounds.

Basic expenses of the designated person or h
herdependent family members

Legal FeesReasonablerofessional fees and
reimbursement of incurred expenses associatg
with the provision of Igal services

Routine maintenance of funds/assets: paymer
of fees or service charges for the maintenance
frozen funds or economic resources

Extraordinary expenses

*Obligations due under a contract or agreeme
entered into, or an obligationhich arose prioto
the designation of the person or entity in quesi

*Obligations arising in connection with certain
judicial, administrative or arbitral liens, decisio
or judgments

Other (please specify, including relevant
legislation referens)

Specify the legal basis for licensing — see
note 4 (i.e. the relevant Overseas
Territories Order, article and
paragraph).

Please give the licence number(s) of any
licence(s) already received by the
applicant, (if applicable).

PART 4 OVERVIEW

Briefly outline the transaction and
your role in it. What is the
prohibited act that the licence is
for?
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PART 5 DETAILS OF THE TRANSACTION(S) CONCERNED

Date of the intended transaction(s).

Description of funds, goods or services
to be supplied or obtained.

Are the goods or services for
humanitarian purposes (e.g. delivering
or facilitating the delivery of assistance,
including medical supplies, food, the
provision of electricity, or other
humanitarian purposes)?

YES /NO
(It “Yes’

fully)

tpel henaasitarianepurpotea i

Value of the goods or services to be
supplied or obtained.

Names of the parties to the contract.

Seller / supplier

Buyer / customer

Agent / broker / other
intermediary

services will be used by a designated
person, or by a person acting on their
behalf or at their direction, or by entities
owned or controlled by them?

Is the end user different to the contract YES / NO

customer? lf "Yes”, please provid
known)

Is the end user owned or controlled by a YES / NO

designated person? lf "Yes”, please provid
control

Do you know or have reasonable YES / NO

suspicion that the funds, goods or || f « Ye s ” indivfdaal of entity? h e

Dates of any transactions / shipments /
payments already made.

Dates of any future transactions /
shipments/ payments.
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PART & BANKING DETAILS

Method of payment (e.g. cash, cheque,
bank transfer, confirmed or
unconfirmed letter of credit, or other
method).

The banks (including correspondent, Correspondent bank

intermediary and confirming banks, if

applicable) through which payment will | Intérmediary bank

be made. Please provide a/c numbers if | Confirming or advisory
they are available. bank

Are payment instructions/funds YES / NO
available for this transaction?

PART 7¢ Further details

Please provide any additional
background information or explanation
that would be helpful for the Governor
to have.

You may wish to submit copies of documents that support yqalicapion or help us to
understand it. Please indicate below if addiéil documentation has been provided and list
attachments.

YES/NO

PART & Confirmation of information

| confirm that the above information is true to the best of my knowledgeedied. b will inform
the Governor of the Virgin Islands if there are any changes to this information.

55



NOTES

1. This form is designed tbe used for all financial sanctions regimes.

2. Licences can only be issued where there is a legal basis to Toedegal basis will usually be set
out in the relevant Overseas Territory Order that established the sanctions regime in question.

3. The formhas been developed with commercial arrangements in mind (i.e. sales of goods or services
etc.). It should be adapted and used (for example) for gifts or humanitarian transactions where funds,
goods or services are donated. Whatever the naturbeofrragements please provide a full
explanation of what is happening and how much and who is involved.

1. The form is inEIGHT parts:

a. Part 1 asks for the name of the regime under which the licence is setlgist
will be the regime under which sanctgathervise apply. You should refer to
any special factors effecting the urgency of your application here.

b. Part 2 asks for the details of the person on whose behalf the licence is sought
and of a person to contact (who should be familiar with the traosact
involved).

c. Part 3is about the licence soughthe type of licence sought. Please note that
the Governorcan only issue a licence if there is a legal basis to do so. The
grounds for issuing a licence are found in the EU Regulation imposing
sanctions.

d. Parts 4 and 5 are about the transaction involved. Please make it clear if a
transaction is a oreff or if it will be repeated. If regular or repeat payments
are involved, please explain how oftiese payments will be made.

e. Part 6 is about the bankingedails d the transaction.

f. Part 7 provides the applicant with an opportunity to add any additional
background. You should also attach and list any additional documents you are
sending that will make it easier ftre Governoto understand the applicatio
For example, where a licence is sought on the basis that a contract was entered
into before sanctions were imposed it is essential to provide a copy of that
contract.

g. Part 8 requires the applicant to confirm that the information being submitted is

true to tle best of his/her knowledge and belief; and will inform the Governor
if there have been any changes.
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APPENDIXII
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(&) This form should be used to report all compliarelated information to th&Gover nor ' s
Office including information regarding suspectel@signated persons (Part B); assets you
have frozen (Part C); and suspected breaches of financial sanctions (Part D).

(b) Please note that the information you provide may be shared for the purpose wEtifagibr
ensuring compliance with financial saions regulations

(c) Annexes2 and 3 to this form provide key terms and information to assist you in completing
your report.

(d) Your financial sanctions reporting and compliance obligations are descriltbeé Financial
SanctionsgGuidance. You should consult this gamte prior to completing iform. You should
note thafor some businesses there is a legal obligation to report, and tittimgtso is a criminal
offence.

(e) Please ensure that when you complete this form, glieMe that the facts and informatioropided
in this form are accurate and true to the best of your knowledge.

(H You should note that a criminal offence may be committed if you contravene any of the prohibitions
in respect of the financial sanctions regis) detailed in part 12 below, or yitentionally
participate in activities knowing that the object or effect of them is to circumvent any of those
prohibitions or enables or facilitates the contravention of any of those prohibitions.

(g) Please email comfeted forms, including any associated ocdments to:
Govoffice.tortola@fco.gov.ukwi t h “SUSPECTED DESI GNATED PERS
ASSETS”, or “SUSPECTED BREACH"” as applicabl e i

(h) Alternatively, completed forms can be posted to:

Governor’s Office
Waterfront Drive,
Road Town Tortola
British Virgin Islands

If you are unsure of your compliance or reporting obligations under financial sanctions, you should

seek independent legal advice.
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PART A: GENERAL INFORMATION

Please complete this part of the form and indicate what you are reporting on.

1. Person submitting this report

a. Name (Inc. title)

b. Jobtitle

c. Company / organisation

d. Address

e. Contact number(s)

f. Email address

2. Date submitted
[DDCMM ¢ YYYY]

3. Are you submitting this form on behéof a third party?(Tick box)
e.g. you are a law firm, agent or guardian representing someone

If yes, please provide the third
party’s contact details, including
their Group ID if they are a
designated person.

4. What are you reporting®Tick all applicable)

Suspected designated person [please complete Part B of this form)]

Frozen assets [please complete Part C of this form]

Suspected breach [please complete Part &f this form]
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PART B: REPORTING A SUSPECTED DESIGNATED PERSON

This part should be used to report your knowledge or suspicion that an individual, business or
organisation is a designated person and therefore subject to financial sanctions. Please complete a
separate form for each designated person on whom you are reporting.

Your report should include information by which a designated person can be identified. For example,
aliases or alternative identities that could be used to evade sanctions.

If you are also reporting that you have frozen the assets of a designated person, please complete Part C
of this form. If you are also reporting a suspected breach of financial sanctions, please complete Part D
of this form.

Suspected designated person (including persons owned or controlled by them)

a. Group ID from the consolidated
list

b. Name of the designated person
as given on the consolidated list

c. Name of the person/entity if
owned/controlled by a
designated person

Information on which your knowledge or suspicion is based

a. What has caused you to know or Please provide as much detail as possible, including your relationship wit
suspect that the person you are | person, what information you hold and hotxcame to you.
reporting on is a designated

person (or is owned/controlled
by one)?

b. Please provide any information e.g. new aliases, dates of birth, addresses, passport numbers, additional
not already on the consolidated | trading names, etc.

list by which the designated
person can be identified
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PART C: INFORMATION ON FROZEN ASSETS

This part should be used to report that you have frozen the assets of a designated person. Please complete
a separate form for each designated person whose assets you have frozen.

If you know or suspect that a person is a designated person, please complete Part B of this form. If you
are also reporting a breach of financial sanctions, please complete Part D of this form.

7. Designated person (DP)

a. Group ID from the consolidated
list

b. Name of the designated person as
given on the consolidated list

c. Name of the person/entity if
owned/controlled by a
designated person

8. Please provide information orall funds and economic resources you have frozen (For definiti

and guidance on whato include please see Annexes A & B
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Part D: INFORMATION ABOUT A SUSPECTED BREACH

This part should be used to report any suspected or known breach of financial sanctions. Please complete
one form for each overarching activity. Multiple transactions/transfers relating to an overarching activity
may be listed in one form.

Your report should include all known details in relation to the suspected breach activity. Additional
supporting material should be attached to your submission and noted in section 22. Where information is
not known or not applicable, please state.

9. Who do you suspect &is commited, or has attempted to commit, the suspected breachase
provide details

10. Summary of facts
Including the date(s) the suspected breach (or breaches) was discovered, how it was discovered,
and the series of actions that led to a suspected breach taking place (where known).
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11. Does this information relate to a suspected completed, or suspected attempted, breddéti?box

Completed

Attempted (including blocked or rejected activity)

12. Financial sanctions regime(s) under whichetsuspected breach has occurred
The list of all financial sanctions regimes in effect in the UK can be found on OFSI’s on GOV.UK:

: financial-sanctions-regime-specific-consolidated-
lists-and-releases

Additionally, the list of all financial sanctions regimes in effect in the Virgin Islands can be found on

the following:
Financial Investigation Agency:
International-Sanctions/Sanctions-Orders-in-Force

Financial Services Commission:
international-sanctions/about-sanctions

a. Financial sanctions
regime(s)

b. Act/Regulation(s) (if known)

c. Relevant section(s),
article(s), regulation(s)
suspected of having been
breached (if known)
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DETAILS OF SUSPECTED BREACH

See Annex A for a description of what can constitute funds, economic resources, and financial services.

Describe, in full, the
type(s) of funds involved.

Economiaesource(s)
Describe, in full, the

economic resource(s)
involved.

Financial Services

Describe, in full, what the
financial services are,
including how and when
they were provided.

Licence conditions

Give the licence
condition(s) and describe,
in full, how you suspect it
has been breached. Please
include the licence no.

Reporting obligations

Give the reporting
obligation and describe, in
full, how you suspect it has
been breached. Please
include the licence no.
where relevant.
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14. Total value of the suspected breach (actual or estimated)
Please provide this information in the currency that was used at the time of the transfer (or provide
an estimated value in USD if unknown).

15. Method(s) of paymentand/or transfer
e.g. bank transfer, cash, cheque, money order, internet/electronic, or physical asset traiosfey
rail, air,sea, etc..

' 16. Remitter/sender information

Please provide full
information on the
remitter/sender of the
funds and/or economic
resources, including: dates,
goods involved, amount(s),
currencies, account names,
account numbers and sort
codes, bank details, and
nationalities of payers,
dates of birth, where
known.

If more space is required, please complete Annex 1 (A1), or attach supporting documents with your submission.
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17. Intermediary information |

Please provide any information
you have on intermediaries
involved in the activity, including:
role in transfer, name(s), date of
birth, company registration
information, country of
operation/nationality,
address/location, account name,
account number and sort code
and bank details, where known.

If more space is required, please complete Annex 1 (A2), or attach supporting documents with your submission.

18. Ultimate beneficiay information

Please provide information on
the ultimate beneficiaries of the
funds and/or economic
resources, including: name,
account name, account number
and sort code, bank details,
residential/company address,
date of birth and nationality,
where known.

If more space is required, please complete Annex 1 (A3) or attach supporting document(s) with your submission.

19. Please list all external parties who have been made aware that this information is being passt
OFSI, including any designated pernso

20. Has this matter been reported to any other authority?
If so, please provide their contact details.
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21. Other relevant information

Please provide any other information you thik will help us understand what has happened.

22. Are you providng any supporting documents?
Please include any documents that support the information provided, such as
bank statements, transaction reports, copies of licences, paperwork, contracts,

etc. including those from other jurisdictions.

Please list the supporting
documents you are providing.
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Annex 1

Additional remittances (for Section 15 Remitting information)

Al. Additional remittance information

Additional intermediaries involved (for Section 16 Intermediary information)

A2. Addiional intermediaries

Additional beneficiaries involved (for Section 17 Ultimatbeneficiarybeneficiariesnformation)

A3. Additional beneficiaries

6
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Annex A

This Annex describes some of the common terms used in financial sanctions legislation.

DESIGNATED PERSONS

A designated person is an individual, entity or body, listed under EU or UK legislation as being subject to
financial sanctions.

The list of designated persons can be found on OFSI’s consolidated list of asset freeze targets here:

https://www.gov.uk/government/publications/financial-sanctions-consolidated-list-oftargets

Note that the financial sanctions also apply to persons and entities that are owned or controlled, directly
or indirectly, by a designated person. Those persons or entities may not be designated in their own right,
so their name may not appear on the consolidated list. However, those persons or entities are similarly
the subject of the financial sanctions. For more information on ownership and control see OFSI’s Guide to
Financial Sanctions.

FUNDS

Funds mean financial assets and benefits of every kind, including but not limited to:
9 cash, cheques, claims on money, drafts, money orders and other payment instruments;

1 deposits with financial institutions or other entities, balances on accounts, debts and debt
obligations;

9 loans and mortgages;

=

publicly and privately traded securities and debt instruments, including stocks and shares,
certificates representing securities, bonds, notes, warrants, debentures and derivatives contracts;

interest, dividends or other income on or value accruing from or generated by assets;
credit, right of set-off, guarantees, performance bonds or other financial commitments;
letters of credit, bills of lading, bills of sale;

documents evidencing an interest in funds or financial resources;

= =4 =4 =4 =4

any other instrument of export-financing.

ECONOMIC RESOURCES

Economic resources mean assets of every kind, whether tangible or intangible, movable or immovable,
(such as goods, property, or rights) which are not funds themselves but which can be used to obtain funds,
goods or services.

GROUP ID

All reports to OFSI involving a designated person should include their ‘Group ID’ reference

number. The Group ID is a unique identifier for a designated person which can be found in their entry on
the consolidated list.

https://www.gov.uk/government/publications/financial-sanctions-consolidated-list-of-targets
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FINANCIAL SERVICES

Financial services mean any service of a financial nature, including, but not limited to:

9 insurance-related services consisting of:

o

(0]
(0]
(0]
(0]

direct life assurance;

direct insurance other than life assurance;

reinsurance and retrocession;

insurance intermediation, such as brokerage and agency;

services auxiliary to insurance, such as consultancy, actuarial, risk assessment and claim
settlement services.

9 banking and other financial services consisting of:

(0)
(0)

(0]

o O

accepting deposits and other repayable funds;

lending (including consumer credit, mortgage credit, factoring and financing of
commercial transactions);

financial leasing;

payment and money transmission services (including credit, charge and debit cards,
travellers' cheques and bankers' drafts);

providing guarantees or commitments;

financial trading (as defined below);

participating in issues of any kind of securities (including underwriting and placement as
an agent, whether publicly or privately) and providing services related to such issues;
money brokering;

asset management, such as cash or portfolio management, all forms of collective
investment management, pension fund management, custodial, depository and trust
services;

settlement and clearing services for financial assets (including securities, derivative
products and other negotiable instruments);

providing or transferring financial information, and financial data processing or related
software (but only by suppliers of other financial services);

providing advisory and other auxiliary financial services in respect of any activity listed in
sub-paragraphs (i) to (xi) (including credit reference and analysis, investment and portfolio
research and advice, advice on acquisitions and on corporate restructuring and strategy).

A CAY Il Yy OA Iméans fradihg RoA ojvmatcount or for account of customers, whether on an
investment exchange, in an over-the- counter market or otherwise, in:

(0]

(0)
(0)
(0)

o O

money market instruments (including cheques, bills and certificates of deposit);

foreign exchange;

derivative products (including futures and options);

exchange rate and interest rate instruments (including products such as swaps and
forward rate agreements);

transferable securities;

other negotiable instruments and financial assets (including bullion).
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Annex B

Frozen accounts

All reports of frozen accounts should include the following information:

=4 =8 =8 =8 -8 -8 -a -a a8

Name of financial institution holding the account
Account name

Details of the account holder

Date account frozen

Type of account

Account number

Sort code (where relevant)

Credit balance

Debit balance

Currency

Date account opened

Any other relevant information relevant to the freezing of the account

Frozen payments / transactions

All reports of frozen payments or transactions should include the following information:

=

=4 =4 =4 -8 -8 -8 -8 -8 -8 -89

Details of the institution/person who has frozen the transaction

Details of their role in the transaction

Date of transaction (Inc. amount and currency)

Date transaction frozen

All relevant account details (originator, intermediaries, beneficiary)

Details of the originator of the transaction (name, address, etc.)

Details of the originating financial institution (name, address, etc.)

Details of any intermediary financial institutions (name, address, etc.)

Details of the beneficiary of the transaction (name, address, etc.)

Details of the beneficiary financial institution (name, address, etc.)

Any additional information found in the originator-to-beneficiary or bank-to-bank information
Any other additional information relevant to the freezing of the transaction, including the
payment instruction where available
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APPENDIXII

Designation Impact Assessment Form (DIA)

DESI GNATI MRACT ASSESSMENT

This form must be completed for all listing proposals of individuals or entities, under existing sanctions
regimes (also use for listing requests from other countries. For guidance on completing this form,
please liaise with the FCO Sanctions team (sanctions@fco.gov.uk). The form should be signed off by
the Governor of the Overseas Territory, Head of FCO Sanctions team and FCO Legal Directorate.

Proposal

The answers given to the five questions below should be used as the basis for formally proposing
designations to the EU or UN (eg. through the COREU service for EU)

Any information given in the below five quesins could be disclosed to other EU and UN Security
Council Member States.

Nameof sanctions regime

Full name of the individual or entity to be listed (including aliases) and any identifying
information

Enter as much accurate identifyirfgiometric or otherwise) information as possible to eng
effective implementation of themeasures. Policy officers should be aware that incor
information may lead to unintended consequences and an increase is the legal risk.
Example: Russian National Commercial Bank, also known as RNBC Plc. — Registered in Russia and
Crimea, Last known address: Apartment 1A. ABC Street, Crimea

Cut and paste the relevant listing criteria from UN Secretary Council Resolution/EU Cqg
Decision here.

This shouldbe the criteria that you are using to capture this proposed individual or entity ng
above.

Example: Council Regulation 269/2014 “On 17 March 2014, the Council adopted Decision
2014/145/CFSP providing for travel restrictions and for the freezing of funds and economic
resources of certain persons responsible for actions which undermine or threaten the territorial
integrity, sovereignty and independence of Ukraine, including actions on the future status of any
part of the territory which are contrary to the Ukrainian Constitution, and natural or legal persons,
entities or bodies associated with them. Those natural or legal persons, entities and bodies are
listed in the Annex to that Decision.”
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Links/ references to evidence (including data of informatiaollected, do not use hyperlink,
copy and paste the URL)

Provide the evidendhat substantiates the reasons for listing. It is important that policy offi
keep a record of evidence, including screenshots of websites in case theayaved. A newspape
article from a reputable outlet will be seen as more robushtbae from anunfamiliar website,
Evidence that is in a different language must be translated. A machine translation is suffig
inform the decisiommaking but in theevent of a legal challenge a transaction from a reputg
source would be required.
If the evidee is classified, you will need to provide adequate unclassified evidence to supg
classified evidence and this proposal.

Example: Guardian article on $dian aggression, invasion in Ukraqn&l/05/2014

Date document cleared and approved with FCO Sanctions Section and Legal Directorate
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Impact Assessment

Any information given below will not be shared with EU/UN Councils

7
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Describe how this listing ties with the UK or OTs overarching objectives for the country in
1 | question. You may want to mention some of tie-sanction, UK diplomatic measures that
compliment this listing.

How will you measure the listigs effectiveness at meeting the objectives of the sanctions
regime?
When and how should these individuals/entities be delisted

Describe théndicators that you will monitor and your delisting criteria.

2
Policy officers must review all UK proposals as stipulated in the UNSCR/Council
Decision/Regulation — this is typically an annual process, but can be triggered should there be
adequate evidence to suggest the individual/entity should no longer be listed.
What consultation have you undertaken in relatioto this proposal?
Stakeholder consultation is crucial.
Consider all the teams, posts, departments across the UK (where relevant OTejreatérat
may be affected as a result of this listing.
3 The UK HM Treasury should be consulted on proposed fihaaoctions.
The UK Department for International Trade (DIT) for proposed trade sanctions.
Information from NGOs can also help butdageful to avoid disclosing sensitive information
about possible sanctions targets while negotiations are still ongoing.
(Sanctions Section, Legal Advisors, BE Moscow, HM Treasury, Defence Intelligence etc.)
Briefly describe how you can confirm that #re is sufficient information to provide a reasonabl
and credible basis for the listing?
The standard of proof applied is whether there is “reasonable suspicion” that the individual or
4 | 8roup meets the criteria for designation at this present time.

What other evidence in addition to that stated in the above Proposed section (but that which you
may not wish to share with the UN or EU Council), is available to support the reasons you have
outlined for this listing.
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