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ANTI-MONEY LAUNDERING AND TERRORIST
FINANCING CODE OF PRACTICE — SECTION 27 (1)

(S.1.s 13/2008, 4/2009, 42/2009, 46/2010, 86/2010, 22/2012, 37/2012, 75/2015, 4/2017, 20/2018,

and 36/2018)
Commencement
[22 February 2008]
PRELIMINARY
Citation
1. 1) This Code of Practice may be cited as the Anti-Money Laundering and Terrorist

Financing Code of Practice.

[Explanation

Q) This Code is issued pursuant to section 27 (1) of the Proceeds of Criminal
Conduct and as such assumes the form of subsidiary legislation. Under subsection (2) of
that section, the Code is required to be published in the Gazette and be subjected to a
negative resolution of the House of Assembly. This Code is issued by the Commission and
comes into force on the same date the Anti-money Laundering Regulations is brought
into operation. Once gazetted, the Code is required to be laid before the House of
Assembly (and thus subject to a negative resolution) in accordance with the requirements
of the Proceeds of Criminal Conduct Act. The Code remains in force until it is annulled
by the House of Assembly within a period of forty days following its laying before the
House of Assembly; if no resolution is brought to annul the Code, it continues in force
until revoked or replaced.

(i) As a subsidiary legislation, this Code has the force of law and is enforceable
against any person (natural or legal) to whom it applies.]

Interpretation

2.

1) In this Code, unless the context otherwise requires —

“Act” means the Proceeds of Criminal Conduct Act;

“Agency” means the Financial Investigation Agency established under section 3 of the Financial

Investigation Agency Act;

“applicant for business” means the party proposing to a Virgin Islands entity that they enter into

a business relationship or one-off transaction;



“beneficial owner” means the natural person who ultimately owns or controls an applicant for
business or a customer or on whose behalf a transaction or activity is being conducted
and includes, though not restricted to —

@ in the case of a legal person other than a company whose securities are listed on a
recognised stock exchange, a natural person who ultimately owns or controls,
whether directly or indirectly, ten or more per cent of the shares or voting rights in
the legal person;

(b) in the case of a legal person, a natural person who otherwise exercises control
over the management of the legal person; and
(Amended by S.1. 75/2015)

(© in the case of a legal arrangement —
Q) the partner or partners who control the partnership;

(i) the trustee or other person who controls the applicant for business or
customer; and
(Amended by S.1. 75/2015)

(iii)  the settlor or other person by whom the legal arrangement is made;
(Inserted by S.1. 4/2009)

“business relationship” means a continuing arrangement between an entity or a professional and
one or more parties, where —

€)] the entity or a professional has obtained, under procedures maintained in
accordance with this Code, satisfactory evidence of identity of the person who in
relation to the formation of that business relationship, was the applicant for
business;

(b) the entity or a professional engages in business with the other party on a frequent,
habitual or regular basis; and

(© the monetary value of dealings in the course of the arrangement is not known or
capable of being known at entry;

“Commission” means the Financial Services Commission established under section 3 (1) of the
Financial Services Commission Act;

“customer” means a party that has entered into a business relationship or one-off transaction with
a relevant person;
(Inserted by S.1. 75/2015)

“entity” means —



(@)

(b)

a person that is engaged in a relevant business within the meaning of regulation 2
(1) of the Anti-money Laundering Regulations and, for the avoidance of doubt, it
includes a person that is regulated by the Commission by virtue of any regulatory
legislation provided in Part 1 of Schedule 2 of the Financial Services Commission
Act; or

a non-financial business designated by the Commission in the Non-financial
Business (Designation) Notice;

“FATF” means the Financial Action Task Force;

(Inserted by S.1. 4/2009)

“high risk countries” means countries which —

(@)

(b)

(©)

(d)

are subject to sanctions, embargos or similar restrictive measures imposed by the
United Nations, European Union, or other regional or international organisation of
which the Virgin Islands is a member or associate member, or of which the
United Kingdom is a member and the sanctions, embargos or similar measures
have been extended to the Virgin Islands by an Order in Council or through the
exercise of any Royal Prerogative;

satisfy any of the risk qualifications outlined in this Code;
(Amended by S.1. 4/2009)

the Commission identifies and provides in a list published in the Gazette as
representing high risk countries; or
(Amended by S.1. 4/2009)

the Commission identifies in an advisory or a warning issued pursuant to the
Financial Services Commission Act or section 52 (5) as not meeting or fully
meeting or of weaknesses in the FATF anti-money laundering or anti-terrorist
financing obligations or as engaging in or promoting activities that are considered
detrimental to the interests of the public in the Virgin Islands;

(Inserted by S.1. 4/2009)

“key staff” or “key employee” means an employee of an entity or a professional who deals with
customers or clients and their transactions;

“non-account holding customer” means a customer with whom a bank undertakes transactions
though the customer does not hold an account with the bank;

“non-paying account” means an account or investment product which does not provide —

(@)

cheque or other money transmission facilities;



(b) a facility for the transfer of funds to other types of account which do not provide
that facility; or

(© a facility for repayment or transfer to a person other than the applicant for
business on closure or maturity of the account, the realisation or maturity of the
investment or otherwise;

“one-off transaction” means a transaction carried out other than in the course of an established
business relationship;

“politically exposed person” or “PEP” means an individual who is or has been entrusted with
prominent public functions and members of his immediate family, or persons who are
known to be close associates of such individuals and, for the purposes of this definition,
the Explanations to section 22 shall serve as a guide in identifying a PEP;

“professional” means a person, not otherwise functioning as a body corporate, partnership or
other similar body, who engages in a relevant business within the meaning of regulation 2
(1) of the Anti-money Laundering Regulations or engages in a business that is designated
as a non-financial business by the Commission in the Non-financial Business
(Designation) Notice;

“Reporting Officer” means the person appointed as Anti-money Laundering Reporting Officer
pursuant to regulation 13 of the Anti-money Laundering Regulations;

“Steering Committee” means the Steering Committee of the Financial Investigation Agency
established under section 3(3) of the Financial Investigation Agency Act;

“termination” means —

@ the conclusion of a relationship between an entity or a professional and a
customer or client signified by the closing of an account or the completion of the
last transaction;

(b) the maturity or earlier termination of an insurance policy; or

(© with respect to a one-off transaction, the completion of that one-off transaction or
the completion of the last in a series of linked transactions or the maturity, claim
or cancellation;

“underlying beneficial owner” includes any —

@ person on whose instruction the signatory of an account, or any intermediary
instructing the signatory, is for the time being accustomed to act; and

(b) any individual who ultimately owns or controls the customer on whose behalf a
transaction or activity is being conducted.



2) The Explanations provided under any of the sections do not represent legal
interpretations of the sections concerned, but are provided merely to serve as a guide and to
afford clarity in better understanding the sections and the overall requirements of or obligations
under the FATF Recommendations, the Anti-money Laundering Regulations and this Code.

3) Notwithstanding subsection (2), a court or the Agency or Commission may, in
dealing with any matter under or in relation to this Code, have regard to the Explanations
provided in this Code.

4) Any reference in this Code to a conduct or an activity includes, unless the context
otherwise requires, an attempt in relation to the conduct or activity.
(Inserted by S.1. 4/2009)

(5) Notwithstanding anything contained in this Code, the ultimate responsibility for
complying with the requirements or prohibitions of this Code rests with the entity to which the
Code applies.

(Inserted by S.1. 4/2009)

Objectives
3. The objectives of this Code are —
@ to outline the relevant requirements of the Drug Trafficking Offences Act,

Proceeds of Criminal Conduct Act and Financial Investigation Agency Act, with
respect to the detection and prevention of money laundering;

(b) to ensure that every entity and professional puts in place appropriate systems and
controls to detect and prevent money laundering and terrorist financing;

(© to provide guidance to every entity and professional in interpreting, understanding
and appropriately applying the requirements of the Anti-money Laundering
Regulations and this Code;

(d) to assist every entity and professional in developing necessary measures to ensure

Q) the adoption of adequate screening procedures and processes with respect
to employees;

(i) the appropriate training of employees; and

(iii)  the fitness and appropriateness of the professionals and of the management
of an entity; and



@) to promote the use of an appropriate and proportionate risk-based approach to the
detection and prevention of money laundering and terrorist financing, especially
in relation to ensuring —

Q) adequate customer due diligence;

(i)  that measures adopted to effectively deal with such activities are
commensurate with the risks identified; and

(i) a more efficient and effective use of resources to minimise burdens on
customers.

[Explanation

Q) The Virgin Islands is a key player in the provision of financial services (domestic
and international) and as such it bears some responsibility in ensuring compliance with
internationally established standards of regulation and enforcement relating to the
detection and prevention of money laundering and countering the financing of terrorism.
As a member of the Caribbean Financial Action Task Force (CFATF), the Territory is
required to fully comply with the requirements of the 40 + 9 Recommendations of the
Financial Action Task Force (FATF). The Territory is also a member of key
organisations — International Organisation of Securities Commission (I0SCO),
International Association of Insurance Supervisors (IAIS), Offshore Group of Banking
Supervisors (OGBS) and Egmont — which have established sector specific benchmarks
relative to anti-money laundering measures in the areas of securities and investment,
insurance, banking and intelligence gathering and dissemination. In addition, the
Territory fully observes all of the established standards designed to effectively combat
acts of terrorism and the financing of terrorist activities.

(i) The Virgin Islands has in place a robust legislative and administrative regime on
anti-money laundering and terrorist financing which is subjected to periodic reviews by
the CFATF and the International Monetary Fund (IMF). Essentially the regime aims at
criminalising money laundering and terrorist financing, establishing effective
international cooperation in cross-border crime and abuse of the financial market,
enabling the targeting and confiscation of the proceeds of criminal conduct (including
drug trafficking), establishing an appropriate mechanism for the reporting of suspicious
money laundering and terrorist financing activities, empowering the judicial and
administrative authorities to effectively apply the established rules of compliance and
enforcement, creating dissuasive and proportionate penalties for acts of money
laundering and terrorist financing and providing a mechanism for public education on
matters concerning money laundering and terrorist financing.

(iii) The objectives of the Code are to bring about a greater understanding and
appreciation of the current legal, regulatory and enforcement regimes with respect to
compliance with anti-money laundering and terrorist financing measures. They aim to
assist persons in the law enforcement and regulatory and non-regulatory specific sectors



of the economy to develop and implement systems that effectively combat activities
designed to abuse the legitimate tools of business transactions through criminal conduct.
Full compliance with the Code, along with all the other relevant anti-money laundering
and terrorist financing legislation in place, can only result in upholding business
reputation and the overall reputation of the Territory: a firm’s good name is only as good
as its reputation, for without that reputation the name means very little (if anything at
all).

(iv)  Accordingly, the objectives set out in this Code outline the Territory’s
commitment to good corporate governance and the promotion of international
cooperation to ensure financial stability. The provisions of the Code may be viewed as
setting down minimum standards of compliance; those who are affected by the Code
should feel free to adopt such additional measures as they consider relevant and prudent
to prevent their businesses from being caught up in unsuspecting acts of money
laundering and terrorist financing. The Code, in effect, supplements the provisions of the
Drug Trafficking Act, (DTOA), Proceeds of Criminal Conduct Act (PCCA), Financial
Investigation Agency Act, (FIAA), The Terrorism (United Nations and Other Measures
(Overseas Territories) Order (“the 2001 Order”), The Anti-terrorism (Financial and
Other Measures) (Overseas Territories) Order (“the 2002 Order”) and Anti-money
Laundering Regulations (AMLR).]

General application and exception
4. 1) Subject to subsection (2), this Code applies to —

@ every entity and professional; and

(b) a charity or other non-profit making institution, association or organization
to the extent specified in section 4A.

2) The identification and verification requirements set out in Part 111 of this Code do
not apply in circumstances where regulation 6 (1) or (3) of the Anti-money Laundering
Regulations applies to an entity.

3) Notwithstanding subsection (2), no exception provided in the Anti-money
Laundering Regulations and this Code shall apply where an entity or a professional knows or
suspects that an applicant for business or a customer is engaged in money laundering or terrorist
financing.

(Substituted by S.1. 4/2009)

[Explanation:
0] Section 27 (2) of the PCCA outlines the scope of the Commission ’s exercise of its

powers to issue a Code of Practice. The definition of “entizy” in section 2 essentially
covers the scope permitted by section 27 (2) of the PCCA as fully outlined in the AMLR.
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The application section seeks to implement FATF Recommendation 12. The regulated
entities and non-regulated entities within the defined parameters of FATF
Recommendation 12 are viewed as forming vital links in the anti-money laundering and
countering the financing of terrorism (AML/CFT) efforts. The PCCA empowers the
Commission to designate other businesses which are considered vulnerable to activities
of money laundering and terrorist financing and thus fall within the definition of
“entizy”. These have been designated in the Non-financial Business (Designation) Notice
which lists additional businesses that fall within the regime of the Code. The Notice may
be amended from time to time to ensure a well-insulated business sector against the
activities of money laundering and terrorist financing, having regard, in particular, to
the risks posed.

(i) Any entity and professional that is caught under this section of the Code must
ensure full compliance with the due diligence, record keeping measures and other
requirements outlined in this Code.

(iii))  Section 4 (2) takes into account the exceptions to identification procedures
outlined in regulation 6 (1) and (3) of the Anti-money Money Laundering Regulations
with respect to the conduct of relevant business (as defined in regulation 2 (1) of the
regulations). It should be understood that the rationale for the exceptions is that
identification and verification information relative to a regulated person and foreign
regulated person that is an applicant for business is normally kept and maintained and
such information is available to be accessed should the Agency or the Commission
request it, whether through the exercise of its statutory powers or through the mutual
legal assistance request regime. The same principle applies in relation to legal
practitioners and accountants who are members of professional bodies whose Rules of
conduct or practice embody requirements for AML/CFT compliance to the standards of
the FATF Recommendations and who are supervised for compliance with those
requirements. It would be expected that such professional bodies would maintain as a
matter of routine relevant identification and verification information relating to their
members.

(iv) However, it must be borne in mind at all times that the burden of ensuring
compliance with the obligations set out in this Code rests with the relevant entity or
professional as outlined in section 2 (5). Accordingly, where an entity or a professional
knows or suspects that an applicant for business or a customer who wishes to form a
business relationship is engaged in money laundering or terrorist financing, it or he must
not establish the business relationship. Regulation 6 (2) and (3) (b) of the AMLR already
provides for such a prohibition in relation to money laundering. It would be incumbent
under such circumstances for the entity or professional to submit a report to the Agency
outlining its suspicion.]

(Substituted by S.1. 4/2009)

Application to charities, etc.
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4A. (1)

which —

(2)

(3)

(4)

The provisions of this Code relating to the establishment of internal control
systems, effecting customer due diligence measures, maintaining record keeping requirements
and providing employee training shall apply to every charity or other association not for profit

(@)

(b)

(©)

is established and carries on its business in or from within the Virgin
Islands;

is established outside the Virgin Islands and registered to carry on its
business wholly or partly in or from within the Virgin Islands; or

is established as provided in paragraph (a) and receives or makes
payments, other than salaries, wages, pensions and gratuities, in excess of
$10,000 in a year.

A charity or other association not for profit shall —

(@)

(b)

(©)

(d)

comply with the provisions outlined in subsection (1) in relation to every
donor to the charity or other association not for profit of monies or
equivalent assets in excess of $10,000;

maintain relevant documentation with respect to its administrative,
managerial and policy control measures in relation to its operations;

ensure that any funds that are planned and advertised by or on behalf of
the charity or other association not for profit are verified as having been
planned and spent in the manner indicated; and

adopt such measures as are considered appropriate to ensure that any
funds or other assets that are received, maintained or transferred by or
through the charity or other association not for profit are not for, or
diverted to support —

Q) the activities of any terrorist, terrorist organization or other
organized criminal group; or

(i) any money laundering activity.

For the purposes of subsection (2), where a series of donations from a single
donor appear to be linked and cumulatively the donations are in excess of $10,000 in any
particular year, the requirements outlined in subsection (1) shall apply.

Subsection (1) (c) does not apply where payment is made for goods or services
the total of which do not in any particular year exceed $25,000 or its equivalent in any currency.

12



(5) Where a person who makes a donation (whether in cash or otherwise in excess of
the amount or its equivalent stipulated in this section) does not wish to have his name publicly
revealed, the charity or other association not for profit that receives the donation shall
nevertheless carry out the requisite customer due diligence and record keeping measures under
this Code, including —

@ establishing the nature and purpose of the donation;

(b) identifying whether or not there are any conditions attached to the
donation and, if so, what those conditions are;

(c) identifying the true source of the donation and whether or not the donation
is commensurate with the donor’s known sources of funds or wealth;

(d) establishing whether or not the funds or other properties that are the
subject of the donation are located in a high risk country; and

(e establishing that the donor is not placed on any United Nations, European
Union or other similar institution’s list of persons who are linked to
terrorist financing or against whom a ban, sanction or embargo subsists.

(6) Where a charity or other association not for profit suspects that a donation may be
linked to money laundering or terrorist financing, it shall —

@ not accept the donation; and
(b) report its suspicion to the Agency.

@) For the purposes of the application of the Parts of this Code outlined in subsection
(1) to a charity or other association not for profit, the relevant provisions shall be applied with
such modifications as are necessary to ensure compliance with the requirements of the
provisions.

(8) Schedule 1 provides best practices for charities and other associations not for
profit and every charity and other association not for profit shall govern its activities utilizing
those best practices, in addition to complying with the other requirements of this Code.

(Inserted by S.1. 4/2009)

[Explanation:

0] As noted in section 4, this Code equally applies to charities and other non-profit
making institutions, associations and organizations as if they were entities. Charities and
other similar institutions are not immune to abuse for money laundering and terrorist
financing activities and must accordingly adopt all necessary due diligence measures
outlined in this Code to ensure compliance therewith. It is expected that in applying the
provisions of this Code to a charity or other similar institution, those provisions of the

13



Code will be applied with such necessary modification as would enable proper
compliance with the provisions. Where there is uncertainty, advice must be sought from
the Agency and such advice complied with accordingly. Ultimately, the responsibility for
full compliance with the requirements of this Code rests with the charity or other similar
institution (as already noted in section 2 (5)).

(i) Every charity or other association not for profit should expect that the laws,
policies and guidelines relating to their activities and operations would be reviewed from
time to time to verify compliance with the obligations outlined in this Code and ensure
that they are not being used for money laundering and terrorist financing purposes. It is
therefore important that every charity or other association not for profit brings to the
attention of the Agency any activity with respect to which it has a suspicion of money
laundering or terrorist financing. This would enable the Agency to guide and assist the
charity or other association not for profit from being used for money laundering and/or
terrorist financing purposes.]
(Inserted by S.1. 4/2009)

Compliance with this Code

5. 1) Every entity and professional is required to fully comply with this Code which
provides the minimum requirements in relation to the compliance obligations relating to money
laundering and terrorist financing.

2 An entity or a professional may adopt such higher standards and systems of
internal controls as it or he or she considers commensurate with its or his or her risk-based
methodology in order to reduce or mitigate identified money laundering or terrorist financing
risks.

[Explanation:

It should be noted that the imperatives outlined in this Code must be fully complied with
by every entity and professional. The Code itself must be viewed as setting minimum
standards of compliance. The particular circumstances of an entity or a professional or
the nature of the business concerned may require the taking of additional measures
beyond those prescribed in this Code in order to reduce or mitigate risks that may be
associated with money laundering or terrorist activity. This is a matter left entirely to the
wisdom of every individual entity or professional. However, where any additional
standards or systems of internal control are adopted, these must be appropriately
documented and made available when required during an inspection or otherwise in
pursuance of the provisions or objectives of this Code].

PART |
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DUTIES OF THE AGENCY AND THE COMMISSION

Financial Investigation Agency

6. 1) The Financial Investigation Agency is the reporting authority of the Virgin
Islands and acts through the guidance and direction of the Steering Committee in matters relating
to suspicious activity reports concerning money laundering and terrorist financing.

2 The Agency is required to keep a record of reports received by it.

3 Each record of a report should contain —

(@)
(b)
(©)
(d)
(€)

the date of the report;

the person who made the report;

any person to whom the report was forwarded,

a reference by which any supporting evidence is identifiable; and

receipt of acknowledgment from the Agency.

Duties of the Agency on receipt of a report

7. 1) The Agency should, on receipt of a report, promptly acknowledge the receipt of
the report in writing addressed to the entity which, or professional who, made the report and —

(@)

(b)

(©)

(d)

(€)

forward the report to the Steering Committee and assign it to such
investigating officer of the Agency as the Director of the Agency
determines;

through the investigating officer, conduct discreet inquiries to ascertain the
basis for the suspicion;

ensure that the customer who is the subject of the inquiry is, as far as
possible, never approached during the conduct of the inquiries;

maintain the integrity of a confidential relationship between the Agency,
other law enforcement agencies and the reporting entities and
professionals and any person acting for, through or on behalf of the
entities or professionals;

keep the reporting entity or professional informed of the interim and final

result of any investigation consequent to the reporting of a suspicion to the
Agency;

15



()] on the request of the reporting entity or professional, promptly confirm the
current status of an investigation with respect to a matter reported to the
Agency; and

(9) endeavour to issue an interim report to the institution at regular intervals
and in any event to issue the first interim report within one month of a
report having been made to the Agency.

2 The Agency may seek further information from the reporting entity or
professional.

3) Where an entity or a professional makes a report to the Agency, it or he or she
shall maintain the confidentiality of such a report and where for good reason the fact of the
report having been made should be made known to the person to whom it relates, the entity or
professional shall first inform the Agency and act in accordance with the advice and guidance of
the Agency.

4) The duty of the agency under subsection (1) (e), (f) and (g) does not extend to
divulging information which may prejudice an investigation or which the Agency in its judgment
considers not to be appropriate to be divulged.

(5) An entity or a professional that acts contrary to subsection (3) or, having properly
acted in accordance with that subsection, fails to comply with the advice or guidance of the
Agency, commits an offence and is liable to be proceeded against under section 27 (4) of the
Proceeds of Criminal Conduct Act.

[Explanation:

Introduction: This Part has been included in the Code primarily to provide guidance
both to the Agency and the Commission in relation to their duties in handling and
dealing with reports and to enable entities and professionals to understand and
appreciate the chain links with respect to reports made by them. It seeks to encourage
dialogue between the parties and thus ensure an efficient and effective partnership in
dealing with suspicious activities without posing undue hardship to an entity’s or
professional’s business relationship or compromising any investigative process. It also
recognises the importance of providing responses in relation to reports made and
provides a clear mechanism whereby an entity or a professional can seek guidance and
assistance from the Agency or the Commission, especially in terms of dealing with
customers in relation to whom reports are made or how to handle any specific
customer with respect to an application for a business relationship.

This Part also outlines the importance of both the Agency and the Commission
adequately training their staff in order to be able to effectively conduct inspections of
entities and professionals in relation to their AML/CFT compliance measures. While
one would consider this to be a matter of course for both institutions, it is considered
important to outline it in this Code to place the subject beyond doubt. An audit
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inspection on AML/CFT compliance can only carry meaning if it can be assured that
those employed to carry out such inspection are themselves properly and adequately
trained. Thus the requirement under this Code for inspectors to provide reports and
recommend appropriate remedial action following the conduct of inspections can be
assured to be of high and appropriate standard.

Q) The Agency is the financial intelligence unit of the Virgin Islands and thus its
Reporting Authority. It is established under and governed by the Financial Investigation
Agency Act from which it derives its powers, in addition to those prescribed in the DTOA
and PCCA. The Agency is instrumental in the reporting mechanism with respect to
suspicious activities relating to money laundering and terrorist financing.

(i) The reporting of suspicious activities requires the maintaining of a confidential
relationship between the relevant entities and professionals and the Agency in order to
ensure the integrity of the reporting mechanism. The desired level of confidentiality must
be maintained at all times. Thus where an entity or a professional makes a report to the
Agency, it will be wrong for the entity or the professional to make the fact of that report
known to an unauthorised person, including the customer to whom the report relates. An
unauthorised person may be considered to be one who has no nexus to and therefore has
no need to know about the report; in effect, such report may not be made known to any
person outside the Agency or to the person to whom it relates unless permitted by the
Agency and in such manner and form as the Agency may direct.

(iii)  In circumstances where, following a report made to the Agency, an entity or a
professional comes under any pressure from a customer to provide any information or
give reason for a particular course of action adopted by the entity or professional in
relation to the customer, the entity or professional must advise the Agency of that fact.
The Agency will then consider the matter and advise the entity or professional
accordingly, including providing guidance on how to deal with the customer, in what
form and manner and to what extent. The entity or professional must at all times maintain
dialogue with the Agency and seek guidance as necessary. It must be remembered at all
times that the DTOA, PCCA and the 2002 Order prohibit any act tending towards tipping
off a customer, and acting contrary thereto attracts a criminal offence.

(iv) While it is considered good practice for the reporting entity or professional to be
informed of the status of its report to the Agency, it should be noted that such information
would essentially relate only to the general status; entities or professionals must not
expect details of any investigation which may jeopardise or in any way compromise the
investigation. It is expected that where the Agency, after the receipt of a report, decides
not to proceed to investigation of the report or concludes investigation in relation to the
report, it will advise the reporting entity or professional accordingly. Such advise may
include information as to whether the person to whom the report relates poses a risk,
measures to adopt to effectively deal with the risk, how such person should be dealt with
now and in the future, how any pending and future transaction with the person should be
handled, etc.]
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Financial Services Commission

8. 1) It is the duty of the Commission to monitor compliance by its licensees and other
persons who are subject to compliance measures, with this Code and any other enactment
(including any other code and any guidelines) relating to money laundering or terrorist financing
as may be prescribed by this Code or any other enactment.

@) Where adherence to compliance measures relates to persons other than the
licensees of the Commission, the Agency also has the duty to equally ensure that it monitors
compliance by those persons as provided in subsection (1) unless otherwise prescribed in this
Code or any other enactment.

(3) The Commission, as part of its statutory duty to develop a system of continuing
education for practitioners in financial services business pursuant to section 4 (1) (j) of the
Financial Services Commission Act, will include money laundering and terrorist financing as
part of the programme in order to sensitise persons on the dangers posed by such activities.

[Explanation:

The Commission has a statutory duty to ensure full compliance with AML/CFT measures
by those persons that it regulates. This includes persons who are subjected to similar
measures by virtue of other enactments. Accordingly, any entity that is caught under
section 27 (2) of the PCCA — be it regulated, non-financial business and profession or
Commission-designated — falls to be dealt with under this Code and must comply with the
requirements of the Code. While the Commission has a duty to include AML/CFT matters
in its educational programmes (such as in relation to its periodic Meet The Regulator
fora), entities and professions have everything to gain by engaging in a similar exercise
on a periodic basis; it certainly is an obligation under the requirement for staff training.]

Proportionate inspection actions

Q. (1) As part of its prudential inspection of an entity that it regulates, the Commission
is expected to review the entity’s risk assessments on money laundering and terrorist financing,
including the entity’s policies, processes, procedures and control systems in order to make an
objective assessment of —

€)] the risk profile of the entity;

(b) the adequacy or otherwise of the entity’s mitigation measures;

(© the entity’s compliance with the requirements of the Proceeds of Criminal
Conduct Act, Anti-money Laundering Regulations, this Code and any

other code, guideline, practice direction or directive that the Commission
issues, including any other enactment that applies to such an entity.
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2) In relation to an entity that is not regulated by the Commission but to which, and a
professional to whom, this Code applies, the Agency shall perform in relation to such an entity or
a professional the duty imposed under subsection (1), and in such a case the reference to
“Commission” shall be treated as a reference to the Agency.

(3)  After every review of an entity’s or a professional’s risk assessments on money
laundering and terrorist financing, the Commission or the Agency, as the case may be —

@ will prepare a report outlining the weaknesses identified and
recommending necessary remedial action; and

(b) may provide a specific period within which a recommended remedial
action must be complied with.

(4) A copy of the report prepared pursuant to subsection (3) shall be transmitted to the
entity to which or professional to whom it relates.

(5) Where a report provides a remedial action to be taken by an entity or a
professional and a specific period within which the action must be taken, failure to comply with
such action within the period stated constitutes an offence punishable under section 27 (4) of the
Proceeds of Criminal Conduct Act.

[Explanation:

Q) As part of its prudential regulation process, the Commission conducts both on-site
and off-site inspections of entities that it regulates. Inspectors are, during the course of
their inspections, expected (amongst other things) to identity weaknesses in the entity’s
AML/CFT risk assessments through an analysis of the entity’s internal control and
management systems and other available information within or in respect of the entity.
This section requires the extension of such an inspection to every entity and professional
caught by this Code. The Commission will review a regulated entity’s risk assessments as
part of its periodic inspections and the other entities and professionals caught by this
Code will be similarly inspected by the Agency.

(i) In carrying out their inspections, the Commission or the Agency, as the case may
be, may rely on various sources of information available within and without the entity or
in respect of the professional: reliance may be placed on internal documentation,
assessments carried out by or for the entity or professional, and written submissions
made to the Commission or the Agency. The assessment should (where
applicable)include sample transaction testing of customer accounts or other dealings to
validate the assessment, management’s ability and willingness to effect relevant remedial
action, the entity’s or professional’s manual on dealing with high risk customers and the
entity’s or professional’s enhanced due diligence measures in place. Inspectors are
encouraged to use whatever knowledge they have of the risks associated with any
products, services, customers and geographic locations (high risk countries) to assist
them in properly evaluating an entity’s or a professional’s AML/CFT risk assessment;

19



this should assist inspected entities and professionals in the development and
implementation of their risk-based approach to AML/CFT. Where a high risk transaction
is not detected, for example, or the transaction of a high risk customer falls through the
cracks, especially in relation to significant financial transactions, this may be indicative
of weak internal control systems — weak risk management practices, regulatory breaches
regarding the identification of high risks, insufficient staff training and weak transaction
monitoring mechanisms. These must be viewed as some of the red flag indicators which
may justify not only corrective action, but also the application of administrative penalties
and criminal sanctions — systemic breakdowns or inadequate controls should invariably
attract proportionate responses.

(iii) Inspectors of the Agency and the Commission should conduct their inspections
with diligence and be very alert to any nuances that might point to a risk of a weak
internal control system to adequately deal with AML/CFT activities. During inspections
inspectors should, where feasible, inform management of any deficiencies discovered and
how these may be appropriately remedied. This should be followed up after every
inspection with a formal report outlining all of the identified weaknesses and
recommending necessary proportionate corrective action and within what time frame
such corrective action should be effected. It should always be borne in mind that certain
identified weaknesses, if not corrected on an urgent basis, may result in wider
consequences of a negative nature.

(iv) Essentially within the context of the risk-based approach, both the Agency and the
Commission should focus their attention in making a determination as to whether or not
an entity’s or a professional’s AML/CFT compliance and risk management regimes are
adequate —

e to meet the minimum regulatory requirements (whether arising from this Code
or other enactment, established policies, guidelines, practice directions or
directives or otherwise); and

e to appropriately, efficiently and effectively mitigate any identified risks.

Inspectors should note that the objective of an inspection is not to prohibit an entity or a
professional from engaging in high risk activity; it is simply to establish that entities and
professionals have in place and apply adequate and effective appropriate risk mitigation
strategies.

(V) In preparing their reports following an inspection of an entity or a professional,
inspectors of the Agency and the Commission should note that while it is not in every
case of a regulatory breach or an identified AML/CFT deficiency that a criminal sanction
or a fine or a penalty need be applied, they should nevertheless feel free to provide
guidance on the nature and gravity of the breach or identified AML/CFT weakness in
order to enable an informed decision to be taken in respect thereof. Generally, some
breaches or AML/CFT deficiencies may only require corrective action, but sanctions may
need to be applied in cases of substantial breaches or deficiencies. What constitutes a
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“substantial breach or deficiency ” is a matter of fact to be determined by the Agency or
the Commission, as the case may be. It is always important that the Agency and the
Commission should appropriately document the facts on which a determination is made.]

Training of Agency and Commission staff

10. 1) The Agency and the Commission are required to adequately train their staff who
are engaged in conducting on-site and off-site inspection of entities and professionals to enable
them to make objective assessments and form sound comparative judgments about entities’ and
professionals’ anti-money laundering and terrorist financing systems and controls.

2 The training referred to in subsection (1) should be developed in a way as to
enable inspecting staff to properly and adequately assess —

@ the quality of internal procedures, including regular employee training
programmes and internal audit, and compliance and risk management
functions of an entity or a professional;

(b) whether or not the risk management policies, procedures and processes of
an entity or a professional are appropriate in the context of the entity’s or
professional’s risk profile and are adjusted on a periodic basis in light of
the entity’s or professional’s changing risk profiles;

(© the participation of senior management of an entity or a professional to
confirm that they have undertaken adequate risk management and that the
necessary controls and procedures are in place; and

(d) the level of understanding of an entity’s or professional’s junior staff,
especially its front-desk staff, of anti-money laundering and terrorist
financing laws, policies and procedures and the internal control systems
that aid the process of detecting and preventing activities of money
laundering and terrorist financing.

[Explanation:

Q) In order to ensure appropriate guidance to an entity or to a professional and to
ensure a consistent implementation of AML/CFT laws, policies, processes and
procedures, the Agency and the Commission staff who are charged with the responsibility
of assessing an entity’s or a professional’s AML/CFT regime must themselves be
adequately trained. Adequate training of inspection staff will aid immensely the process
of making objective assessments and ensuring appropriate recommendations for
corrective actions with respect to regulatory breaches and identified AML/CFT
deficiencies.

(i) Making an assessment requires value judgment; inspection staff should be well-
equipped to make such judgment with respect to the adequacy or otherwise of
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management controls and systems vis-a-vis current and potential risks posed by the
business or businesses engaged in by an entity or a professional. Undertaking
comparative assessments between entities and professionals, including what obtains
elsewhere, will properly assist the process of determining the relative strengths and
weaknesses of the arrangements adopted and implemented by different entities and
professionals.

(iii) Training should also focus on enabling inspection staff to establish a balance
between identified AML/CFT risks and the resources available and applied in efficiently
and effectively managing such risks. FATF Recommendation 29 requires a review of
customer files and the sampling of accounts (where applicable) and training should
provide a guideline as to how to properly embark on such a review process with the full
cooperation of the entity or professional being inspected.]

PART Il
ESTABLISHING INTERNAL SYSTEMS AND CONTROLS

Requirement to establish an internal control system

11. (1) An entity or a professional shall establish and maintain a written and effective
system of internal controls which provides appropriate policies, processes and procedures for
forestalling and preventing money laundering and terrorist financing.

2 The written system of internal controls established pursuant to subsection (1)
shall be framed in a way that would —

@ enable the entity or professional to effectively conduct an assessment of
the risks that a business relationship or one-off transaction may pose with
respect to money laundering and terrorist financing; and

(b) be appropriate to the circumstances of the business relationship or one-off
transaction, having regard to the degree of risks assessed.

3) An entity’s or a professional’s written system of internal controls shall include the
following matters —

@ providing increased focus on the entity’s or professional’s operations, such
as its or his or her products, services, customers and geographic locations,
that are more vulnerable to abuse by money launderers, terrorist financiers
and other criminals;

(b) providing regular reviews of the risk assessment and management policies,
processes and procedures, taking into account the entity’s or professional’s
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(©)

(d)

(€)

(f)

(@)

(h)

)

(k)

(M

(m)

circumstances and environment and the activities relative to its or his
business;

designating an individual or individuals at the level of the entity’s or
professional’s senior management who is responsible for managing anti-
money laundering and terrorist financing compliance;

providing for an anti-money laundering and terrorist financing compliance
function and review programme;

ensuring that the money laundering and terrorist financing risks are
assessed and mitigated before new products are offered;

informing senior management or the professional of compliance
initiatives, identified compliance deficiencies, corrective action required
or taken, new customers who may be high risk, suspicious activity reports
that are filed with the Agency and any advice or guidance issued by the
Agency pursuant to section 7 (3);

providing for business and programme continuity notwithstanding any
changes in management or employee composition or structure;

the manner of dealing with and expediting recommendations for
regulatory breaches and anti-money laundering and terrorist financing
compliance contained in any report arising from an inspection conducted
pursuant to section 9;

measures to adequately meet record keeping and reporting requirements
and providing for timely updates in response to changes in regulations,
policies and other initiatives relating to anti-money laundering and
terrorist financing;

implementing risk-based customer due diligence policies, processes and
procedures;

providing for additional controls for higher risk customers, transactions
and products as may be necessary (such as setting transaction limits and
requiring management approvals);

providing mechanisms for the timely identification of reportable
transactions and ensure accurate filing of required reports;

providing for adequate supervision of employees that handle (where

applicable) currency transactions, complete reports, grant exemptions,
monitor for suspicious activity or engage in any other activity that forms
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(n)

(0)

(P)

()

(r)

(s)

(t)

(u)

v)

part of the entity’s or professional’s anti-money laundering and terrorist
financing programme;

incorporating anti-money laundering and terrorist financing compliance
into job descriptions and performance evaluations of key staff;

providing for appropriate and periodic training to be given to all key staff,
including front office staff;

providing for a common control framework in the case of group entities;

providing a mechanism for disciplining employees who fail, without
reasonable excuse, to make, or to make timely, reports of any internal
suspicious activity or transaction relating to money laundering or terrorist
financing;

providing senior management with means of independently testing and
validating the development and operation of the risk and management
processes and related internal controls to appropriately reflect the risk
profile of the entity;

providing appropriate measures for the identification of complex or
unusual large or unusual large patterns of transactions which do not
demonstrate any apparent or visible economic or lawful purpose or which
are unusual having regard to the patterns of business or known resources
of applicants for business or customers;

(Inserted by S.1. 4/2009)

establishing policies, processes and procedures for communicating to
employees an entity’s or a professional’s written system of internal
controls;

(Inserted by S.1. 4/2009)

establishing policies, processes, procedures and conditions governing the
entering into business relationships prior to effecting any required
verifications; and

(Inserted by S.1. 4/2009)

any matter that the Commission considers relevant to be included and it
issues a directive in writing to that effect in relation to an entity or a
professional.

(3A) Every entity and professional shall establish and maintain an independent audit
function that is adequately resourced to test compliance, including sample testing, with its or his
written system of internal controls and the other provisions of the Anti-money Laundering
Regulations and this Code.
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(Inserted by S.1. 4/2009)

4) An entity or a professional that fails to establish a written system of internal
controls in accordance with the requirements of this section commits an offence and is liable to
be proceeded against pursuant to section 27 (4) of the Proceeds of Criminal Conduct Act.

[Explanation:

Q) This Code adopts a risk-based approach which is considered the most effective
way of managing the risks that are associated with money laundering and terrorist
financing. It must be viewed as supplementing the AMLR, DTOA, PCCA, FSCA and the
2002 Order in so far as money laundering and terrorist financing are concerned. The
risk-based approach essentially enables an entity and a professional to balance the risks
associated with a customer or a specific transaction to the established measures to
contain and properly deal with those risks; it provides an element of flexibility that
enables an entity or a professional to devise and apply its or his own systems of internal
controls and management to deal with specific cases and circumstances to forestall and
prevent acts of money laundering and terrorist financing in relation to the entity. It is
considered to be a more cost effective approach to dealing with money laundering and
terrorist financing in that it allows the entity or professional to concentrate resources
proportionately to the more vulnerable areas of operations to ensure an effective system
of controls. In a nutshell, the risk-based approach encompasses a recognition of the
existence of the risks, an undertaking of the assessment of the risks and developing
strategies to effectively manage and mitigate the risks identified.

(i) An entity’s or a professional s ability to effectively deal with money laundering
and terrorist financing activities will depend immensely on the measures established and
implemented to ensure appropriate internal controls. The entity or professional needs to
develop appropriate compliance measures that properly enable the assessment of risks
with respect to business relationships and one-off transactions; it or he or she needs to
undertake AML/CFT risk assessments if it or he or she is to properly and effectively build
a solid regime of internal controls.

(iii) The nature, form and extent of AML/CFT compliance controls will invariably
depend on several factors, considering the status and circumstances of the entity or
professional. Some of those factors may be outlined as follows —

e the nature, scale and complexity of the entity’s or professional’s business
operations;

e the diversity of the entity’s or professional’s operations, including its or his
or her geographical diversity;

e the profile of the entity’s or professional’s customers, products, services and
activities;
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e the distribution channels utilised by the entity or professional;

e the size and volume of the transactions engaged in by the entity or
professional;

o the degree of risk associated with each area of the operations of the entity or
professional;

e the extent to which the entity or professional is dealing directly with its or his
or her customers or is dealing through intermediaries, third parties,
correspondents or non-face to face channels; and

e the measure of regulatory compliance which has effect on AML/CFT
compliance.

It is important therefore, in developing a system of internal controls, for an entity or a
professional to adopt a holistic approach that takes the above factors into account. The
factors operate as guidelines and adherence thereto will assist an entity or a professional
in properly and effectively developing and establishing a strong AML/CFT regime that
keeps the entity’s or professional’s name intact and insulates it or him or her against
unwarranted criminal activity.

(iv) An entity or a professional is free to structure the risks it or he or she assesses
according to the degree of the risks: higher risks will require enhanced due diligence to
be performed by the entity or professional with respect to high risk customers, business
relationships or transactions; medium risks will require some form of enhanced due
diligence to satisfy the entity’s or professional’s internal control system; lower risks may
require reduced or simplified measures, but not be completely exempted from due
diligence measures.

(V) The requirement to establish and maintain an independent audit function creates
an obligation on an entity and a professional to essentially ensure the establishment of
appropriate and effective mechanisms which allow for a periodic evaluation of the
implementation by the entity or professional of the provisions of the AMLR and this Code
as well as the internal control systems developed by the entity or professional. This
obligation must be implemented by a person or persons that function independently and
who have the ability to make objective assessments in a transparent and fair manner. The
audit function may form a separate and independent unit of the entity (such as its
compliance portfolio) or the professional’s undertaking, or the function may be
outsourced. Whatever arrangement the entity chooses, it or he or she must provide
adequate financial and human resources as would be commensurate with the size and
volume of business of the entity or professional and adopt measures that guarantee the
independent functioning of the arrangement. It should be noted that ultimately the
objective is to ensure a proper and adequate testing of the entity’s level of compliance
with its AML/CFT obligations under the AMLR, this Code and other applicable laws and
policies. It is imperative that the results of any testing of compliance obligations under
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this section are embodied in a compliance audit report to be maintained by the entity or
professional and made available to the Agency or Commission in an inspection or
whenever requested. In addition, the entity or professional must provide an indication in
writing as regards the steps taken, where applicable, to comply with any shortcomings
identified in a compliance audit.]

(Inserted by S.1. 4/2009)

Prohibition of misuse of technological developments

11A. An entity or a professional shall adopt and maintain such policies, procedures and other
measures considered appropriate to prevent the misuse of technological developments for
purposes of money laundering or terrorist financing.

(Inserted by S.1. 4/2009)

[Explanation:

Q) A lot of transactions are carried out these days utilizing the facilities afforded by
the internet. While there are those that utilize these facilities for legitimate business
reasons, there are also those that abuse and misuse the facilities for nefarious activities.
Financial institutions such as banks, insurance companies, mutual funds and financing
and money services entities that are engaged in the business of receiving and making
payment of monies generally utilize technological facilities (such as telephone banking,
transmission of instructions through the means of facsimile, investing via the internet,
wire transfers, etc.) to establish business relationships and engage in various
transactions and are therefore particularly vulnerable to the abuse of technologies to
facilitate money laundering, terrorist financing and other financial crime activities.

(i) Section 11A therefore obligates an entity or a professional that utilizes
technological facilities to adopt appropriate policies, procedures and other relevant
measures to guard against abuses and misuse that may be connected to the use of those
facilities. These matters are left entirely to the judgment of the entity or professional
concerned, having regard to the scope and extent of its reliance on technological
facilities. Accordingly, the entity or professional is required to develop and maintain
appropriate policies, procedures and other relevant measures for use by its or his or her
staff to prevent the entity or professional from being used to carry out money laundering,
terrorist financing or other financial crime activities. Both the Agency and the
Commission may request to see such measures, procedures and other relevant measures
in relation to any inspection conducted by them or for any other purpose.

(iii)  With respect to the risks that may be associated with electronic services engaged
in by banks, entities that provide banking services are particularly encouraged to make
reference to the “Risk Management Principles for Electronic Banking” issued by the
Basel Committee in July, 2003.]

(Inserted by S.1. 4/2009)
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Duty to carry out risk assessment

12. An entity and a professional, in addition to establishing a written system of internal
controls, shall carry out money laundering and terrorist financing risk assessments in relation to
each customer, business relationship or one-off transaction in order —

@ to determine the existence of any risks;
(b) to determine how best to manage and mitigate any identified risks;

(© to develop, establish and maintain appropriate anti-money laundering and terrorist
financing systems and controls to effectively respond to the identified risks; and

(d) to ensure that at all times there is full compliance with the requirements of the
Anti-money Laundering Regulations and other enactments, policies, codes,
practice directions and directives in place in relation to anti-money laundering and
terrorist financing activities.

Roles and duties of an entity and a professional

13. Q) An entity or a professional shall exercise constant vigilance in its dealings with an
applicant for business or a customer and in entering into any business relationship or one-off
transaction as a means of deterring persons from making use of any of its or his or her facilities
for the purpose of money laundering and terrorist financing.

(Amended by S.1. 4/2009)

(2 Pursuant to subsection (1), an entity or a professional shall —

@ verify its or his or her customers and keep vigilance over any suspicious
transactions;

(b) ensure compliance with the reporting requirements to the Steering
Committee pursuant to the provisions of the Drug Trafficking Offences
Act and the Proceeds of Criminal Conduct Act and any other enactment
relating to money laundering or terrorist financing;

(©) keep record of its or his or her dealings with each customer;

(d) put in place, as part of its or his internal control system, a mechanism
which enables it or him or her to —

0] determine or receive confirmation of, the true identity of a
customer requesting its or his or her service;

(i) recognise and report to the Steering Committee, a
transaction which raises a suspicion that the money involved may
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(€)
(f)

(9)

(h)

(i)

)

be a proceed of a criminal conduct, drug trafficking or drug money
laundering or may relate to a financing of terrorist activity;

(iii)  keep records of its or his or her dealings with a customer and of
reports submitted to the Steering Committee, for the period
prescribed under the Anti-money laundering Regulations and this
Code; and

(iv) ensure that timely reports are made to the Agency, where a
proposed or existing business relationship or one-off transaction
with a politically exposed person gives grounds for suspicion;

ensure that key staff know to whom their suspicions should be reported;

ensure that there is a clear procedure for reporting a suspicious transaction
to the Reporting Officer without delay;
(Amended by S.1. 4/2009)

ensure that it or he or she has in place a system of regularly monitoring

and testing the implementation of its or his or her vigilance systems to

detect any activity that point to money laundering or terrorist financing;
(Amended by S.1. 4/2009)

identify and pay special attention to, and examine, as far as possible, the
background and purpose of, any complex or unusual large or unusual
pattern of transaction or transaction that does not demonstrate any
apparent or visible economic or lawful purpose or which is unusual having
regard to the pattern of business or known sources of an applicant for
business or a customer;

(Inserted by S.1. 4/2009)

record its or his or her findings in relation to any examination carried out
pursuant to paragraph (h) and make such findings available to the Agency,
Commission or other lawful authority, including the auditors of the entity
or professional, for a period of at least 5 years; and

(Inserted by S.1. 4/2009)

adopt and maintain policies and procedures to deal with specific risks that
may be associated with non-face to face business relationships or
transactions, including when establishing or conducting ongoing due
diligence with respect to such relationships or transactions.

(Inserted by S.1. 4/2009)

3 Where under subsection (2) a report is required to be made to the Steering
Committee, that report may be made through the Agency.
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4) An entity or a professional that fails to comply with the requirements of this
section commits an offence and is liable to be proceeded against under section 27 (4) of the
Proceeds of Criminal Conduct Act.

[Explanation:

Q) The responsibilities outlined herein essentially are designed to facilitate and
strengthen the internal control systems that an entity or, as applicable, a professional is
required to put in place as part of its risk-based assessment of money laundering and
terrorist financing activities pursuant to section 11. It makes it imperative for the entity
or professional to exercise vigilance in its dealings with customers and maintain
appropriate records of all transactions. This accords with the obligations set out in the
AMLR and the reporting requirements under the DTOA, PCCA and the 2002 Order.

(i) Putting in place an appropriate system to check against abuse or misuse of the
facilities that an entity or a professional offers is just one laudable step; the entity or
professional must ensure that the system in fact works. It is therefore good practice and
an obligation to regularly monitor and test the established system. The manner of
monitoring and testing the system is a matter for the entity or the professional. As would
be apparent in subsequent provisions of this Code, an effective monitoring process is
essential to determine any activity that tends towards money laundering or terrorist
financing or indeed any other financial crime. An effective monitoring system assists with
identification of unusual complex or high risk activity or business transaction and thus
helps an entity or a professional in guarding against potential risks. Thus when designing
internal systems of monitoring (which is expected to form part of the required internal
control systems), it is essential that these are geared towards enabling an early detection
of certain activities for further examination or verification, engaging management
attention to possible loopholes that are being exploited and what remedial measures need
be put in place. Monitoring may be carried out at different levels, including electronic
monitoring of a customer’s activities; however, serious consideration should always be
given to implementing a monitoring process at the time when business transactions are
taking place or about to take place or through some independent review that gives an
appreciable understanding of the transactions that have been effected. Ultimately, it
should be noted that there is no fixed science to monitoring; it is a question of designing
appropriate systems of internal controls and applying good judgment.

(iii)  Furthermore, key staff must never be left in doubt as to whom within the entity or
the professional’s establishment to report suspicious activities. There must be clear
procedures for the reporting mechanism; the Reporting Officer must be central to the
reporting process and nothing must be held from him or her in terms of compliance
measures relative to AML/CFT matters.

(iv) It should be noted that complex and unusual large transactions or unusual
patterns of transactions may take different forms and will vary from transaction to
transaction. Entities and professionals should exercise the utmost vigilance and, in
particular, in carrying out their examination of the background and purpose of a
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transaction, pay attention to significant transactions pertaining to a business
relationship, transactions that exceed certain limits that are unusual with a customer or
that should raise a red flag, very high account turnovers that are inconsistent with the
size of the balance, and transactions which fall outside the scope of the regular pattern of
the account’s activity.

(Inserted by S.1. 4/2009)

(V) The formation of non-face to face business relationships or transactions may
vary. It is for the entity or professional to identify and properly scrutinize the form and
nature of a non-face to face business relationship or transaction. Such a relationship or
transaction may be concluded electronically over the internet or by post or may relate to
services and transactions over the internet, including trading in securities by retail
investors over the internet or other interactive computer services; the use of ATM
machines, telephone banking, transmission of instructions or applications by facsimile or
similar means; and effecting payments and receiving cash withdrawals as part of
electronic point of sale transaction utilizing prepaid or reloadable or account-linked
value cards.
(Inserted by S.1. 4/2009)

(vi) The AMLR requires the appointment of an Anti-money Laundering Reporting
Officer (referred to in this Code as “the Reporting Officer”). For entities that are
regulated by the Commission, they are required under the FSCA to appoint Compliance
Officers. The FSCA allows such Compliance Officers to also function as Reporting
Officers. However, the mere appointment of a Compliance Officer by an entity that is
regulated by the Commission does not in itself automatically qualify the Officer to
perform the role of a Reporting Officer; the approval of the Commission is required (see
section 34 (7) of the FSCA).]
(Amended by S.1. 4/2009)

Responsibilities of senior management

14. 1) For the purposes of this Code, a reference to “senior management” of an entity
refers to the entity’s officer or officers holding the position of director, manager or equivalent
position, and includes any other person who is directly involved in the entity’s decision-making
processes at a senior level.

2) The senior management of an entity shall —

€)] adopt such documented policies, consistent with the requirements of this
Code and the Anti-money Laundering Regulations and related enactments,
as may be relevant to the prevention of money laundering and terrorist
financing;

(b) ensure that the risk assessment required under section 12 is carried out and

submitted to the senior management for its consideration, approval and
guidance;

31



(© ensure that the established policies to prevent money laundering and
terrorist financing and the risk assessments that are carried out are
reviewed from time to time at appropriate levels and kept up-to-date as
necessary,

(d) allocate responsibility for the establishment and maintenance of risk-based
anti-money laundering and terrorist financing systems and controls and
monitor the effectiveness of such systems and controls;

@) ensure that overall the entity’s anti-money laundering and terrorist
financing systems and controls are kept under regular review and that
breaches are dealt with promptly;

()] oversee the entity’s anti-money laundering and terrorist financing regime
and ensure speedy action in effecting corrective measures with respect to
any identified deficiencies;

(09) ensure that regular and timely information relevant to the management of
the entity’s anti-money laundering and terrorist financing risks is made
available to the senior management; and

(h) ensure that the Reporting Officer is adequately resourced.

3) The obligations of senior management outlined in subsection (2) may form part of
the written system of internal controls of the entity required under section 11.

[Explanation:

Q) Section 11 (3) (r) of this Code outlines as one of the matters to be embodied in an
entity’s written system of internal controls, the need for providing senior management
with the means of independently testing and validating the development and operation of
the risk and management processes in order to reflect appropriately the entity’s risk
profile. Section 14, in effect, provides the mechanics of ensuring full compliance with that
requirement. The matters outlined are essential to an effective testing machinery of an
entity 's anti-money laundering and terrorist financing regime. The testing should be risk-
based, concentrating attention on higher risk customers, products and services, while at
the same time evaluating the adequacy of the entity’s overall AML/CFT programme. This
should extend to testing the quality of risk management for the entity’s operations,
including any of its subsidiaries.

(i) While the section is not outlined as an obligation applicable to a professional, a
professional is well-advised to adopt, to the extent feasible to effectively insulate his or
her anti-money laundering and terrorist financing regime, the measures specified in
relation to senior management. Considering the nexus between this section and section
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11 (which applies to a professional), adopting the features of section 14 by a professional
will be of immense assistance.]

Responsibilities of an employee

15. (1) An employee of an entity or a professional shall —

€)] at all times comply with the internal control systems of his or her
employer, including all measures relating to the employer’s anti-money
laundering and terrorist financing mechanisms; and

(b) disclose any suspicion he or she comes across in the course of his or her
duties to his Reporting Officer or other appropriate senior officer in
accordance with the internal control systems and reporting procedures of
his or her employer.

2 An employee of an entity or a professional shall, in accordance with the internal
control systems and reporting procedures of his or her employer, make a report to his or her
employer’s Reporting Officer concerning (where applicable) a suspicious customer he or she has
been involved with in his or her previous employment, if that customer subsequently becomes an
applicant for business with the new employer and the employee recalls that previous suspicion.

3) Where an employee to whom subsection (2) applies fails to make the report
required of him or her under that subsection, he or she commits an offence and is liable to be
proceeded against under section 27 (4) of the Proceeds of Criminal Conduct Act.

Reporting Officer

16. 1) An entity shall appoint a Reporting Officer with sufficient seniority in accordance
with section 13 of the Anti-money Laundering Regulations who shall have the responsibility of
performing the functions outlined in that section of the regulations.

(Amended by S.1. 4/2009)

(2) A Reporting Officer shall be a person who —

@) meets the qualifications outlined in the Anti-money Laundering
Regulations;

(b) understands the business of the entity and is well-versed in the different
types of transaction and products which the entity handles and which may
give rise to opportunities for money laundering or terrorist financing.

3 An entity shall -

@ ensure that the Reporting Officer has sufficient time to undertake and
perform his or her duties;
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(b) provide the Reporting Officer with sufficient resources, including
financial and human resources as may be necessary, to enable him or her
to properly and efficiently discharge his duties;

(© afford the Reporting Officer direct access to the entity’s senior
management (including its board of directors or equivalent body) with
respect to matters concerning the prevention of money laundering and
terrorist financing; and

(d) notify the Agency, or the Commission in the case of a regulated entity, in
writing within fourteen days of its Reporting Officer ceasing to act as such
and shall promptly act to appoint another person to replace him or her in
accordance with the provisions of the Anti-money Laundering
Regulations.

4) The reference in subsection (1) to “sufficient seniority” in relation to the
appointment of a Reporting Officer within an entity shall be construed as a reference to an
appointment at a senior management level.

[Explanation:

Q) The Reporting Officer is expected to play a very significant role in the monitoring
and implementation of an entity’s AML/CFT regime, including monitoring adherence to
the entity’s internal control systems to ensure full compliance with all enactments
relating to AML/CFT. He or she effectively functions as the liaison between the entity and
the Agency and with respect to the entity’s compliance with established AML/CFT laws,
policies and procedures. Where the Agency has any issues with or requires information
or other form of assistance from the entity, the Reporting Officer is expected to deal with
the issues or render the necessary assistance. The Compliance Officer appointed
pursuant to the FSCA (whether or not the person also functions as a Reporting Officer)
performs a similar role in relation to the Commission.

(i) Accordingly, in order to ensure that a Reporting Officer effectively performs the
role assigned to him or her, it is important that the person is appropriately qualified in
accordance with the AMLR, fit and proper and is of sufficient seniority. A Reporting
Officer must be placed so as to enable him or her to operate independently in the
performance of his or her duties and without any undue influence, especially in relation
to what he or she may be monitoring and reporting with respect to the entity, or the
professional (where applicable). He or she must be given unrestricted access to the
entity s records and board of directors (or equivalent body such as in a partnership) in
order to ensure a balanced and objective assessment of suspicious transactions or of
customers. Apart from enabling him or her to formulate a proper report to the Agency,
such access would also assist the entity (or professional) in adopting relevant measures
to guard against any abuse of the facilities it offers and thus keep it away from
unintentionally getting close to committing any breach or criminal offence.
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(Amended by S.1. 4/2009)

(iii))  In cases where a Compliance Officer appointed pursuant to the FSCA also
performs the role of a Reporting Officer for an entity, it is the responsibility of senior
management to ensure that the compliance and reporting functions are not muddled; the
functions must be distinct, even though related in some measure, in order to ensure that
the execution of the reporting requirements under the DTOA, PCCA, the 2002 Order,
AMLR and this Code are not delayed or in any way hindered. An entity with a substantial
business base will find it necessary to appoint other staff to assist the Reporting Officer
by filtering reports to the Reporting Officer who then synthesises such reports for the
purposes of making a determination for onward reporting to the Agency or the
Commission in relation to compliance-related matters with respect to AML/CFT. It
should be noted that whatever internal reporting mechanisms an entity establishes, the
ultimate reporting function vests in the Reporting Officer and accordingly other
employees with reporting functions must be answerable to the Reporting Officer. It will
be acting contrary to the AMLR and this Code to place any employee so as to undermine
the functions of the Reporting Officer.

(iv)  The Reporting Officer is expected to have a broad knowledge of AML/CFT
matters, including current laws and policies relating thereto. He or she must
appropriately utilise his or her knowledge and experience to fully assess the disclosures
made to him or her; he or she is only obligated to make a suspicious activity report to the
Agency if he or she considers that, on the basis of the assessment, the information at his
or her disposal gives rise to a knowledge or suspicion, or provides reasonable grounds
for knowledge or suspicion, of money laundering or terrorist financing. It is therefore not
obligatory that the Reporting Officer must pass on to the Agency all suspicious
transaction reports received by him or her; every report received by him or her requires
the application of judgment on his or her part, bearing in mind the requisite statutory
obligations, current policies of the entity and the entity s internal control systems relative
to AML/CFT. In situations where a Reporting Officer is not certain as to whether or not a
report he or she has received merits onward reporting, such a report must be transmitted
to the Agency (see section 18 below); the Reporting Officer may provide such
explanation or view with respect to the report which he or she considers may aid the
Agency.

(V) While a Reporting Officer may be tasked with other responsibilities within an
entity as part of his or her official assignments, it is important that such responsibilities
are not so onerous as to hinder the Reporting Officer from effectively performing his or
her statutory functions. It is the duty of a Reporting Officer who finds himself or herself
in such a situation to discuss the matter with senior management to seek an acceptable
resolution that enables an effective performance of his or her reporting functions. Such
discussions and the outcome thereof must be documented by the Reporting Officer and
where there is no acceptable resolution the Reporting Officer must immediately inform
the Agency and the Commission. Following an assessment by the Agency or the
Commission, the entity may be required to scale back the Reporting Officer’s other

35



official responsibilities or seek to appoint another person as the entity’s Reporting
Officer.

(vi) The AMLR recognises that there are circumstances where an entity may not have
employees in the Virgin Islands and any guidelines provided in this Code in relation to
such an entity or in relation to other circumstances shall have effect with respect thereto.
An entity’s appointed person to perform the functions of Reporting Officer may be an
employee of the entity, an external individual resident in the Virgin Islands or an external
individual resident outside the Virgin Islands in a jurisdiction that is recognised by virtue
of section 52 of this Code (see Schedule 2). In each case, the qualifications set out in
regulation 13 of the AMLR must be met. Generally, in any of these cases, the AML/CFT
reporting requirements of the AMLR and this Code will apply.
(Inserted by S.1. 4/2009)

(vii)  The AMLR and this Code set out the internal reporting obligations of entities with
respect to suspicious transactions. It is recognised that mutual funds and mutual fund
administrators bear the same obligations in relation to their relevant financial business.
While ultimate responsibility resides in the entity to ensure appropriate reporting
mechanisms, such an obligation may be satisfied in ways other than through the direct
appointment of a Reporting Officer for the Fund. In circumstances where the Fund does
not have any staff employed in the Virgin Islands and the issuance and administration of
subscriptions and redemptions is performed by a person who is regulated in the Virgin
Islands or a recognised jurisdiction (Schedule 2) pursuant to section 52 of this Code,
compliance by such person with the AML/CFT requirements of the Territory or the
recognised jurisdiction will be construed and accepted as compliance with the
obligations set out in the AMLR and this Code. It would be construed and considered as
acceptable also where a Fund appoints a qualified third party pursuant to the provisions
of the AMLR to act as its Reporting Officer; such third party may be an individual
resident within or outside the Virgin Islands who is qualified and competent to perform
such a role. It is essential (and should be considered good practice), however, that the
directors of the Fund document through appropriate mechanisms (whether through
board resolutions or otherwise) the form and manner in which the Fund has satisfied its
obligations to ensure compliance with internal reporting procedures with respect to the
identification and reporting of suspicious transactions.]
(Inserted by S.1. 4/2009)

Duty of Reporting Officer to make a report to the Agency

17. (1) A Reporting Officer shall make a report to the Agency of every suspicious
customer or transaction relating to his or her entity and such report may —

@ be made in such form as the Reporting Officer considers relevant,
provided that it complies with the requirements of section 55; and

(b) be sent by facsimile, or by other electronic means if signed electronically,
where the Reporting Officer considers the urgent need to make the report.
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2 A Reporting Officer who fails to comply with subsection (1) commits an offence
and is liable to be proceeded against under section 27 (4) of the Proceeds of Criminal Conduct
Act.

Reporting a suspicion

18. 1) An employee of an entity or a professional, including senior management, shall —

€)] report a suspicious activity or transaction to a Reporting Officer in such
form as the Reporting Officer determines or in such other form established
by the entity or professional as part of its internal control system as the
Commission may approve in writing, provided that the report complies
with the requirements of section 55; and

(b) ensure that the report made under paragraph (a) provides details of the
information giving rise to any knowledge or reasonable grounds for the
suspicion held, including the full details of the customers.

2 The requirement to report a suspicious activity or transaction under subsection (1)
includes the reporting of any attempted activity or transaction that the entity or professional has
turned away.

3) For the purposes of subsection (1), and subsection (2) where possible, a report
must be made in circumstances where an applicant for business or a customer fails to provide
adequate information or supporting evidence to verify his or her identity or, in the case of a legal
person, the identity of any beneficial owner.

(4) A Reporting Officer shall, on receipt of a report concerning a suspicious activity or
transaction, investigate the details of the report and determine whether —

@ the information contained in the report supports the suspicion; and
(b) there is the need under the circumstances to submit a report to the Agency.

(5) If the Reporting Officer decides that the information does not substantiate a
suspicion of money laundering or terrorist financing, the Reporting Officer shall —

@ record that decision, outlining the nature of the information to which the
suspicious activity relates, the date he or she received the information, the
full name of the person who provided him or her with the information and
the date he or she took the decision that the information did not
substantiate a suspicion of money laundering or terrorist financing;

(b) state the reason or reasons for his or her decision; and
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(© make the record for his or her decision available to the Agency or
Commission in an inspection or whenever requested.

(Substituted by S.1. 4/2009)

(6) Where the Reporting Officer is uncertain as to whether the details of the report
received by him or her substantiate the suspicion, he or she shall make a report of the suspicion
to the Agency.

@) Where —

@ an employee of an entity or a professional fails to comply with subsection
(1), or

(b) a Reporting Officer fails to comply with subsection (4), (5) or (6), he or
she commits an offence and is liable to be proceeded against under section
27 (4) of the Proceeds of Criminal Conduct Act.

[Explanation:

Q) It should be noted that the DTOA and the PCCA make it imperative for a person
to make a report of any information that comes to his or her knowledge in the course of
any suspicious business activity or transaction in his or her employment. Such
information must relate to a situation where the person knows or suspects or has
reasonable grounds for knowing or suspecting that another person is engaged in money
laundering. Similar provision is made in respect of terrorist financing under the 2002
Order. In respect of an entity, this obligation applies to both the entity and the employees
of the entity who possess the information in the circumstance described. However, in
relation to the employees, their reporting obligation is discharged when they make the
requisite report in accordance with the provisions of the AMLR and this Code or the
procedures established by their employer.

(i) It is important that persons with knowledge of any suspicious activity or
transaction make a timely report of their suspicions. Depending on the nature of the
activity or transaction or the evidence relating thereto, a timely report can make a huge
difference in terms of its value; delayed reporting may be viewed as a deliberate attempt
to not fully comply with the reporting obligations outlined in the AMLR and this Code
and the internal procedures established by the applicable entity. Such conduct must
attract applicable sanctions and/or disciplinary proceedings against the employee
concerned.

(iii))  There may be circumstances where an applicant for business or one-off
transaction may be unwilling to provide or may simply fail to provide adequate
information requested to verify his or her identity or, in the case of a legal person, the
identity of the beneficial owner or other person controlling such beneficial owner. The
transaction may, as a result, not be concluded. It is important in such a situation for the
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employee to record the fact of such an activity and the details of the person and the
transaction concerned. Where the entity turns away the applicant for business, it must
nevertheless record the essential information and transmit that to the Reporting Officer
who must in turn inform the Agency if in his or her assessment the information
substantiates a suspicion of money laundering or terrorist financing. It should be noted,
however, that it may not be in all cases that such a requirement comes into play: the
employee dealing with the applicant for business must consider the nature, size and
volume of the desired business relationship, the amount involved and source of the funds,
whether or not the person is acting for himself or herself or on behalf of somebody else
(legal or natural), the demeanour of the applicant for business, the risks involved and so
on. It becomes a question of judgment as to whether the relationship sought by the
applicant for business merits suspicion for reporting purposes; but in any case where a
suspicion is held, it must be reported to the Reporting Officer. Yet there are also
situations where an applicant for business may turn away before any essential
information is recorded of or from him or her; in such a case the obligation provided
under section 18 (2) will not apply.]
(Amended by S.1. 4/2009)

PART Il1
EFFECTING CUSTOMER DUE DILIGENCE MEASURES

Requirements of customer due diligence

19. 1) For the purposes of this Code, the reference to “customer due diligence” refers to
the steps required of an entity or a professional in dealings with an applicant for business or a
customer in relation to a business relationship or one-off transaction in order to forestall and
prevent money laundering, terrorist financing and other financial crimes.

(2 Every entity or professional shall engage in customer due diligence in its or his or
her dealings with an applicant for business or a customer, irrespective of the nature or form of
the business.

3) A customer due diligence process requires an entity or a professional —

@ to inquire into and identify the applicant for business, or the intended
customer, and verify the identity;

(b) to obtain information on the purpose and intended nature of the business
relationship;

(© to use reliable evidence through such inquiry as is necessary to verify the
identity of the applicant for business or intended customer;
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(d)

(€)

(f)

to utilise such measures as are necessary to understand the circumstances
and business of the applicant for business or the intended customer,
including obtaining information on the source of wealth and funds, size
and volume of the business, and expected nature and  level of the
transaction sought;

(Amended by S.1. 4/2009)

to conduct, where a business relationship exists, an on-going monitoring

of that relationship and the transactions undertaken for purposes of making

an assessment regarding consistency between the transactions undertaken

by the customer and the circumstances and business of the customer; and
(Amended by S.1. 4/2009)

to inquire into and identify a person who purports to act on behalf of an
applicant for business or a customer, which is a legal person or a
partnership, trust or other legal arrangement, is so authorised and to verify
the person’s identity.

(Inserted by S.1. 4/2009)

4) An entity shall undertake customer due diligence in any of the following

circumstances —
€Y
(b)

(©)

(d)

(e)

when establishing a business relationship;

when effecting a one-off transaction (including a wire transfer) which
involves funds of or above $15,000 or such lower threshold as the entity
may establish;

when there is a suspicion of money laundering or terrorist financing,
irrespective of any exemption or threshold that may be referred to in this
Code including where an applicant for business or a customer is
considered by an entity or a professional as posing a low risk;
(Amended by S.1. 4/2009)

where a business relationship or transaction presents any specific higher
risk scenario; and
(Inserted by S.1. 4/2009)

when the entity has doubts about the veracity or adequacy of previously
obtained customer identification data.
(Amended by S.1. 4/2009)

(5) In circumstances where an applicant for business or customer is the trustee of a
trust or a legal person, additional customer due diligence measures to be undertaken shall include
determining the following —
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(@)
(b)

(©)

(d)

(€)

the type of trust or legal person;

the nature of the activities of the trust or legal person and the place where
its activities are carried out; and

in the case of a trust —

Q) where the trust forms part of a more complex structure, details of
the structure, including any underlying companies; and

(i) classes of beneficiaries, charitable objects and related matters;
in the case of a legal person, the ownership of the legal person and, where
the legal person is a company, details of any group of which the company

is a part, including details of the ownership of the group; and

whether the trust or trustee or the legal person is subject to regulation and,
if so, details of the regulator.

(6) Adopting the risk-based approach, an entity may determine customers or
transactions that it considers carry low risk in terms of the business relationship, and to make
such a determination the entity may take into account such factors as —

(@)
(b)

(©)

(d)
(€)
(f)

(9)

a source of fixed income (such as salary, superannuation and pension);

in the case of a financial institution, the institution is subject to anti-money
laundering and terrorist financing requirements that are consistent with the
FATF Recommendations and are supervised for compliance with such
requirements;

publicly listed companies that are subject to regulatory disclosure
requirements;

Government statutory bodies;
life insurance policies where the annual premium does not exceed $1,000;

insurance policies for pension schemes where there is no surrender clause
and the policy cannot in any way be used as a collateral;

beneficial owners of pooled accounts held by non-financial businesses and
professions if they are subject to anti-money laundering and terrorist
financing requirements and are subject to effective systems for monitoring
and compliance with the anti-money laundering and terrorist financing
requirements;

(Amended by S.1. 4/2009)
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(h) the applicants for business or customers are resident in foreign
jurisdictions which the Commission is satisfied are in compliance with and
effectively implement the FATF Recommendations pursuant to the
provisions of section 52;

(Inserted by S.1. 4/2009)

Q) in the case of a body corporate that is part of a group, the body corporate
is subject to and properly and adequately supervised for compliance with
anti-money laundering and terrorist financing requirements that are
consistent with the FATF Recommendations; and

(Inserted by S.1. 4/2009)

() the entity considers, in all the circumstances of the customer, having
regard to the entity’s anti-money laundering and terrorist financing
obligations, to constitute little or no risk.

(Amended by S.1. 4/2009)

(6A) For the purposes of subsection (6) (i), the term “group”, in relation to a body
corporate, means that body corporate, any other body corporate which is its holding company or
subsidiary and any other body corporate which is a subsidiary of that holding company, and
“subsidiary” and “holding company” shall be construed in accordance with section 2 (2) to (6) of
the Banks and Trust Companies Act.

(Inserted by S.1. 4/2009)

(7) Where pursuant to subsection (6) an entity makes a determination that a customer
poses low risk, the entity may reduce or simplify the customer due diligence measures as
required under subsections (2), (3) and (4) (b).

[Explanation:

Q) The need for a regulated entity to operate customer due diligence (CDD) has long
been a part of the BVI’s AML/CFT regime. The Code now extends the application of the
regime to cover other entities and professionals considered essential to ensure a
comprehensive compliance regime with the FATF Recommendations. CDD is considered
a very useful mechanism to protect an entity (and by extension the Territory) from the
risks associated with money laundering, terrorist financing and other financial crimes; it
promotes transparency in business transactions and thus reduces the possibilities of
identity theft. An entity or a professional that appropriately develops and applies
AML/CFT systems and controls effectively insulates itself or himself or herself from
falling afoul of the law and the consequences that flow from criminal proceedings. An
effectively applied CDD also helps to bridge a close relationship between an entity or a
professional and the regulator and law enforcement generally which helps in keeping
criminals at bay.
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(i) An entity or a professional must establish an appropriate record in respect of its
or his or her dealings with applicants for business. The requirement, in essence, is to
identify a customer — natural or legal, permanent or occasional — and to verify the
identification through the use of reliable, independent source documents, data or
information. In respect of a customer that is a legal person, the entity must ensure that it
verifies the authority of the person purporting to act on behalf of the customer and
identify and verify the identity of that person. It must obtain the details of the person
purporting to represent the legal person and, in effect, conduct CDD on him or her. With
respect to the legal person so represented, it is important that the entity or professional
obtains information on and verifies the legal status of the legal person —

e Dby securing adequate proof of formation or incorporation or similar evidence
of establishment or existence;

e Dby securing the relevant accurate name, the names of any trustees in the case
of trusts, addresses, directors (or equivalent position holders) and any
instrument that shows the power to bind the legal person.

(iii) It is also important that, in respect of a legal person, the entity or professional
identifies the beneficial owner thereof and verifies his or her identity through the use of
relevant data or other information obtained from a reliable source with which the entity
or professional is satisfied. The entity or professional must seek to understand the
ownership and control structure of the applicant for business by establishing the actual
persons who hold a controlling interest in the applicant’s business or who direct the mind
of the applicant in terms of the actual management of the company. It is therefore
imperative that in any business relationship the entity determines upfront whether the
customer is acting on his or her own behalf or on behalf of another person and then take
the necessary CDD.

(iv)  CDD entails adopting a risk-based approach to enable an entity or a professional
to make a risk assessment in relation to a particular customer who is an applicant for
business or a customer. This will assist the entity or professional to make an informed
determination of the extent of the identification and other CDD information to be sought,
how such information is to be verified and the extent to which the resulting relationship is
to be monitored. Section 19 of this Code, in effect, provides the essential guidelines for
adopting a risk-based approach to CDD and entities and professionals (as applicable)
are required to comply with the guidelines; indeed they may wish to include the essence
of the guidelines as part of their internal control systems.

(V) It should be appreciated that identifying an applicant for business or a customer
as engaging in a higher risk activity concerning money laundering, terrorist financing or
other financial crime does not necessarily mean that the applicant for business or
customer is a money launderer or is involved in terrorist financing or other criminal
financial activity. Conversely, identifying an applicant for business or customer carrying
a lower risk of involvement in money laundering, terrorist financing or other financial
crime does not necessarily mean that the applicant for business or customer is not a
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money launderer or is not engaged in terrorist financing or other criminal financial
activity. Thus where, for instance, a customer engages in occasional financial
transactions below the established financial threshold but in a series that appear to be
linked, serious consideration should be given to not lowering or simplifying the CDD
measures in respect of that customer even if the customer is well-known to the entity
providing the relevant facility. It must always be remembered that those bent on abusing
the legitimate facilities offered by financial institutions in particular go to great lengths
to identify ‘loopholes’ in the internal control systems of the institution. It is therefore
advisable that even in cases of known identified low risk customers full random CDD
measures are applied to transactions relating to them. In any case, simplified CDD
measures must not be applied where a suspicion of money laundering or terrorist
financing or specific higher risk scenario exists; where there is a suspicion of money
laundering or terrorist financing, this must be reported immediately in accordance with
the reporting requirements of the DTOA,PCCA, the 2002 Order, AMLR and this Code (as
applicable).

(vi) Within the broad context of the risk-based approach to CDD, it is important to

develop a risk profile of applicants for business and customers. This requires that the
entity or professional —

e collects appropriate and relevant CDD information relating to identity and
business relationship;

e prepares and records (on the basis of the CDD information) an initial risk
assessment respecting the applicant for business or the customer;

e determines (using the initial risk assessment) the extent to which verification
of the applicant’s or customer’s identity needs to be undertaken; and

e periodically updates, upon the establishment of a business relationship, the
CDD information that it holds in respect of a customer and adjusting the risk
assessment as the relationship develops.
(vii)  The risks associated with money laundering and terrorist financing may be
measured in different categories. This assists in developing a strategy to effectively
manage potential risks by enabling entities and professionals to subject applicants for
business and customers to proportionate controls and oversight. These different
categories may be cited as —
e customer risk;
e product/service risk; and

e country/geographic risk.

Customer Risk:

44



Within the context of its own internal control systems, an entity is expected to determine
the potential risk that an applicant for business or a customer poses and the potential
impact of any mitigating factors in relation to that assessment. An application of the risk
variables may mitigate or exacerbate any risk assessment made; ultimately, it is a
question of applying good judgment in any particular circumstance or situation. In
assessing risks that may be associated with a customer, the following considerations
should be taken into account —

e customers with complex structures where the nature of the ‘entizy’ or
relationship sought makes it difficult to identify the actual beneficial owner or
the person or persons with controlling interests. An example may be cited as a
structure or relationship involving a mixture of companies and trusts or
simply a number of different companies. Relationships involving such
structures present a higher risk in the absence of a clear and legitimate
commercial rationale for the structure. The use of bearer shares may also fall
within this context, especially where the jurisdiction of incorporation of the
relevant company has no requirement for immobilising bearer shares;

e cash or equivalent intensive businesses, including those that generate
significant amounts of cash or undertake large cash transactions, money
service businesses (such as money transfer agents, bureaux de change and
money transfer or remittance facilities), casinos, betting and other gambling
or game related activities (which are generally not allowed in the Territory)
and monetary instruments with a high value of funds, especially where not
fully explained;

e customers who conduct their business relationships or transactions in such
unusual circumstances as where a significant and unexplained distance
between the location of the customer and the entity, and frequent and
unexplained movement of accounts to different entities or of funds between
entities in different jurisdictions;

e where there is insufficient commercial rationale for the transaction or
business relationship;

e where there is a request to associate undue levels of secrecy with a
transaction or relationship or, in the case of a legal person, a reluctance to
provide information regarding the beneficial owners or controllers;

e situation where the source of funds and/or the origin of wealth cannot be
easily verified, or where the audit trail has been broken or unnecessarily
layered;

e delegation of authority by the applicant for business or customer, for instance,
through a power of attorney;
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e where the customer is a charity or other non-profit making organisation
which is not subject to AML/CFT monitoring or supervision, especially those
that engage in cross-border activities;

e where intermediaries who are not subject to adequate AML/CFT compliance
measures are used and in respect of whom there is inadequate supervision;

e customers who may be PEPs;

e the origin of the funds or source of wealth relates to a jurisdiction on which
there is currently an embargo or a sanction: these embargos and sanctions
would normally relate to those imposed by the United Nations and the
European Union (which are generally extended to the Territory by the UK
and published in the BVI Gazette), although entities may decide to take
account of other sanctions, embargos or restrictions imposed by reputable
financial institutions, including parent companies.

Product/Service Risk:

A risk assessment also includes assessing the risks associated with the products and
services offered by an entity. It is therefore important that a financial institution, in
particular, should pay attention to new or innovative products or services that it normally
does not offer, but which make use of the institution’s services to deliver the product.
Accordingly, a risk assessment under this category may embody taking the following into
account —

e where the Agency, Commission or other credible source identifies a particular
service as potentially high risk: this would include international
correspondent banking services that involve, for instance, commercial
payments for non-customers and pouch activities, and international private
banking services;

e services that involve banknotes and precious metal trading and delivery;

e services that seek to provide account anonymity or layers of opacity, or can
readily transcend international borders: this latter category would include
online banking facilities, stored value cards, international wire transfers,
private investment companies and trusts.

Country/Geographic Risk:

In conjunction with other risk factors, country (or jurisdiction) risk requires an entity to
make a good assessment as regards the potential for money laundering and terrorist
financing risks. Generally the factors that serve as useful guides in making a
determination whether a country poses a higher risk include the following —

e situations where there is an embargo, a sanction or other restriction imposed
on a country by the United Nations or the EU; these may relate to persons
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(natural and legal) and transactions and are generally extended to the
Territory by the UK and are published in the BVI Gazette; the scope of the
embargo, sanction or other restriction may not necessarily relate to financial
prohibitions;

e countries that are identified by credible institutions such as the FATF, CFATF
or other regional style bodies, IMF, WB or Egmont as lacking appropriate
AML/CFT laws, policies and compliance measures, or providing funding or
support for terrorist activities that have designated terrorist organisations
operating within them, or having significant levels of corruption or other
criminal activity (such as abductions and kidnappings for ransom).

In assessing jurisdictions which may have a high level of corruption, regard may be had
to publications by Transparency International, in particular its annual corruption
perception index. There may be other credible organisations (not mentioned) which an
entity may wish to consider in making an assessment risk in respect of an applicant for
business or a customer. The ultimate objective is to ensure that all the relevant risk
factors are considered in dealings with an applicant for business or a customer.

As noted earlier, certain variables come into play which may impact on the level of risk.
These variables may increase or decrease the perceived risk that may be associated to an
applicant for business or a customer or indeed a transaction. These essentially would
relate to —

e the purpose of an account or a business relationship: regular account
openings involving small amounts or simply to facilitate routine consumer
transactions tend to pose a lower risk compared to account openings designed
to facilitate large cash transactions from an unknown source;

e the size and volume of assets to be deposited: an unusual high level of assets
or large transactions not generally associated with an applicant for business
or a customer within a designated profile may need to be considered as higher
risk; similarly, an otherwise high profile applicant for business or customer
involved in low level assets or low value transactions may be treated as lower
risk;

e the level of regulation, compliance and supervision: less risk may be
associated with an entity that is subject to regulation in a jurisdiction with
satisfactory AML/CFT compliance regime compared to one that is
unregulated or only subject to minimal regulation; thus publicly traded
companies subject to regulation in their home jurisdictions pose minimal
AML/CFT risks and may therefore not be subject to stringent account opening
CDD measures or transaction monitoring;
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e the regularity or duration of the relationship: long standing business relations
with the same entity may pose less AML/CFT risk and therefore may not
require a stringent application of the CDD measures;

e the familiarity with the jurisdiction in which the applicant for business or
customer is located: this entails adequate knowledge of the laws and the
regulatory oversight which govern the applicant for business or customer,
considering the entity ’'s own operations within that jurisdiction; and

e the use of intermediaries or other structures with no known commercial or
other rationale or which simply obscure the relationship and create
unnecessary complexities and lack of transparency: the risks associated with
such relationships or transactions generally increase the risk profile of the
applicant for business or customer.

(viii) It is particularly important to note that conducting ongoing CDD on a business
relationship is vital to forestalling acts of money laundering and terrorist financing and
other activities designed to abuse the facilities offered by an entity or a professional.
Thus such ongoing CDD should include a scrutiny and synthesising of transactions
engaged in throughout the period of the business relationship in order to ensure that
those transactions are consistent with the entity’s or professional’s knowledge of the
customer, the customer’s business and risk profile and the source of funds. In addition,
any data or other information received and kept under the CDD process must be kept up-
to-date and relevant through a regular review and assessment of current record,
especially as they relate to higher risk customers and business relationships.

(ix)  The CDD measures outlined in section 19 must be viewed as providing the
minimum standards in dealings with applicants for business and customers. Entities and
professionals are free to apply additional CDD measures; ultimately, any formal or
informal measure an entity or professional adopts with respect to any particular
customer or transaction may depend on several factors, including the risk associated
with the customer as an individual, the jurisdiction with which it or he or she is
connected, the product in issue and the service to be performed. The objective is to
ensure that there is sufficient information to identify a pattern of expected business
activity as well as to identify any unusual, complex or higher risk activity or transaction
that may raise a red flag to money laundering, terrorist financing or other criminal
financial conduct.]

Requirements of enhanced customer due diligence

20. 1) For the purposes of this Code, a reference to “enhanced customer due diligence”
refers to the steps additional to customer due diligence which an entity or a professional is
required to perform in dealings with an applicant for business or a customer in relation to a
business relationship or one-off transaction in order to forestall and prevent money laundering,
terrorist financing and other financial crime.
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()

3)

(4)

Every entity or professional shall engage in enhanced customer due diligence in
its or his or her dealings with an applicant for business or a customer who, or in respect of a
transaction which, is determined to be a higher risk applicant for business or customer, or
transaction, irrespective of the nature or form of the relationship or transaction.

An entity or a professional shall adopt such additional measures with respect to
higher risk business relationships or transactions as are necessary —

(@)

(b)

(©)

(d)

to increase the level of awareness of applicants for business or customers
who, or transactions which, present a higher risk;

to increase the level of knowledge of an applicant for business or a
customer with whom it or he or she deals or a transaction it or he or she
processes;

to escalate the level of internal approval for the opening of accounts or
establishment of other relationships; and

to increase the level of ongoing controls and frequency of reviews of
established business relationships.

Where a business relationship or transaction involves —

(@)
(b)

(©)

a politically exposed person;

a business activity, ownership structure, anticipated, or volume or type of
transaction that is complex or unusual, having regard to the risk profile of
the applicant for business or customer, or where the business activity
involves an unusual pattern of transaction or does not demonstrate any
apparent or visible economic or lawful purpose; or

(Substituted by S.1. 4/2009)

a person who is located in a country that is either considered or identified
as a high risk country or that has international sanctions, embargos or
other restrictions imposed on it,

an entity or a professional shall consider the applicant for business or customer to present a
higher risk in respect of whom enhanced due diligence shall be performed.

[Explanation:

(i)

Enhanced customer due diligence (ECDD) must be viewed as an additional

precautionary measure designed to assist in truly identifying a customer and verifying the
information relating to him or her and ensuring that the risks that may be associated with
the customer are minimal or manageable; this is in addition to ensuring that the source
of funds or wealth is legitimate. Not all relationships or transactions are expected to be
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monitored the same way; the degree of monitoring employed will very much depend on
the perceived risks presented by a customer or a transaction, the products or services
being used and the location of the customer and the transactions. For customers
presenting a higher risk, it is important to raise the level of the on-going monitoring in
relation to them as well as the review periods with respect to the relationship. Any
changes in the particulars of any established relationship or customer must be
appropriately documented and such record must be updated on an ongoing basis (see
section 21 below).

(i) The imperatives outlined in section 20 (4) must be adhered to as necessary
measures to reduce the potential for inadvertently aiding a money laundering or terrorist
financing activity. While, for instance, a PEP may be personally known to an entity and
such PEP may be highly regarded, the possibility cannot be discounted of unscrupulous
persons preying on such PEP to advance their criminal activities through such PEP
unknown to the PEP. It is not an entity’s or a professional’s function to protect a PEP,
but it is an entity s or a professional’s function to prevent the direct or indirect abuse of
its or his or her business facilities.]

Updating customer due diligence information

21. 1) Where an entity or a professional makes a determination that a business
relationship presents a higher risk, it shall review and keep up-to-date the customer due diligence
information in respect of the relevant customer at least once every year.

(2) In cases where a business relationship is assessed to present normal or low risk,
an entity or a professional with whom the relationship exists shall review and keep up-to-date the
customer due diligence information in respect of that customer at least once every 4 years.

(Amended by S.1. 75/2015)

3) In circumstances where the business relationship with a customer terminates
prior to the period specified in subsection (2), the entity or professional shall to the extent
possible, in respect of that customer, review and keep up-to-date the customer due diligence
information as of the date of the termination of the relationship.

(Amended by S.1. 4/2009)

4) Notwithstanding anything contained in this section, where an entity or a
professional forms the opinion upon careful assessment that an existing customer presents a high
risk or engages in transactions that are of such a material nature as to pose a high risk, it or he or
she shall apply customer due diligence or, where necessary, enhanced customer due diligence,
measures and review and keep up-to-date the existing customer’s due diligence information.

(Inserted by S.1. 4/2009)

(5) The requirements of subsection (4) apply irrespective of the periods stated in

subsections (1) and (2).
(Inserted by S.1. 4/2009)
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(6) For the purposes of subsection (4), “existing customer” refers to a customer that
had a business relationship with an entity or a professional prior to the enactment of this Code
and which continued after the date of the coming into force of this Code.

(Inserted by S.1. 4/2009)

[Explanation:

Q) It is a matter for an entity or a professional to determine the manner, form and
occasion when it or he or she updates the information relative to a business relationship.
This may entail contacting the customer concerned to ask relevant questions relating to
the relationship and updating changes that would have occurred, or to do that during a
specific or routine dealing with the customer. It helps to inform the customer that such a
process is simply a part of the entity’s or professional’s statutory duty to maintain up-to-
date information with respect to all business relationships.

(i) It may well be that a business relationship established with a customer terminates
before an entity or a professional is able to comply with the review and updating of the
requisite customer due diligence information in the terms provided in section 21 (1) or
(2). Termination of a business relationship may arise for varying reasons some of which
may not make it possible for an entity or a professional to review and update relevant
information relating to the customer. Yet in some instances the entity or professional may
already be in possession or be aware of or be able to access relevant information
relating to the customer. In the case of the former, the entity or professional need only
record its satisfaction on the customer’s file that it has done what was reasonable in the
circumstances and had been unable to obtain any information to update the customer’s
due diligence information. In the latter case, the entity or professional must record on the
customer’s file the information that it is in possession or is aware of or has been able to
access. It is for the entity or professional to satisfy itself or himself or herself, in either
case, that it or he or she has taken reasonable measures to comply with the requirements
of section 21 (3). The relevant record of the customer must be kept and maintained in
accordance with the record keeping requirements of the AMLR and this Code.
(Substituted by S.1. 4/2009)

(iii) While it is required that an entity or a professional must effect the necessary
review and updating of customer due diligence information for the periods stated in
section 21 (1) and (2), depending on whether a customer is assessed as low or high risk,
subsection (4) provides the additional requirement to perform a similar review and
update in respect of customers with whom an entity or a professional had had a business
relationship prior to the effective date of this Code (20" February, 2008) which
continued beyond the effective date. However, this requirement applies only in the
circumstances where the entity or professional forms the view that any of those customers
presents some risk or engages in transactions that are of a material nature as to present
some risk. It is a question of judgment on the part of the entity or professional concerned
to make that assessment and come to a conclusion. In such cases, the entity must not wait
for the period specified in section 21 (1) or (2) to mature before effecting the required
review and updating of the customer’s due diligence information. Where an existing
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customer is not assessed as presenting a high risk or to be engaged in any material
transaction that has the potential to present a high risk, the entity or professional need
only comply with the requirements of section 21 (2).

(Inserted by S.1. 4/2009)

(iv)  The customer, it should be noted, is in effect the applicant for business and it is in
relation to that applicant that the review and updating of customer due diligence
information is required. Thus where, for instance, a mutual fund is a customer of a
registered agent, the registered agent (as the relevant entity) is obligated to effect the
necessary review and updating of customer due diligence information on the fund as the
applicant for business. It is therefore essential for every entity or professional to
determine from the outset of establishing a business relationship as to who actually is the
applicant for business in the relationship and proceed accordingly in ensuring
compliance with the requirements of section 21.]
(Inserted by S.1. 4/2009)

Politically exposed persons

22. (1)  Anentity or a professional shall —

@ have, as part of its or his or her internal control systems, appropriate
risk-based policies, processes and procedures for determining whether an
applicant for business or a customer is a politically exposed person;

(b) in dealings with a politically exposed person, take such reasonable
measures as are necessary to establish the source of funds or wealth
respecting such person;

(© ensure that senior management approval is sought for establishing or
maintaining a business relationship with a politically exposed person;

(d) ensure a process of regular monitoring of the business relationship with a
politically exposed person;

(e in circumstances where junior staff deal with politically exposed persons,
ensure that there is in place adequate supervisory oversight in that regard,;
and

()] ensure that the requirements of paragraphs (a) to (d) apply in relation to a
customer who becomes a politically exposed person during the course of
an existing business relationship.

2 Where a third party acts for a politically exposed person in establishing a business
relationship or performing a transaction, the entity or professional shall nevertheless perform the
necessary enhanced customer due diligence measures as if the business relationship or
transaction is being made directly with the politically exposed person.
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3) Subject to subsection (4), a customer who ceases to qualify as a PEP by virtue of
no longer holding the post or relationship that qualified him or her as a PEP shall, for the
purposes of this Code, cease to be so treated after a period of two years following the day on
which he ceased to qualify as a PEP.

4) Notwithstanding the fact that a customer has ceased to be treated as a PEP by
virtue of subsection (3), an entity or a professional may, where it or he or she considers it
appropriate to guard against any potential risks that may be associated with the customer,
continue to treat the customer as a PEP for such period as the entity or professional considers
relevant during the currency of the relationship, but in any case not longer than 10 years from the
date the customer ceased to qualify as a PEP.

(5) Where an entity or a professional fails to comply with a requirement of this
section, it or he or she commits an offence and is liable to be proceeded against under section 27
(4) of the Proceeds of Criminal Conduct Act.

[Explanation:

Q) PEPs may be domestic or foreign and generally comprise persons who are Heads
of State/government, cabinet ministers/secretaries of state, judges (including magistrates
where they exercise enormous jurisdiction), senior political party functionaries and
lower political party functionaries with an influencing connection in high ranking
government circles, military leaders and heads of police and national security services,
senior public officials and heads of public utilities/corporations, members of ruling royal
families, senior representatives of religious organisations where their functions are
connected with political, judicial, security or administrative responsibilities. Establishing
whether or not an individual qualifies as a PEP may not be easy; much is acquired from
interviews and answers given at the time of a request to establish a business relationship
or enter into a transaction. The mere fact that an individual falls within the PEP bracket
does not necessarily mean that the individual is connected to a wrongful action; it is a
question of good judgment, using the combination of the CDD and the ECDD measures.
There are quite a number of website search engines which specialise in identifying PEPs
and establishing whether they are connected to a corrupt activity or some other unlawful
act; entities and professionals may consider these sources helpful in circumstances where
other available means have not proved helpful or sufficiently satisfactory. Also reference
may be made to Transparency International ’s annual Corruption Perception Index which
lists countries according to their perceived levels of corruption. A new customer may not
qualify as a PEP, but may so qualify in the future and it is therefore important, through
the information updates of customers or through other sources, to ensure compliance
with the requirements of this Code as they relate to PEPs.

(i) Family members and close associates of PEPs also qualify as PEPs and the same
CDD and ECDD measures in relation to establishing business relationships and
engaging in transactions apply to them. Family relations generally cover persons in
consanguine and affinity relations with PEPs; close associates would comprise personal
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advisers/consultants to, close business colleagues and friends likely to benefit from
association with, PEPs, as well as PEP-supported charities and other non-profit making
organisations. It should be noted that not everyone falling within this net poses a risk for
money laundering or terrorist financing, but this must be shifted from the outset of
establishing a business relationship or engaging in a transaction through the established
CDD and ECDD measures. The CDD and ECDD measures relative to PEPs do not
prohibit business dealings or relationships with PEPs. However, because of the serious
potential business risks that they pose, compliance with the CDD and ECDD measures is
requisite.

(iii)  The following must be considered as indicators in establishing whether or not a
customer is a PEP —

e the country of origin of the customer;

e the stability of the country of origin and whether it is prone to corruption and
other criminal activities such as abduction and kidnapping for ransom.;

e whether the country of origin is cash based;

e whether the country of origin has in place adequate AML/CFT measures,
including “know your customer” (KYC) requirements;

e where large amounts are presented for establishing the business relationship,
the form in which they are presented;

e whether the country of origin is under any established sanction, embargo or
other restriction or whether any such sanction, embargo or restriction is
specifically imposed on the customer (entities and professionals are
encouraged to conduct regular checks of the BVI Gazette to note any new lists
on the UN and EU sanctions and embargo regimes, including modifications
thereto).

In any instant where a customer is identified as a PEP, the necessary CDD and ECDD
measures must be appropriately applied.

(iv) A customer ceases to be treated as a PEP 2 years after he or she ceased to qualify
as a PEP. However, a customer may continue to be treated as a PEP in circumstances
where an entity or a professional considers that the customer may still pose potential
risks, such as where there are ongoing legal proceedings relating to him or her or where
there may be lingering issues in relation to his or her family members or close associates
or where there are pending investigations in relation to him or her, etc. Whether or not to
continue to treat a customer as a PEP is a judgment call for the entity or professional,
having regard to all the circumstances concerning the relationship. It is expected,
however, that any decision to continue treating a customer as a PEP after the customer
has ceased to so qualify under section 22 (3) will be taken on an objective risk sensitive
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basis. Also it does not necessarily mean that when a person ceases to be a PEP there are
no longer any risks associated with the person. Accordingly, every entity and
professional that has a business relationship with a PEP who has legally ceased to exist
as such must nevertheless continue to monitor the activities of the “PEP " in the context
of the business relationship to satisfy itself or himself or herself that there has not been
any unusual changes to the “PEP s activities. This means that the entity or professional
must continue to perform the requisite due diligence measures required under this Code.

(V) In a case where an entity or a professional continues to treat a customer as a PEP
pursuant to section 22 (4) and such treatment lasts for a period of ten years from the date
the customer ceased to qualify as a PEP under section 22 (3), the treatment must be
terminated, or the relationship terminated, where the entity or the professional forms the
opinion that continuing the business relationship poses serious risks to its or his or her
business.]

General verification

23. (1) An entity or a professional shall establish the identity of an applicant for business
or a customer with respect to a relationship or transaction by —

€)] carrying out the verification itself;

(b) by carrying out the verification before or during the course of
establishing a business relationship or engaging in a transaction;

(© relying on verification conducted by another entity or a professional in
accordance with this Code; or

(d) in the case of a legal person that is a subsidiary, by relying on verification
conducted by its parent company; and

() ensuring that, where reliance is placed on an independent data source, the
source, scope and quality of the data received is reasonably acceptable.

(2 Notwithstanding subsection (1) (b), where it becomes necessary in order not to
disrupt the normal conduct of business for an entity or a professional to complete the verification
after the establishment of a business relationship, it may do so on the conditions that —

@ the verification is completed within a reasonable period not exceeding 30
days from the date of the establishment of the business relationship;
(Amended by S.1. 4/2009)

(b) prior to the establishment of the business relationship, the entity or
professional adopts appropriate risk management processes and
procedures, having regard to the context and circumstances in which the
business relationship is being developed; and
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(Substituted by S.1. 4/2009)

(© following the establishment of the business relationship, the money
laundering or terrorist financing risks that may be associated with the
business relationship are properly and effectively monitored and managed.

(Inserted by S.1. 4/2009)

(2A)  Where an entity or a professional forms the opinion that it would be unable to
complete a verification within the time prescribed in subsection (2) (a), it shall, at least 7 days
before the end of the prescribed period, notify the Agency in writing of that fact outlining the
reasons for its opinion, and the Agency may grant the entity or professional an extension in
writing for an additional period not exceeding 30 days.

(Inserted by S.1. 4/2009)

(2B)  For the purposes of subsection (2) (b), appropriate risk management processes and
procedures that an entity or a professional may adopt may include, but not limited to, the
following —

@ measures which place a limitation on the number, types and amount of
transactions that the entity or professional may permit with respect to the
business relationship;

(b) requiring management approval before the business relationship is
established; and

(© measures which require the monitoring of a large, complex or unusual
transaction which the entity or professional considers not to be normal for
that type of transaction.

(Inserted by S.1. 4/2009)

(2C) Where an entity or a professional establishes a business relationship pursuant to
subsection (2) and it or he or she —

€)] discovers or suspects, upon subsequent verification, that the applicant for
business or customer is or may be involved in money laundering or
terrorist financing,

(b) fails to secure the full cooperation of the applicant for business or
customer in carrying out or completing its or his or her verification of the
applicant for business or customer, or

(© is unable to carry out the required customer due diligence or, as the case
may be, enhanced customer due diligence, requirements in respect of the
applicant for business,

the entity or professional shall —
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Q) terminate the business relationship;

(i) submit, in relation to paragraph (a), a report to the Agency
outlining its or his or her discovery or suspicion; and

(iii) ~ submit, in relation to paragraph (b) or (c), a report to the Agency if
it or he or her forms the opinion that the conduct of the applicant
for business or customer raises concerns regarding money
laundering or terrorist financing.

(Inserted by S.1. 4/2009)

3) Whenever a business relationship is to be formed or a significant one-off
transaction undertaken which involves an entity or a professional and an intermediary, each
entity or professional needs to consider its or his or her own position and to ensure that its or his
or her own obligations regarding verification and records are duly discharged.

(Amended by S.1. 4/2009)

4) Depending on the legal personality of an applicant for business and the capacity
in which the applicant is applying, an entity or a professional undertaking verification shall
establish to its or his or her reasonable satisfaction that every applicant for business, including
joint applicants, relevant to the application for business actually exists.

(Amended by S.1. 4/2009)

(5) Without prejudice to subsection (4), where an entity’s or a professional’s
compliance with this Code implies a large number of applicants for business, it may be sufficient
to carry out verification to the letter on a limited group.

(Amended by S.1. 4/2009)

(6) Pursuant to subsections (3) and (4), verification may be conducted on the senior
members of a family, the principal shareholders or the main directors of a company.
(Amended by S.1. 4/2009)

(6A) For purposes of verification of identity under this Code, an entity or a professional
may use such electronic or digital means as it considers appropriate to carry out the verification.
(Inserted by S.1. 36/2018)

(6B)  Where, for the purposes of subsection (6A), an entity or a professional relies on
the electronic or digital or other data of an organisation to carry out verification, it shall ensure
that the organisation —

@ is independently established and operates independently;

(b) uses a range of positive information sources that can be called upon to link
an applicant or a customer to both current and historical data;
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(© accesses negative information sources such as databases relating to fraud
and deceased persons;

(d) accesses a wide range of alert data sources;

()] has transparent processes that enable an entity or a professional to know
what checks have been carried out, what the results of those checks were
and to be able to determine the level of satisfaction provided by the
checks;

()] has not been convicted of a criminal offence or sanctioned for breach of
data or providing misleading data; and

(9) is independent of the person to whom the verification relates.
(Inserted by S.1. 36/2018)

(6C) In addition to the requirements outlined in subsection (6B), the entity or
professional must be satisfied that the information obtained and stored by the organisation is
sufficiently extensive, accurate and reliable.

(Inserted by S.1. 36/2018)

(6D) In the case of electronic or digital verification of identity in relation to a non-face
to face transaction, an entity or a professional need not treat an applicant for business or a
customer as high risk unless it or he or she is satisfied that the applicant or customer presents a
high risk or is otherwise engaged in money laundering or terrorist financing.
(Inserted by S.1. 36/2018)

(7)  An entity which, or a professional who, does not comply with this section
commits an offence and is liable to be proceeded against under section 27 (4) of the Proceeds of
Criminal Conduct Act.

(Amended by S.1. 4/2009)

[Explanation:

General Verification

Q) As previously noted, it is important in every business relationship or transaction
to obtain information on the identity of an applicant for business or customer and verify
such information. This is to be carried out at the inception of the relationship and each
time an applicant’s or a customer’s information changes, including any change in
identification. In the case of a legal person, the changed circumstances, especially those
relating to beneficial ownership or control, must be fully noted, verified and recorded.
Information update is a relevant requirement that an entity or a professional must not
dispense with as it is very crucial to an effective AML/CFT regime and forms part of the
obligatory measures required of an entity or a professional. It is also important that in
circumstances where there is a change in the third parties (or in the beneficial ownership
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or control of third parties) on whose behalf an applicant for business or customer acts,
this should be noted and verified by the entity or professional concerned.

(i) As already noted in paragraph (i) above, it is essential that the verification
process is conducted from the inception of forming a business relationship; this will
extend to one-off transactions as considered feasible, having regard to the risk
assessments. However, it is recognised that there may be instances when it might not be
feasible to conduct and complete a verification process at the time of establishing a
business relationship in order to ensure the smooth and normal conduct of business. In
such a situation, it is permissible to complete the verification process following the
establishment of the business relationship. The circumstances in which such a situation
may arise include —

e non-face-to-face business (where the applicant for business is not physically
present before the entity or professional);

e securities transactions where rapid transactions are required to be performed
according to the market conditions at the time of establishing the business
relationship;

e life insurance business with respect to the verification of the beneficiary under
the policy; however, in such a case the requisite verification must be carried
out before any payout or the exercise of vested rights under the policy;

e court-ordered payments or settlements where the beneficiary under the order
is not immediately available; however, in such a case no payment or transfer
of funds must take place until the verification process is fully effected, unless
the court otherwise directs.

It is a matter entirely for an entity or a professional to consider any additional
circumstances in which it would not be feasible to conclude a verification process prior
to establishing a business relationship. Where an entity or a professional permits a
business relationship before effecting the necessary verification, it or he or she must
adopt the relevant risk management processes and procedures, having regard to the
circumstance in which the relationship is being developed. These may relate to putting
necessary limitations on the number, type and/or amount of transaction that may be
performed and the monitoring of large or complex transactions outside of the expected
norms of the type of business relationship concerned.

(11A) It should be noted that the effect of a termination of a business relationship as
provided in subsection (2C) in circumstances where there is a suspicion of money
laundering on the part of an applicant for business or a customer must be carried out in
a manner so as not to tip off the applicant or customer. If an entity or a professional
forms the opinion that an immediate termination of relationship might tip off the
applicant or customer, it or he or she must liaise with and seek the advice of the Agency
and act according to the Agency’s advice. The entity or professional must, however,
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freeze the relationship prior to any formal termination and no further business must be
transacted in relation to the applicant or customer in violation of the requirements of
section 23 (2C) of the Code.

(Inserted by S.1. 4/2009)

Specific Verification

(iii) This Code makes provision for verification of the identities of individuals and
legal persons who are applicants for business or customers of an entity or a professional.
Section 24 specifically deals with verification requirements pertaining to an individual
applicant for business or customer. The verification requirements relating to a legal
person are dealt with in section 25 which also outlines information that is required with
respect to a company and a partnership. Section 27 outlines the obligation for
verification of underlying principals of legal persons, while section 28 deals with
verification with respect to trusts. The obligation outlined in respect of each section must
be complied with.
(Substituted by S.1. 36/2018)

Methods of Verification

(iv)  The methods by which verification may be carried out will generally vary,

depending on the type, nature, size and complexity of business concerned, including

origin of the applicant or customer. The purpose of verification is primarily to establish

identity of individuals and legal persons and legal arrangements and other related

matters outlined in the sections. It is designed to confirm that persons are who they claim

to be and documents presented in that and other regards support whatever claim is made.
(Substituted by S.1. 36/2018)

(v) Accordingly, verification of information received or required by an entity or
professional may be carried out in physical paper form or by electronic/digital means.
This may include the use of propriety software and/or programme by an entity or a
professional to conduct electronic/digital  verification. The reference to
“electronic/digital means” (including variations of the term) in this Code should be given
a broad interpretation to include verification by digital, electrical, magnetic, optical,
electromagnetic, biometric and photonic form. The requirement for verification refers to
the process of checking reliable, independent source documentation, data or information
to confirm the veracity of any identifying information that an entity or a professional
obtains during the process of identification. Accordingly, wherever in this Code
verification of identity is required, such verification may be carried out by
electronic/digital means in accordance with the Explanation in this section.
(Substituted by S.1. 36/2018)

(vi) It is not sufficient for an entity or a professional to rely on an applicant’s or
customer’s claim as to who he or she is; further verification procedures must be put in
motion to truly establish the actual existence of the applicant or the customer. In that
regard, reliance on verification may be placed on reliable independent source
documentary or other tangible or acceptable evidence. Effort must be made to test the
reliability of the source of evidence. That means a check should be made of the
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reliability, integrity, independence and authority of the source of the evidence and of the
evidence itself, bearing in mind that documentary evidence may be susceptible to forgery.
(Substituted by S.1. 36/2018)

(vit)  As part of the verification process, additional measures may be adopted to check
against fraud and other criminal behaviour, such as those routinely undertaken by
entities and professionals in their business relationships. These measures may include —

e requiring the first payment to be carried out through an account in the
applicant’s or customer’s name with a regulated banking or financing
institution in the Virgin Islands or based in a recognised jurisdiction listed in
Schedule 2 of this Code, or with an assessed low risk jurisdiction;

e verifying such additional aspects of the applicant’s or customer’s identity as
is required under this Code and as the entity or professional may consider
necessary;

e telephone contact with the applicant or customer, prior to opening an
account, on a home or business number which has been verified
electronically, digitally or otherwise, or a “welcome call” to the applicant or
customer before a business transaction is permitted, using it to verify
additional aspects of personal identity information that have been previously
provided during the establishment of the business relationship or setting up of
the account;

e communicating with the applicant or customer at an address that has been
verified (which may take the form of a direct mailing of account opening
documentation to him or her which, in full or in part, is required to be
returned completed or acknowledged without alteration);

e internet sign-on following verification procedures where the applicant or
customer uses security codes, tokens and/or other passwords which have been
set up during account opening and provided by mail (or secure delivery) to
the named individual at an independently verified address;

e other card or account activation procedures; and

requiring copy documents to be certified by an appropriate person, bearing in mind the
provisions of section 30 of this Code and the Explanation thereto.

(Inserted by S.1. 36/2018)
(viii)  In circumstances where verification relates to a person, other than an individual,

the identity of the person may be verified electronically/digitally by relying on
documentation that is directly sourced from an officially established institution (such as a
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registry or other body designated or established under law or recognised by a
government) with which the person is incorporated or registered and/or an organisation
that the person is a member of or has other affiliation with. In that context, it is important
that an entity or a professional seeks to verify the identity of the individual or individuals
connected with the person being verified by electronic/digital means or by reference to
documents that are independently sourced. The entity or professional must be able to
demonstrate that it has both verified that the person exists and the individual seeking to
establish the business relationship on behalf of that person is in fact that individual.
(Inserted by S.I. 36/2018)

(ix) An entity or a professional may conduct an electronic/digital verification of a
person by relying on the electronic/digital and other data of an organisation, but only if
the conditions outlined in section 23 (6B) and (6C) are satisfied. Where such reliance is
made, it is important that the entity or professional records its satisfaction of the
conditions being met by the organisation. This may be carried out on a one-off basis and
need not be carried out on each occasion that reliance is placed on the same
organisation. However, the entity or professional must engage in an ongoing monitoring
process to keep track of any changes in the stipulated conditions and to act accordingly.
The ongoing monitoring may be measured on a cyclical basis whereby the entity satisfies
itself of compliance or non-compliance with the stipulated conditions at least once every
three years. The record maintained by the entity or professional will serve as evidence of
compliance in the event of an inspection or other regulatory requirements.
(Inserted by S.1. 36/2018)

(x) It is acceptable for an entity or a professional to rely on and accept from a person
that is the subject of verification an offer to access electronic/digital data or source with
which the person is affiliated if the data or source is reliable and independent of the
person in terms of its collection, administration and management and is in the custody of
an organisation that meets the criteria set out in paragraph (ix) above. However, the
entity or professional must weigh any potential or perceived drawbacks that may taint the
independence and integrity of the data or source and determine whether it should accept
such an offer. The entity or professional only needs to ensure that the appropriate checks
on reliability, independence and accuracy of the data or source have been satisfied whilst
complying with the conditions stipulated in section 23 (6B) and (6C).
(Inserted by S.1. 36/2018)

(xi) Determining the reliability and independence of electronic/digital data or source
may not always be a straightforward matter. To assist an entity or a professional to make
the proper judgment calls, it is important that account is taken of the following matters

(although additional factors may apply which should, in such a situation, be taken into
account as well) —

e accuracy of the information provided;
e security of the electronic/digital data or source;

e method used in collecting, storing and maintaining the information;
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o level of privacy attached to the electronic/digital data or source;

e whether the electronic/digital data or source is reviewed and updated
regularly;

e whether the electronic/digital data or source has incorporated a mechanism
to determine that the person who is the subject of verification can be linked to
the claimed identity;

e whether the information is maintained by a government, statutory body or
pursuant to a specific enactment; and

e whether the information has been additionally verified from another reliable
and independent source.

(Inserted by S.I. 36/2018)

(xii) Reliance on electronic/digital verification, as in physical paper verification, may
disclose both positive and negative information concerning an applicant or a customer.
Positive information will generally confirm the existence of a person (individual or legal)
by providing confirmation of name, current address and date of birth. Negative
information may relate to some wrong-doing (such as criminal conviction, ongoing
criminal investigation, identity fraud, sanctions breach, etc.) connected to an applicant or
customer. These are all important markers in the electronic/digital verification process
and their discovery may assist in mitigating the possibility or potential for impersonation
fraud and other types of criminal activity relative to money laundering and/or terrorist
financing. It is therefore important that where reliance is placed on electronic/digital
data of an organisation that the organisation has available to it the ability to be
immediately notified and/or become aware of any changes in the source data that may
impact the original assessment of the applicant for business or customer.
(Inserted by S.1. 36/2018)

(xiii)  Where an entity or a professional uses the medium of -electronic/digital
verification to verify the identity of an applicant or a customer, the entity or professional
assumes (as with physical verification of information) full responsibility if there is failure
to make any significant discovery in relation to the applicant or customer which could
otherwise have been discovered with care and diligence at the time the verification was
undertaken or when the applicant’s or customer’s information was being updated. It is
therefore important that an entity or a professional sets out in writing the steps it has
taken in engaging the electronic/digital verification process as regards an applicant or a
customer. Consideration might be given to including in the entity’s or professional’s
identification and verification procedures (required under the AMLR) the forms of
electronic/digital identity verification methods used or relied upon during a verification
process.
(Inserted by S.I. 36/2018)
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(xiv)  Where reliance is placed on electronic/digital verification, it is important that an
entity or a professional seeks (as with the physical verification of information)
confirmation of the matter being verified from a multiplicity of sources as is considered
necessary. This may also be satisfied by relying on a single source that has relied on a
multiplicity of other sources to acquire and retain its identity verification data. In
circumstances where supplemental information is required for verification purposes,
reliance may be placed on social media sources, but caution must be exercised as
regards the reliability of such sources, especially in cases where information contained
in such sources can be accessed and altered. It is therefore prudent that an entity or a
professional should adopt qualitative checks which enable a proper assessment of the
strength of the information sourced and received.
(Inserted by S.1. 36/2018)

(xv)  An entity or a professional may not rely on an electronic/digital record in certain
circumstances. These will include situations where the relevant information contained in
the record is not capable of being displayed in a legible form, the electronic/digital
record appears to be damaged, altered or incomplete, or an electronic/digital signature
or other kind of authentication accompanying or included with the electronic/digital
record appears to be altered or incomplete. There may be other circumstances
discernible on the face of an electronic/digital record which may require a proper
assessment before reliance is placed on the record; it is for each entity or professional
engaging electronic/digital means of identity verification to carefully consider and make
an appropriate judgment call on.
(Inserted by S.1. 36/2018)

(xvi) It may not be in every situation that a non-face to face business relationship or
transaction presents a high risk thereby requiring treating an applicant or a customer as
high risk. The extent of verification in such a situation will depend on the nature and
characteristics of the product or service requested and the assessed money laundering or
terrorist financing risk presented by the applicant or customer. There may be instances
where the applicant or customer is not physically present which, in itself, would not
necessarily increase the risk that may attach to the transaction or activity. This will be
the case, for example, in many wholesale markets or instances of purchase of some types
of collective investments. It is important, therefore, that an entity or a professional should
take account of such instances in developing their AML/CFT systems (internal risk
assessment procedures).
(Inserted by S.I. 36/2018)

(xvii) An entity or a professional may adopt or deploy additional measures which may
include assessing the possibility that an applicant or a customer may be deliberately
avoiding face-to-face contact. It is, therefore, important that the entity or professional is
clear on and adopts the appropriate approach in such circumstances, ensuring full
compliance with its or his or her risk assessment mechanisms in evaluating the risk
presented by the applicant or customer.

(Inserted by S.1. 36/2018)
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Documentation for Identity Verification

(xviii) As already noted above, the process for verifying the identity of a person may take
varying forms. It is crucial that an entity or a professional not only knows its or his or
her applicant for business or customer, it or he or she must also be able to verify the
actual beneficial owner of the applicant or customer. In order to ensure a greater degree
of certainty and provide smooth business conduct without undue hindrance, uniformity of
approach is essential to the extent possible, bearing in mind that exceptions may apply in
certain instances with respect to applicants or customers that are assessed as high risk.
In relation to an individual, the following guide should be adopted to confirm the identity
of an individual —

e where identity is to be verified from documents, this should be based on
either:
» agovernment-issued document which incorporates —
= the applicant’s or customer’s full name and photograph and either his

or her residential address or his or her date of birth;

» a government, court or local authority-issued document (without a
photograph) which incorporates the applicant’s or customer’s full name,
supported by a second document, either government-issued, or issued by a
judicial authority, a statutory or other public sector body or authority, a
statutory or regulated utility company, or a Commission-regulated entity
in the financial services sector, which incorporates —

= the applicant’s or customer’s full name and either his or her
residential address or his or her date of birth.

(Inserted by S.I. 36/2018)

(xix)  For purposes of the first bullet point under paragraph (xviii) above, a
government-issued document with photograph includes the following —

e avalid passport;

e avalid photo-card driving licence, whether permanent or provisional;
e anational identity card;

e avalid work permit card;

e an immigration status-issued card (for example, a belonger card);

e an election identity card;
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e anational insurance card; and

e avalid student identity card.
(Inserted by S.I. 36/2018)

(xx) For purposes of the second bullet point under paragraph (xviii) above, a
government-issued document without a photograph includes the following —

e instrument of a court appointment (such as appointment as liquidator, or
grant of a probate);

o letter of appointment by the Commission as an examiner or a qualified
person; and

e current Inland Revenue tax demand letter, or statement.

(Inserted by S.1. 36/2018)

(xxi)  Examples of other documents to support a customer’s identity include utility bills
or current bank statements or credit/debit card statements issued by a bank regulated by
the Commission or another financial institution in a recognised jurisdiction listed in
Schedule 2 of this Code. Where current bank statements or credit/debit card statements
are issued by a regulated institution in a non-listed jurisdiction, the entity or professional
should have regard to the ML/TF risks posed by that jurisdiction in determining whether
the statements are acceptable. If the document is obtained from the internet, it should
only be relied upon where the entity or professional is satisfied of its authenticity. Where
a member of staff of the entity or professional has visited the applicant or customer at his
or her home address, a record of this visit may constitute evidence corroborating that the
individual lives at this address (that is, equivalent to a second document).
(Inserted by S.I. 36/2018)

(xxii) It should be noted that some applicants or customers may not be able to produce
identification information equal to those outlined above. Such cases may include, for
example, some low-income earners, customers with a legal, mental or physical inability
to manage their affairs, individuals dependent on the care of others, dependent
spouses/partners or minors, students (without student identity cards), refugees and
asylum seekers, migrant workers and prisoners. There may be other examples not listed
herein and these must be considered in the same context as and when they arise or are
discovered. The entity or professional will therefore need an approach that compensates
for the difficulties that these class of individuals may face in providing the standard
evidence of identity. Nothing should be done that has the effect of shutting off an
individual from establishing a business relationship or conducting a transaction with or
through an entity or a professional simply on account of an inability brought on by the
individual ’s status or circumstances.
(Inserted by S.1. 36/2018)
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(xxiii) Notwithstanding what is provided in the above paragraphs, an entity or a
professional may, where it or he or she assesses an applicant or a customer as presenting
a high risk, require and rely on such additional documentation as it or he or she
considers appropriate and reasonable as further proof of identity. However, this must not
be used as an excuse or a pretext for making inappropriate or unreasonable demands of
an applicant for business or a customer or for negatively profiling an applicant or a
customer thereby hindering a business relationship or transaction with the entity or
professional.]

(Inserted by S.1. 36/2018)

Verification of individual

24. (1) An entity or a professional shall, with respect to an individual, undertake
identification and verification measures where —

@ the individual is the applicant or joint applicant for business;

(@) the individual is the beneficial owner or controller of an applicant for
business; or

(b) the applicant for business is acting on behalf of the individual.

2 For purposes of the identification and verification of an individual, an entity or a
professional shall obtain information regarding the individual’s full legal name (including any
former name, other current name or aliases used), gender, principal residential address and date
of birth.

3) Where an entity or a professional makes a determination that from its risk
assessment an individual or the product or service channels in relation to him or her presents a
higher level of risk, the entity or professional shall perform enhanced due diligence and obtain
and verify such additional information as it or he or she considers relevant with respect to the
individual.

4) An entity or a professional may verify an individual through personal introduction
from a known and respected customer or a member of its key staff in accordance with this
section.

(5) A personal introduction made under subsection (4) shall contain —

@ the full legal name and current residential address of the individual,
including —

(1) in the case of the opening of an account, the postcode and any

address printed on a personal account cheque tendered to open the
account; and
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(i) as much information as is relevant to the individual as the entity or
professional may consider necessary;

(b) the date, place of birth, nationality, telephone number, facsimile number,
occupation, employer’s name and specimen signature of the individual
where a personal account cheque is presented to open an account; and

(© the full legal name and residential address and, in the case of a member of
key staff, the rank of the key staff, introducing the individual and a briet
description of the customer’s or key staff’s knowledge of the individual.

(6) Where a personal account cheque is tendered to open an account, the signature on
the cheque shall be compared with the specimen signature submitted under subsection (5) (b).

(7) An entity or a professional that fails to comply with the requirements of this
section commits an offence and is liable to be proceeded against under section 27 (4) of the
Proceeds of Criminal Conduct Act.

[Explanation:

Q) The identification and verification process in relation to an individual is a crucial
aspect of the process of properly managing any potential risks. In each case of an
application to establish a business relationship, it is a matter of prudence and judgment
on the part of the entity or professional with which or with whom the relationship is
sought to carry out the requisite due diligence measures; a lot may be learned from the
applicant for business or customer, ranging from his or her demeanour, truthfulness,
willingness to answer questions to volunteering information which by the nature of the
relationship sought may be considered obvious.

(i) It is not unreasonable for an entity to rely on an introduction of an individual
from a well-known customer or key staff. In the context of the Virgin Islands, this medium
of intr