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ANTI-MONEY L AUNDERING AND TERRORIST
FINANCING CODE OF PRACTICE T SECTION27 (1)

(Sl.s 13/2008, 4/2009, 42/20096/2010, 86/200, 22/202, 37/2012, 78015, 4/20%, 20/2018,
and 36/208)

Commencement
[22 February 2008]

PRELIMIN ARY
Citation

1 (1)  This Codeof Practice may be cited as the Anti-Money Laundering and Terrorist
Finarcing Codeof Pradice

[Explanation

0] This Code is mied pursuant to edion 27 (1) of the Proceeds of Criminal

Conduet and as such assumes the form of subsdiary legislaion. Under subsedion (2) of
that sedion, the Code isrequired to be pubished in the Gaztte andbe subpdedto a

negative resoluion of the Houseof Asembly. This Codeis issuedoy the Commission and
comes into force on the samedate the Anti-money Launckring Regulations is brought

into operation. Once gazetted, the Codeis required to be laid before the House of
Asembly (and thussubject to a negative resoluion) in accordance with the requirements
of the Proceeds of Criminal Condict Act. The Code emainsin force untl it is annuled

by the Houseof Asembly within a period of forty days following its laying before the
House ofAsembly; if no resoluion is broughtto annul the Cod, it continues in force
until revoked or replaced.

(i) As a subsdiary legislaion, this Code has the force of law and is enforceable
against any prson(natural or legal)to whom it appies]

I nterpretation

2. (1) In this Code, unless theontext otherwiserequires i
fAct 0 eammthe Proeals of Criminal Conduct Act;

fA gencyo meansthe Financial Investigation Agency establshed under section 3 of the Finarcial
Investigation Agency Act;

A pplicant for busires snmeansthe party proposing to aVirgin Islandsentity that they enter into
abusiress elationshipor one-off transadion;



fibeneficial owner @neans the natural personwho ultimately owns or controls an applicant for
busiress or a custaner or on whosebehalf a transaction or adivity is being conducted
and includes, thowgh notrestricted to’

@ in the caseof alegal personotherthana company whose securities are listedon a
recognised stock exchange, a natural person who ultimately owns or controls,
whetherdiredly or indirectly, tenor more per cent of theshares or voting rightsin
the legal person;

(b) in the case of a legal person, a natural person who othawise exercises control
over themaregement ofthelegal person;and
(Amended by S.1.75/2015)

(© in thecaseof alegal arrangement i
) the @rtner or partners who control thepartnership;

(i) the trusteeor other person who controls the applicant for busiress or
custamer; and
(Amended by S.1.75/2015)

(i) the =ttlor or otherperson by whom the égal arrangement is madc
(Inserted bySl. 4/20)

fbusiressrel a t i omean$dcoptiduing arrangement between an entity or a professona and
oneor mae parties, where'i

@ the entity or a professional has obtaired, under procedures maintined in
acordance with this Code, satisfactory evidence of identity of the personwho in
relation to the famation of that busiress relationship, was the applicant for
busiress;

(b)  theentity or a professonal engages in busiresswith the otherparty on a frequent,
habitual or regular basis; and

(© the monetry value of dealings in the course of the arrangement is not known or
cgpable of being knownat entry;

fiCommiss o means the Financial Services Commission establshed under sedion 3 (1) of the
Finarcial Services Commission Act;

A gstaner 0 amea&party that hasentered into a busiress elationship orone-off transadion with
arelevant peson;
(Inserted byS.I. 75/205)

A etitydo means’



@ a personthat is engaged in a relevant busiresswithin the meaning of regulation 2
(1) of the Anti-morey Laundering Regulationsand, for the avoidarce of doubt, it
includes a personthatis regulated by the Conmission by virtue of any regulatay
legislation provided in Part 1 of Schedule 2 of the Financial Services Commisgon
Act; or

(b)  a nonfinancial businessdesignated by the Commission in the Non-financial
Business Designation) Notice;

i RTFO means theFinancial Action Task Force;
(Inserted bySl. 4/200)

fihigh risk countries @neanscountries which T

@ are subpd to sanctions,embagos or similar restrictive measures impased by the
United Nations, Ewopean Union, orotherregional or international organisation of
which the Virgin Islards is a member or assocate memler, or of which the
United Kingdom is a memlgr and the sanctions, embagos or similar measures
have been extended to the Virgin Islandsby an Order in Courctil or through the
exercise ofany Royal Prerogative;

(b)  satisfy any of therisk qualifications outined in this Code;
(Amended by S.1.4/2009)

(© the Commission identifies and providesin a list published in the Gaztte as
representing high risk countries; or
(Amended by S.1.4/2009)

(d)  the Commission identifies in an advisary or a warning issued purswant to the
Finarcial Services Commission Act or sdion 52 (5) as not meeting or fully
meeting or of weaknesses in the FATF anti-money laundering or anti-terrorist
financing oblgationsor as engaging in or promotingadivities thatare consideed
detriment to the inteests of the public in th&irgin Islands;

(Inserted bySl. 4/20®)

fkey steff or fikey employeed means an employee of an entity or a professionalwho deds with
custamers orclientsandtheir transactions;

finon-account holding custamer @neans a custaner with whom a bank undertakes transactions
though thecustamer does not hold aacount wih the lank;

finonpaying acco u nmeansan account or irvestment produwct which daes not providet

@ chequeor other morey transmisgon facilities;



(b)  afadlity for the transfer of fundsto other types of accountwhich do not provide
thatfadlity; or

© a facility for repayment or transfer to a person other than the applicant for
busiress on closureor matuity of the account, the realisation or matuity of the
investnent or othewise;

fone-off transactio n mMeans a transaction caried out otherthanin the courseof an established
busiress elationship;

fipoliticdly exposed perso n @r fiPE P theans an individual who is or has been entrustedwith
prominentpublic functions and memters of his immediate fmily, or personswho are
knownto be closeasciates of such individualsand, for the purposes of this definition,
the Explarations tosedion 22 shll serve as aguide in identiying a PEP,

fprofessonal 0 means a person, not othewise functioning as a body corporate, partnership or
othersimilar bady, who engages in arelevant businesswithin the meaning of regulation 2
(1) of the Anti-morey Laundering Regulationsor engages in a busiressthatis designated
as a nonfinancial business by the Commission in the Non-financial Business
(Designation) Notice

fiReporting Officer @neans the person appoirted as Anti-money Laundering Reporting Officer
purswant to regulation 13of the Anti-monrey Laundering Regulations;

fiSteering Conmitteed means the Steering Committee of the Finarcial Investigation Agency
establshed under section 33) of theFinarcial Investigation Agency Act;

fterminatio n O angie

@ the conclusion of a reationship between an entity or a professond and a
custamer or client signified by the closing of an account or the competion of the
last tansadion;

(b)  the n®turity or ealier termination ofan insuance policy; or

(© with resped to a one-off transadion, the comgetion of that one-off transaction or
the competion of the lastin a series of linked transadions or the matuity, claim
or cancellation;

Aunderlying beneficial owner @ncludes any i

@ person on whoseinstruction the signatory of an acount, or any intermedary
instructing the sgnatory, is for the tme being accustamed to act; and

(b)  any individual who ultimately owns or controls the custaner on whosebehalf a
transadion oractivity is being conducted.



(2) The Explanations provided under any of the sedions do not represent legal
interpretations of the sections concerned, but are provided merely to serve as a guide and to
afford clarity in better understanding the sedions and the overal requirementsof or obligations
under theFATF Recommenditions,the Anti-money Laundering Regulationsand this Code.

(3) Notwithstandingsubsetion (2), a court or the Agency or Conmission may, in
deding with any matter under or in relation to this Code, have regard to the Explarations
provided in this Code.

4) Any reference in this Codeto a condwct or an adivity includes, unlessthe context
othewiserequires, an attemptin relationto theconduct or adivity.
(Inserted bySl. 4/20M)

5) Notwithstandingnything contaired in this Codg, the ultimate responsbility for
compying with the requirementsor prohibitionsof this Coderestswith the entity to which the
Codeapplies.

(Inserted bySl. 4/20®)

Objectives
3. Theobjectives of this Coderel

@ to outline the relevant requirements of the Drug Trafficking Offences Act,
Procedds of Criminal Conduct Act and Finarcial Investigation Agency Act, with
resped to thedetection and prevention of money laundering;

(b)  to ensurethatevery entity and professonal putsin place appragoriate systems and
controlsto detect and pevent morey laundering and terorist financing;

(© to provideguidance to every entity and professonal in interpreting, understanding
and appraoriately applying the requirements of the Anti-morey Laundering
Regulationsand ths Code;

(d)  toasgstevery entity and professonal in developing necessay measures to ensure
i

0) the adopton of adequate screening procedures and processeswith resped
to empbyees;

(i) the appragoriate training of employees; and

(i) thefitness andappropriateness of theprofessonal s and ofthe management
of an entity; and



(e to promotethe use of an appropriate and propartionate risk-based approah to the
detection and prevention of morey laundering and terrorist financing, espeaally
in relation to ensuringi

) adequate custamer duediligence;

(i) that measures adopted to effectively ded with such adivities are
commensuiate with therisksidentified; and

(i)  a more efficient and effedive use of resouces to minimise burdens on
custamers.

[Explanation

0] The Virgn Islandsis a key player in the provision of finarcial services (domestic
and internationd) and as such it bears some esponsiblity in ensuting compliance wih
internationdly established standardsof regulation and enforcement relating to the
detection and prevention of morey launderingand counteringthe finarcing of terrorism.
As a member of the Caribbean Financial Action Task Force (CFATF), the Territory is
required to fully comply with the requirements of the 40+ 9 Recommendaions of the
Financial Action Task Force (FATF). The Territory is also a member of key
organisatons 1 International Organisdaion of Searities Commission (10SQO),
International Assaiation of Insurarce Syervisors (IAlS), Offshore Group of Barking
Supervisors (OGBS) and Egmont T which have estaldished sedor spedfic benchmarks
relative to anti-morey laundering measures in the areas of securities and investirent,
insurance, barking and intelligence gathering and dissemination. In addtion, the
Territory fully oberves all of the estadished standardsdesignedto effectivdy combat
acts ofterrorism and thdinarcing ofterrorist actvities.

(i) The Virgin Islandshasin placea robustlegislaive and administrdive regimeon
anti-morey launderingand terrorist financing which issubjgeded to periodic revews by
the CFATFandthe Inernational Monetary Fund (IMF). Esentially the regime aims at
criminalising morey laundering and terrorist finarcing, estaldishing effedive
international cooperation in cross-border crime and abuse ofthe fnancial market,
enabling the targetingand confiscation of the praceals of criminal conduct (including
drug trafficking), estadishing an appropirate nechanism forthe reporting of suspcious
morey laundering and terrorist finarcing activities, empowering the judicial and
administrdive authorties to effedivdy apply the estadished rules of compliance and
enforcement, creating dissuasve and proportionate penalties for acts of morey
launderingand terrorist financing and providing a mechanismfor public education on
matters  concerning morey laundering and terrorist financing.

(iii) The objetives of the Code are tobring about a greater understanding and
appredation of the current legal, regulatory and enforcement regimes with resped to
compliance wth anti-money launderingand terrorist financing measures.They aim to
assst personsin the law enforcement and regulatory and non-regulatory spedfic sectors



of the economy todewelop and implement systems that effedivdy combat activities
designedto abusethe legitimatetods of busiress trarsactionsthroughcriminal conduct.

Full compliance wih the Code, along with all the other relevant anti-money laundering
and terrorist financing legislaion in place, can only result in upholding busiress
reputation andthe overall reputation ofthe Terrtory: a firmé good mmeis ony as good
as its reputation, for without that reputaion the namemeans very little (if anything at

all).

(iv)  Acoordingly, the objectives &t out in tihs Code outline the Territoryd s
commitment to good corporate govenance and the promotion of international
cooperation to ensure finarcial stallity. The provisions of the Code may be viewed as
setting down minimum standardf complian®;, thosewho are affeded by the Code
shouldfedl free toadoptsuch additional measures astheyconsicer relevant and prudent
to prevent their busiresses from éng caught up in unsuspeting acts of morey
launderingandterrorist finarcing. The Codk, in effed, suppkments the provisionsof the
Drug Trafficking Act, (DTOA), Proceads of Criminal Condwet Act (PCCA), Financial
Investigation Agency Act, (FIAA), The Terrorism (United Nations and Other Measues
(Oveseas Territories) Order (fithe 2001 Ordero), The Ani-terrorism (Financial and
Other Measures) (Overseas Territories) Orcder (fithe 2002 Ordero) and Anti-morey
Laundering Regulatons(AMLR).]

General application and exception

4.

(1) Subject to subsetion ), this Codeapplies toi
@ every entity and professonal; and

(b)  acharity or other non-profit making institution, assocéation ororganization
to theextent sgecified in ®dion 4A.

(2) The identifcation and verification requirementsset outin Part |11 of this Code do

not apply in circumgances where regulation 6 (1) or (3) of the Anti-morey Laundering
Regulations appks to arentity.

3) Notwithstanding subsetion (2), no exception provided in the Anti-morey

Laundering Regulations and this Code shell apply where an entity or a professonal knows or
suspets that an applicant for busiressor a cusibmeris engaged in morey laundering or terrorist
financing.

(Substiuted byS.1.4/2009)

[Explanation:
0] Sedion 27 (2) of the PCCA outlinesthe scope of the Conmissi o rexasise of its

powers to issuea Code ofPractice The definition of fAentit yid sedion 2 essentidly
covers the scope permitted by sedion 27 (2) of the PCCA asfully outlinedin the AMLR.

10



The appication sedion seels to implement FATF Recommendaion 12. The regulated
entities and no-regulated entities within the dfined paranmeters of FATF
Remmmendation 12 are viewed as forming vital links in the ant-morey laurdering and
countering the finarcing of terrorism (AML/CFT) efforts. The PCCA empowersthe
Conmmission to designateother busiresseswhich are considered vulnerale to activities
of morey laundering and terrorist finarcing and thusfall within the dfinition of
Aentit y TBhese have been designatedin the Nan-financial BusinesgDesignation) Notce
whichlists addiional businesss that fall within the regime of the Code. The Notice may
be anended from time to time toensure a well-insuated busiress sedor against the
activities of morey laundering and terrorist finarncing, having regard, in particular, to
the risks poad.

(i) Any entity and professonal that is caughtunder this sedion of the Code must
ensure full compliance with the due diigence remrd keeping measures and other
requirements outined in ths Code.

(i) Sedion 4 (2) takes into account the exceptions to identification procedures
outiined in regulation 6 (1) and (3) of the Anti-morey Money Laundering Regulations
with resped to the conduct of relevant busiress (as defined in regulation 2 (1) of the
regulations). It should be unarstood that the rationale for the exceptions is that
identification and verification information elative to a regulated person and foreign
regulated person that is an applicant for busiressis normally kept and maintaned and
suweh information is available to be accessed should the Agency or the Conmission
request it, whether through the execise of its statutory powers or through the mutual
legal assstance equest regime. The sameprinciple apples in relation to legal
practitioners and accountarts who are members of professonal bodieswhoseRulesof
condwct or practice embody requirements for AML/CFT compliance tothe standardof
the FATF Remmmendations and who are supervised for compliance with those
requirements. It would beexpected that such professonal bodieswoud maintan as a
matter of routine relevant identification and verification information i€lating to their
members.

(iv) However, it mustbe borne in mind at all times that the burden of ensuring

compliancewith the obligations set out in this Coderests with the relevant entity or

professonal as outlined in sedion 2 (5). Accordingly, where an entity or a professonal

knows or suspets that anapplicant for busiress or a custongr who wishes to form a

busiressrelationshipis engaged in morey laundeing or terrorist finarncing, it or he must
not estadish the busiressrelationship.Regulation 6 (2) and (3) (b) of the AMLR already
providesfor such a prohibition in relation to morey laundering.It would be incumbent

under such circumstanes for the entity or professionalto submita report to the Agency

outlining its suspicion]

(Substiuted byS.1.4/2009)

Application to chariti es, etc.

11



4A. (1) The provisions of this Code relating to the establishmentof interna control
systems,effeding custaner due diligence measures, maintainingrecord keeing requirements
and providing employee training shall apply to every charity or other association not for profit
which'i

(8 is establshed and caries on its busiress in or from within the Virgin
Islands;

(b) is establshed outsde the Virgin Islandsand registered to carry on its
busiress wholy or party in or fromwithin theVirgin Islands; or

(© is estabbished as provided in parageph (a) and recdves or makes
payments, otherthansalaries, wages, pensionsand gratuities, in excessof
$10,000 in ayear.

(2) A charity or other assocation not forprofit shall 1

@ compy with the provisonsoutlined in subsetion (1) in relation to every
donor to the charity or other assocéation not for profit of monies or
equivalent asstsin excess 0f$10,000;

(b) maintain relevant documengtion with resped to its administrative,
maregerial and polcy control measures in relation toits opeations;

(© ensurethat any fundsthat are planred and advertised by or on behalf of
the charity or otherassciation not for profit are verified as having been
planred and sgentin themanrer indicated; and

(d) adopt seh measwrs as are consicered appropriate to ensurethat any
funds or other assets that are recaved, maintaned or transferred by or
through the charity or other assocation not for profit are not for, or
diverted to support

0) the adivities of any terrorist, terrorist organization or other
organized criminal group; or

(i) any money laundering activity.
3) For the purposes of subsetion (2), where a series of doretions from a single
donor appear to be linked and cumuatively the doretions are in excess of $10,000in any
particular year, therequirements ouihed in subgdion (1) shell apply.

4) Subsedion (1) (c) does not apply where payment is madefor goodsor services
the total ofwhich do notin any particular year exceal $25,000 or itequivalent inany currency.

12



(5) Where apersonwho makes a donation (whether in cash or othewise in excessof
the amountor its equivalent stipulatd in this sedion) dces not wish to have hisname pubicly
reveded, the charity or other assocation not for profit that recaves the doretion shall
neverthelesscarry out the requidgte custaner due diligence and record keeping measures under
this Code, includingi

@ establshing the rature and puposeof thedonation;

(b) identifying whether or not there are any conditions attached to the
dorationand, if so, wlat thosecondtions ae;

(© identifying thetrue source of the donation and whetheror not the doretion
is comnensuite with the donod s  wi soaces of funds omwealth;

(d)  establshing whether or not the funds or other properties that are te
subed of thedoration are located in ahigh risk county; and

(e establshing thatthe donoris not placed on any United Nations, European
Union or other smilar institutio n dis of personswho are linked tc
terrorist financing or against whom &an, sanction or embago subssts,

(6)  Where acharity or otherassocation not for profit suspets thata donation may be
linked to money laundering or terrorist financing, it shall 1

@ not accept thedonation; and
(b) report its suspicion tthe Agency.

(7) For the purposes of the application of the Parts of this Codeoutlinedin subsedion
(1) to a charity or other assocétion not for prdfit, the relevant provisionsshall be applied with
swch modficaions as are necessary to ensure comgiance with the requirements of the
provisions.

(8) Schedule 1 provides best practices for charities and other assocétions not for
profit and every charity and other assocation not for profit shell govern its adivities utilizing
those lest pradices, inaddition to compying with the dher requirementsof this Code.

(Inserted bySl. 4/20®)

[Explanation:

0] Asnotedin sedion 4, this Codeequally applies to charities and other non-profit
making institutions,asciations and organizatons asif they were entities. Charities and
other similar institutions arenot immune to abuse for morey laundering and terrorist
finarcing activities and mustaccordingly adopt all necessary due diligence measures
outlined in this Codeto ensure compliarce therewith. It is expeded that in applyingthe
provisions of this Codeto a charity or other similar institution, thoseprovisions of the

13



Code wil be appied with suwch necessary modification as would enable progr
compliance wth the provisions. Where thereis uncertainty, advice mustbe soughtfrom
the Agency andsuch advice compliedwith accordingly. Ultimaily, the responsbility for
full compliancewith the requirements of this Code rests with the charity or other simiar
ingtitution (asalreadynoted in gdion 2(5)).

(i) Evey charity or other associaiton not for profit should exped that the laws,
policies and guidelineselating to their activitiesand operations wouldoe revewed from
time totime toverify compliance wih the obligations outlined in this Code and ensure
that they arenot being used for morey launderng and terrorist finarcing purposesilt is
therefore important that evey charity or other associaiton not for profit brings to the
attention of the Agency any activity with respect to which it hasa suspcion of morey
launderingor terrorist financing. This would enable the Agency to guide and assst the
charity or other associabn not for profit from being used for morey laundering and/or
terrorist financing purmses.]
(Inserted bySl. 4/20®)

Compliance with this Code

5. (1) Every entity and professional is required to fully comgdy with this Codewhich
provides the minimum requirementsin relation to the comgiance obligations relating to morey
laundering and terrorist financing.

(2) An entity or a professonal may adopt suwch higher standrds and systems of
internal controls as it or he or she consicers commensute with its or his or her risk-based
methodolgy in orderto reduce or mitigate identified morey laundering or terrorist financing
risks.

[Explanation:

It shouldbe noted thatthe imperatives outlinedin this Code musbe fuly complied wih
by evey entity and professonal. The Code tself mustbe viewed as setting minimum
standardsof complian@. The particularcircumstances of an entity or a professionalor
the nature of the bushess concerned may require the taking of additional measures
beyond thoseprescribed in this Codein order to reduce or mitigate risks that may be
associated wih morey laundering or terrorist activity. Thisis a matter leftentirely to the
wisdom of evey individual entity or professonal. However, where any addiional
standardsor systems of internal control are adopted, thesanust be appropiiately
docurmented and male available wlen required during an insgction or otherwse in
pursuanceof the provisionsor objedives of ths Code].

PART I

14



DUTIES OF THE AGENCY AND THE COMMISSON

Financial Investigation Agency

6. (1) The Finarcial Investigation Agency is the reporting authority of the Virgin
Islandsand ads through the guidance and diredion of the Steering Committeein mattes relating
to suspiciousadivity reports concerning morey laundering and terorist fi nancing.

(2) TheAgency is required to kegy areaord of reports receved by it.

(3) Ead record of areport should containi

@
(b)
(©)
(d)
(€)

the dite ofthereport;

the person who nade thereport;

any person to whom theeportwas forwarded;

areference by which any supporting evidence is identifiable; and

receipt of adknow edgment from the Agency.

Duties ofthe Agency onreceipt of areport

7. (1) TheAgency should, on recept of areport, promptly adknowledge the receipt of
thereport in witing addressed to thentity which, or professonal who, madethereport and i

@

(b)

(©

(d)

(€)

forward the report to the Steering Conmittee and assgn it to such
investpating officer of the Agency as the Director of the Agency
determines;

through theinvestigating officer, conduct discreet inquiries to acertain the
basisfor the suspicion;

ensurethat the custane who is the subgad of the inquiry is, as far as
possble, rever approached duing the condict of the inquires;

maintainthe integrity of a confidential relationship between the Agency,
other law enforcement agencies and the reporting entities and
professonals and any person ading for, through or on behalf of the
entities or pofesgonals;

kee the reporting entity or professonal informed of the interim and fina

result of any invesigation consequent to thereporting of a suspcion to the
Agency;
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()] on therequest of the reporting entity or professonal, prompty confirm the
current status of an investigation with resped to a matterreported to the
Agency; and

(g)  endeavour to issue an interim report to the ingtitution at regular intervals
and in any event to issue the first interim report within one morth of a
report having been madeto the Agency.

(2) The Agency may seek further information fom the reporting entity or
professonal.

3) Where an entity or a professonal makes a report to the Agency, it or he or she
shell maintainthe confidentiality of such a report and where for good reason the faa of the
report having been made shouldbe madeknown to the personto whomit relates, the entity or
professona shall firstinform the Agency and ad in ac@rdance with the advice and guidarce of
the Agency.

4) The duty of the agency under sub®ction (1) (e), (f) and (g) does not extendto
divulging information which may prgjudice an investgation or which the Agency in its judgment
consicers not to beappropriate to bedivulged.

5) An entity or a professona thatads contrary to subsedion (3) or, having properly
aded in acordance with that subsetion, fails to compy with the advice or guidarce of the
Agency, commits an offence and is liable to be proceeded against under sedion 27 (4) of the
Procedds of Crimna Conduct Act.

[Explanation:

Introduction: This Part has been included in the Codeprimarily to provide guidance
both to the Agency and the Conmission in relation to their duties in handling and
dealing with reports and to enable entities and professonals to understand and
appredate the chain links with resped to reports made by hem. It seeks to encourage
dialogue etween the parties and thus ensure an efficient and effedive partnership in
dealing with suspicious ectivities without posng undue hardship to an entityés or
professona | ldusness Elationship or compromising any investigative process. It also
recognises the importance of providing responses in relation to reports made and
providesa clear mechanism whereby an entity or a professonal can seek guidance and
assstance from the Agency or the Canmisson, espedally in terms of dealing with
custamers in relation to whom reports are made or how to handle any spedfic
custamer with resped to an application for a business relatioship.

This Part also outlines the importance of both the Agency and the Commission
adequately traning their staff in order to be able toeffectivdy conduct inspedions of
entities and professonals in relation to their AML/CFT compliance measues. While
one would consider this to be a matter of course for both institutions, it is considered
important to outline it in this Code to place the subject beyond doubt. An audit
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inspedion on AML/CFT compliance can only carry meaning if it can be asaired that
those employed to carry out such inspedion are themselves properly and adequately
trained. Thus the requirement under this Codefor inspedors to provide reports and
recommend appropriate remedial action following the conduct of inspedions can be
assured to be ohigh and approprate staadard.

) The Ageney is the financial intelligence unit of the Virgin Islandsand thusits
Reporting Authoiity. It is estadishedunder and governed by the Financial Investigation
Agency Act from whichit derives its powers, in addition to thoseprescribed in the DTOA
and PCCA. The Agency is instrumental in the reporting mechanism with resped to
suspcious activities relating to morey laundering anddrroristfinancing.

(i) The reporting of sugicious activities requiresthe maintaning of a confidential
relationship between the relevant entities and profesgonals and the Agency in order to
ensurethe integrity of the reporting medhanism.The desired levd of confidentidity must
be maintaned at all times. Thuswhere an entity or a professonal makes a report to the
Agency, it will be wrongfor the entity or the professonal to make the factof that report
known toan unauthaisedperson, includingthe custongr to whom the eport relates. An
unauthorisedoerson maybe considcered to be onewho hasno nexusto and theefore has
no neead to know aboutthe report; in effed, such report may notbe made knownto any
person outdde the Agncy or to the person to whom itrelates unlesspermitted by the
Agency and in seh manner and form as thé\gency maydirect.

(i) In circumstarces where, following a report made tothe Agency, an entity or a
professonal comes under any pressurefrom a custoner to provide any irformation or
give reasonfor a particular course of action adoptedby the entity or professonal in

relation to the custoner, the entity or professonal mustadvise the Agency of that fact.

The Agncy wil then consider the matter and advise the entity or professonal
acoordingly, including providing guidanceon how to deal with the customer, in what
form and maner and towhat extent. The entity or professionaiust at alltimes maintain
dialogue wih the Agency andseek guidarce asnecessary.Ilt mustbe remembered at all

times thatthe DTOA, PCCA andthe 2002 Ordx prohibit anyact tendingtowardstipping
off a custoner, and acting contrary thereto atracts a criminal dfence

(iv) While it is considered good practice for the reporting entity or professonal to be
informed of the status of its report to the Agency, it shouldbe notedthat such information
would essentidly relate only to the general staus; entities or professonals must not
expect details of any inwestigation which mayjeopardiseor in any waycompramise the
investigation. It is expeded that where the Ag@ncy, after the receipt of a report, deddes
not to procedal to investigation of thereport or concludesinvestigation in relation to the
report, it will advise the reporting entity or professonal accordingly. Swch advise may
include information as to whether the person to whomthe report relates poses a risk,
measuresto adoptto effectivey deal with the risk, how such person shouldbe dealt with
nowandin thefuture, how any pendingandfuture transaction with the personshouldbe
handled getc.]
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Financial Services Commission

8. (1) Itistheduty of the Commisgonto monitor compliance by its licensees and other
personswho are subgd to compiance measures, with this Code and any other enadment
(including any other code and any guidelines)relating to money laundering or terrorist financing
as may be prescribed by this Codeor any otherenadment.

(2) Where adherence to compliance measures relates to persons other than the
licensees of the Conmission, the Agency also has the duty to equally ensurethat it monitors
compiance by thosepersonsas provided in sulsedion (1) unlessothawise prescribed in this
Codeor any otherenaadmert.

(3) The Conmission, as part of its statutay duty to develop a systemof continuing
education for praditioners in financial services busiress purswant to sedion 4 (1) (j) of the
Finarcial Sevices Commisson Act, will include morey laundering and terrorist financing as
part of the programme in order to ensitise gersans on thedangers pogd by such adivities.

[Explanation:

The Conmission hasa statutory duty toensure @ll compliance wih AML/CFT measures
by thosepersonsthat it regulates. This includes personswho are subgded to similar

measuresby virtue of other enactments. Accordingly, any entity that is caught under

sedion 27 (2) of the PCCA i be it regulated, non-financial busiress and professon or

Commission-designatedi falls to bedealt with under this Codeand mustcomplywith the
requirements of the Code. While theCommisson hasa dutyto include AML/CFT matters
in its educational programmes (such as in relation to its periodic Med The Regulator

fora), entities and professionshave everything to gain by engagingin a similar execise
on a periodic basis; it @rtainly is an obligéion under the requirement for staff training.]

Proportionate inspedion actions

9. (1) As part of its prudential inspection of an entity that it regulates, the Conmission
is expeded to review the entityd sisk assessmds on morey laundering and terrorist financing,
including the entityd policies, processes,procedures and control systems in order to make an
objective assesgnent of 1

@ therisk prdile of theentity;
(b)  theadequacy or otherwise oftheentityd s tigation measures;

(© theentityd sompiance with the requirementsof the Proceels of Criminal
Conduwet Act, Anti-morey Laundering Regulations, this Code and any
other code, guideline, pradice diredion or diredive thatthe Conmission
issues, includingany other enactment that appliesto suchan entity.
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(2) In relation to an entity that is not rgulated by the Conmission butto which, and a
professional to whom, tls Codeapplies, theAgency shal perform in relation to sweh an entity or
a professona the duty imposed under subsetion (1), and in suwch a case the reference to
fiCommissi o0 n @l bedrbaedas areference to the Agency.

(3)  After every review of an entity0 ®r a professonal &isk assessmentsn morey
launcdering and terrorist financing, the Conmission or theAgency, as thecasemay bet

@ will prepare a repot outlining the wedknesses identified and
recommending necessary remedial action; and

(b)  may provide a spedfic period within which a recommended remedial
adion must becomgiedwith.

(4) A copy of the report prepared pursiant to subsetion (3) shall betransnitted to the
entity to which orprofessional to whomit relates.

5) Where a report provides a remedal adion to be taken by an entity or a
professona and a spedfic period within which the adion mustbe taken, failureto compy with
such adion within the period statd consttutesan offence punistable undr sedion 27 (4) of the
Proceeads of Crimna Conduct Act.

[Explanation:

) As part ofits prudential regulation process,the Commission condtcts bah on-site
and off-site inspections ofentities that it regulates. Inspedors are, during the course of
their inspections, expeded (amongstother things) to identity weaknessesin the entityés
AML/CFT risk assessemts through an analysis of the entity& internal control and
managment systans and other aailable information wthin or in respect of theentity.
This sedion requires theexensionof such an irspedion toevery entity and proessonal
caughtby this Code. The Commission will review a regulated entityés risk assessents as
part of its periodic inspetions and the other entities and professonals caught by ths
Codewill be similarly nspeded bythe Agency.

(i) In carrying out their inspedions,the Conmission or the Agency, asthe casemay
be, mayrely on various sources of informationavailable wthin and without the entity or
in resped of the professional: reliance may be pla@d on internal documentation,
assessents carried out by or for the entity or professonal, and written submisgns
made to the Conmmission or the Agency. The assessent should (where
applicablelinclude samfe trarsaction testing of custoner accountsor other dealingsto
validate the assessmt, managemen t a@biity and willingnessto effed relevant remedial
action, theentityés or professo n al 6 s ndealing with highnisk custoners and the
entityés or professo n a kenbasced due diigence neasues in place. Inspgedors are
encouraged to use wilatever knowledge thy have of the risks assocated wth any
products, services, cusbmers and geographic locations (high risk countries) to assst
themin properly evaluating an entity& or a profession# #AML/CFT risk assessent;
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this should asst inspeded entities and pofessionés in the dvelopment and
implementation of their risk-based approach to AML/CFT. Where a high risk transaction
is not detected, for exampke, or the transaction of a high risk custongr falls through the
cracks, espedally in relation to signficant finarcial transactions, this may be indicative
of weak internal control systems i weak ri sk managgment practices, regulatory breaches
regarding the identification of high risks, insuficient staff training andweak transaction
monitoring mechanisms.These mustbe viewed as some ofthe red flag indicators which
may jusify not only corredive action, but also the application of adminstrative penalties
and criminal sarctionsi systemic breakdownsor inadequatecontrols should invariably
attract proportionate esponses.

(i) Inspedors of the Agency and the Conmission should condict their inspestions

with diligence and be very alert to any nuarces that might point to a risk of a weak

internal control system toadequately @al with AML/CFT activities. During inspections

inspectors should,where feasibk, inform managment of any deficiencies discovered and

how these may be g@popriately remedied. This should be Dllowed up after evey

inspection with a formal report outfiining all of the identfied weaknesses and
recommending necessay propotrtionate corrective action and within what time frame

sueh corrective action shouldbe effeded. It shodd always be bornein mind that certain

identified weaknesses, if not corrected on an urgent basis, may sult in wider

consequences of a regative nature.

(iv) Esentially within thecontext of the ri sk-based approach, boththe Agency andthe
Conmmission should focus their @ntion in m&ing a determination as towhether or not
an entityGs or a professo n a AMLACFT compliance andisk man@ement regimes are
adequatel

1 to med the minimumregulatory requirements (whether arising from thisCode
or other enactment, established policies, guidelines, prmice directions or
directives or dherwise); and

1 to appropriatey, efficiently and effedivdy mitigate anyidentified risks.

Inspedors shouldnotethat the objective of an inspection is not to prohibit an entity or a
professonal from engagng in high risk activity; it is Smply to estaldish that entities and
professonalshave in place andapdy adequae and effedive appropiiate risk mitigation
strateges.

(v) In preparing their reports following an inspedion of an entity or a professiond
inspectors of the Agency and the Conmission should note that while it is not in evey
caseof aregulatory breach or an identfied AML/CFT deficiency that a criminal sarction
or a fine or a penalty nead be appied, they shouldnevetheless fedl free to provide
guidance onthe nature and gravity of the breach or identified AML/CFT weakness in
order to enable an informed dedsion to be t&ken in resped thereof. Generally, some
breaches or AML/CFT deficiencies may onlyrequire corrective action, but sarctionsmay
neal to be applied in cases of subsantial breaches or deficiencies. What consttutesa
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Aisubgantial breach or deficiencyo is a matterof fact to be determined by the Agency or
the Commission, as the case may be. It is always important that the Agency and the
Conmmission should appopriately docunment thefacts onwhich a aétermination is maek.]

Training of Agency and Commission staff

10. (1) TheAgency and the Conmission are required to adequately train their stdf who
are engaged in conducting an-site and off-site inspection of entities and prdessonals to enable
themto makeobjective assessmentand form soundcompaative judgments about entities and
professona  sarti-morey laundering and terrorist financing systems andaontrols.

(2)  Thetraining referred to in subsetion (1) should be developedin a way as to
enable inspeding staf to properly and adequately assess

@ the quality of interna procedures, including regular employee training
progammes and internal audit, and comgiance and risk maregement
functions ofan entity or a professonal;

(b)  whether or not the risk maragementpolicies, procedures and processesof
an entity or a profesgonal are appropriate in the context of the entityd sr
professona &isk profile and are adjused on a periodic basisin light of
theentityd s professonal @lrenging risk profil es;

(© the participation of senior maragement of an entity or a professona to
confirm thatthey have undertaken adequate risk maragementand thatthe
necessary controls andprocedures arein place and

(d)  the level of understanding of an entityd or professonal ojuior stéf,
espedally its front-desk stdf, of anti-morey laundering and terrorist
financing laws, policies and procedures and the interna control systems
that aid the process of detecting and preventing activities of morey
launcering and terroristfinarcing.

[Explanation:

0) In order to ensureappropriate guidanceto an entity or to a professonal andto
ensure a consistent implementation of AML/CFT laws, poicies, processes and
procedures, theAgency and the Comission gaff who arecharged with the iesponsbility
of assessing arentity®s or a proésso n a | MLECFTAregime must thenselves be
adequatelytrained. Adequatetraining of inspection staff will aid immensely the process
of making objective assessmnts and ensuting appropiate recmmmendaions for
corrective eations with resped to regulatory breaches and identified AML/CFT
deficiencies.

(i) Making an assessent requiresvalue judgnent; inspection staff shouldbe well-
equipped to make such judgnment with respect to the adequacy or otherwse of
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managment controls and systems vis-a-vis current and potential risks posd by the
busiress or busiresses engaged in by an entity or a professond. Undertaking
comparatve assessients between entities and professonals, including what obtans
elsewhee, will properly assst the praess of determining the relative stengths and
weaknessesof the arrangenents adopted andimplemented by diferent entities and
professonals.

(i) Training should also dcus on enabling inspection staff to estadish a balance
between identfied AML/CFT risks and the esaurces available and appkd in efficiently
and effedivdy managng swch risks. FATF Recommendaton 29 requires a review of
custoner files and the sampling of accounts (where applicable) andtraining shoud
provide aguideline asto howto properly embak on such a review process with the ful
cooperation oftheentity or professionabeing inspeded]

PART Il
ESTABLISHING INT ERNAL SYSTEMSAND CONTROLS

Requir ement to establish an internal control system

11 (1)  An entity or a professona shall establsh and maintaina written and effective
systemof interna controls which provides appropriate palicies, processesand procedures for
forestalling and preventing morey laundering and terrorist financing.

(2) The written system of internal controls establshed purswant to sulsedion (1)
shell beframed inaway that wouldi

@ enable the entity or professonal to effectively condwct an assessmenbf
the risks that a busiress relationshipor one-off transadion may posewith
resped to morey laundering and terrorist financing; and

(b) be appragpriate to the circumdances of the busiress relationshipor oneoff
transadion, having regard tothe degree of risksassessed.

(3) Anentityd eraprofessona avattensystem of internal controlsshall includethe
following mattesi

@ providingincreased focus on theentityd er profess i o ropefatidrss, such
asits or his orher produds, services, custamers and geographic locations,
thatare more vulnerable to abuseby morey laurderers, terrorist financiers
and othercriminals;

(b) providingregular reviews of therisk assessmerdnd marmgementpolicies,
processesand procedures, takinginto acoounttheentityd er professona 6 s
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(©

(d)

(€)

(f)

(9)

(h)

()

(k)

()

(m)

circumgances and environmentand the activities rdative to its or his
busiress;

designating an individual or individuals at the lewe of the entityd ®or
professonalGs senior management who is respasible for maraging anti-
morey laundering and terrorist financing comgiance

providingfor an anti-money laundering and terrorist financing compiance
functionand review programme;

ensuring that the morey laundering and terrorist financing risks are
assesed and mitigated before new products ae offered;

informing senior management or the professonal of comgdiance
initiatives, identified compiance deficiencies, corredive adion required
or taken, new custaners who may be high risk, susprious adivity reports
that are fil ed with the Agency and any advice or guidance issued by the
Agency pursuant to sdion 7(3);

providing for busiress and programme continuity notwithstandng any
changes in managementor employee composition or stucture;

the manrer of deding with and expediting recommendations for
regulatay breaches and anti-morey laurdering and terrorist financing
compiance contained in any report arising from an inspection condcted
purswant to sdion 9;

measures to adequately meet record keeping and reporting requirements
and providing for timdy updates in resporse to changes in regulatiors,
policies and other initiatives relating to anti-morey laurdering and
terrorist financing;

implementing risk-based customer due diligence policies, processesand
procedures;

providing for additional controls for higher risk custamers, transadions
and products as may be necessary (such as setting transadion limits and
requiring maragementapprovals);

providing mechanisms for the timdy identificaion of reporible
transadionsand ensure accurate filing of required reports;

providing for adequate supervision of employees that hande (where

applicable) currency transadions, compete reports, grant exemptions,
monitor for suspcious adivity or engage in any otheradivity thatforms
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(n)

(0)

(P)

(@)

()

()

(t)

(u)

v)

part of the entityd ®r professonal Gasti-morey laundering and terrorist
financing programme;

incorporating anti-monrey laundering and terrorist financing compiance
into job desriptionsand performance evaluationsof key st&f;

providing for appraopriate and periodic training to be given to all key stff,
includingfront dfice staff;

providingfor acommon control framework in the caseof groupentities;

providing a mechanism for disciplining employees who fail, without
reasoreble excuse, to make, or to make timdy, reports of any internal
suspcious adivity or transadion relating to money laundering or terrorist
financing;

providing senior maragement with means of independently testing and
validating the development and operation of the risk and maregement
processesand related internal controls to appropriately reflea the risk
profile of theentity;

providing appropriate measures for the idertificaion of comgdex or
unuswal large or unusa large ptterns of tansadions which do not
demonstete any apparent or visible econonic or lawful purposeor which
are unuswal having regard to the patterns of busness or known resources
of applicants forbusiressor custamers;

(Inserted bySl. 4/20®)

establshing policies, processes and procedures for communicating to
employees an entityd sor a prdessona Owvaitten system of internal
controls;

(Inserted bySl. 4/200)

establshing policies, processes,procedures and conditions governing the
entering into busiress relationships prior to effeding any required
verifications;and

(Inserted bySl. 4/200)

any matter that the Conmission consicers relevant to be included and it
issues a directive in writing to that effect in relation to an entity or a
professonal.

(3A) Every entity and professional shall establsh and maintainan indepgendent audit
function thatis adequately resaurced to testcompiance, including ample testing, with its or his
written system of internal controls and the other provisions of the Anti-money Laundering
Regulations and thi€ode.
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(Inserted bySl. 4/200)

4) An entity or a professona that fails to establsh a written system of internd
controlsin accordance with the requirementsof this sedion commits an offence and is liable to
be proceeded against pursuant to sedion 27(4) of the Praeealsof Criminal Conduct Act.

[Explanation:

0] This Codeadoptsa risk-based approach which is consicered the mosteffedive
way of managingthe risks that are associated wh morey laundering and terrorist
finarcing. It mustbe viewed as suppementing the AMLR, DTOA, PCCA, FSCAand the
2002 Order in so far as morey launderingand terrorist finarncing are concerned. The
risk-based approach essentially enablesan entity and a professonal to balance theisks
associatedwith a custoner or a spedfic transaction to the estadished measuresto
contan and properly deal with thoserisks; it provides an element of flexbility that
enablesan entity or a professionalo devise and applyits or his own systemsof internal
controls and managpment to deal with spedfic cases and circumstanes to forestdl and
prevent acts of morey launderingand terrorist finarncing in relation to the entity. It is
consicered to be amore cost effedive apprach to dealing with morey launderingand
terrorist finarcing in that it allows the entity or professonal to concentrate resoures
proportionately to the more vulnerableareas of operationsto ensurean effedive system
of controls. In a nutshell, the risk-based approach encompases a recogniion of the
exstence of the risks, an undertaking of the assessnent of the risks and devdoping
strateges to efédivey manageand mitgate therisks identifed.

(i) An entityGs or a professonalts ability to effedivey deal with morey laundering
and terroristfinarcing activities wil depend imnensely on the neasuresestaldished and
implementedto ensureappropiiate internal controls. The entity or professional needs to
devdop appropliate compliance measues that properly enable the assessnent of risks
with resped to busiress ilationshipsand one-off transactions; it or he or sheneads to
undertake AML/CFT risk assessenmts if it or heor sheis to properly and effedivey build
a solid regimeof internal controls.

(i) The nature, form and extent of AML/CFT compliance controls will invariably
depend on seveal factors, consicering the satus and circumstanes of the entity or
professond. Someof thosefactors may beutlined as folows’

1 the nature, scale and compkxty of the entityGs or professo n a budrgess
operations;

1 the diversity of the entityd ®r professo n a bpé&adions, includingits or his
or her geographical diversity;

1 the profile of the entityés or professo n a ¢ugiosers, products, services and
activities;
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1 the distribuion chanms utilised bytheentity or prafessond;

1 the size and volume of the transactions engaged in by the entity or
professond,;

1 thedegree of risk assocatedwith each area of the operations of the entity or
professond,;

1 theexentto whichthe entity or professonal is dealing directly with its or his
or her custoners or is dealing through irtermediaries, third parties,
correspon@nts ornon-face to face chanrels; and

1 the measure of regulatory compliance which has effed@ on AML/CFT
compliane.

It is importanttherefore, in devdoping a systemof internal controls, for an entity or a
professonal to adopt a halstic approach that takes the above factorsinto accourt. The
factorsoperate as guidelinesand adherence theeto will assst an entity or a professonal
in properly and effedively developing and estaldishing a strong AML/CFT regime that
kegs the entityd ®r professo n a haie inact and insuatesit or him or her against
unwarrarted criminal activity.

(iv) An entity or a professonal is free tostructure the risks it or he or sheassesss
acoording to the degree of the risks: higher risks will require enharced due diligerce to
be performed by theentity or professonal with resped to high risk customers, busiress
relationships or transactions; medium risks will require some form of enharced due
diligence tosaiisfy the entityGs or professo n a inté&ral control system; lower risks may
require reduced or simplified measures, but not be compktely exempted from due
diligence measures.

(V) The requirement to establish and maintan an indepgendent audit function creates
an obligation on an entity anda professonal to essentidly ensure theestaldishment of
appropriate and effedive medhanismswhich allow for a periodic evaluation of the
implementation by the entity or professonal of the provisionsof the AMLR andthis Code
as well as the internal control systems developed by the entity or professonal. This
obligation mustbe implenented by a person or personsthat functionindependently and
who have theability to make objective assessentsin a transparent andfair manrer. The
audit function may forma separate and independent unit of the entity (such as its
compliance portfbio) or the professo n a luristaking, or the function may be
outsouced. Whatever arrangement the entity chooss, it or he or she must provide
adequate fnarncial and human esources as would be commensurae with the ske and
volumeof busiress of the entity or professional ancadopt measuresthat guaranee the
independent functioring of the arrangement. It should be notedthat ukimately the
objective isto ensurea proper and adequatetesting of the entityGs leve of compliance
with its AML/CFT obligationsunder the AMLR, this Codeand other applicable laws and
policies. It is imperative that the results of any testing of complianceobligations under
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this sedion are emboded in a compliance auditreport to be maintaned by the entity or
professonal and made available to the Agency or Conmission in an inspe&tion or
wheneve requested.In addition, the entity or professionalmustprovide an indication in
writing as regards the stepstaken, where appicable, to comply wth any shotcomings
identified in a canpliance audt.]

(Inserted bySl. 4/200)

Prohibition of misuseof technological developments

11A. Anentity or a professiona shell adoptand maintain such policies, procedures and other
measures consicered appropriate to prevent the msuse of tehnolagicd developments for
purposes of morey laundering or terrorist financing.

(Inserted bySl. 4/20M)

[Explanation:

) A lot of transactionsare carried out thesedays utilizing the facilities afforded by
the internet. While thee are thosethat utilize thesefacilities for legitimate busiess
reasons.there are alsdhosethat abuse andnisuse the fadifies for nefariousactivities.
Financial institutions such as barks, insurance companes, mutual fundsand financing
and morey services entities that are engaged in the busimss of recaving and making
payment of monies generally utlize tehnologcal facilities (such as telephone baking,
transmisgon of instructions through the means of facsimik, investing via the internet,
wire transfers, etc.) to estaldish business relationships and engage in various
transactions and are therefore particularly vulnerable to the abuseof technologes to
facilitate morey laundering, érroristfinancingand other finagial crime ectivities.

(i) Sedion 11A therefore obligates an entity or a professonal that utilizes
technologcal facilities to adopt appropiriate plicies, procedures and other relevant
measuresto guard against abuses and misuseahat may be conneded to the useof those
facilities. These mattersare left entirely to the judgnent of the entity or professonal

concerned, having regard to the scope andextent of its reliance on technologcal

facilities. Acoordingly, theentity or professonal is required to devdop and maintan

appropriate policies, procedures and other relevant measuresfor useby its or his or her

stdf to prevent the entity or profesgonal from being used to carry out maney laundering,
terrorist finarcing or other fnarcial crime activities. Both the Agency and the
Conmission may request to see such measures,procedures and other relevant measures
in relationto anyinspection condwcted bythem or for any oter purpo<.

(iii) With resped to therisks that maybe associatedvith electronic services engaged
in by barks, entities that provide banking services are particularly encouraged to make
reference to the Risk Management Principles for Electronic Bankingo issued by the
Basl Committeein July, 2003]

(Inserted bySl. 4/200)
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Duty to carry out risk assessrent

12, An entity and a professional, in addition to establishing a written system of internal
controls,shall cary out money laundering and terrorist financing risk assessmenti relation to
eadt custamer, busiressrelationship or oneff transadion inorder i

@ to deerminethe existence of any risks;
(b) to deermine how bestto marege and mtigate any identified risks;

(© to develop, establish and maintainappragpriate anti-morey laundering and terrorist
financing systemsandcontrolsto effectively respond totheidentified risks;and

(d)  to ensurethatat al times there is full compiance with the requiremerts of the
Anti-morey Laundering Regulations and other enactments, policies, codes,
practice directionsand drectives in dace in relation to anti-morey laundeing and
terrorist financing adivities.

Roles and duties ofan entity and a profesgonal

13. (1) Anentity or aprofessona shall exercise condant vigilance in its dedings with an
applicant for busiress or a custaner and in entering into any busiress relationship or one-off
transadion as a means of deterring personsfrom makinguseof any of its or his or her fadlities
for the puposeof morey launcering and terrorist finarncing.

(Amended by S.I1.4/2009)

(2)  Purswantto sibsedion (1), an entity or a pofessonal shalli

@ verify its or his or her custaners and keep vigilance over any suspcious
transadions;

(b) ensure comgiance with the reporting requirements to the Steering
Committee purswant to the provisionsof the Drug Trafficking Offences
Act and the Proceals of Criminal Conduwct Act and any other enactment
relating to money laundering or terrorist financing;

(© keep record of its or hisor her dealings with each custamer;

(d) put in place as part of its or his interna control system, a mechanism
which enables itor himor her to7

0] determine or recave confirmation of, the true identty of a
custamer requestingits or his or her service

(i) recognise and report to the Steering Committee, a
transadion which raisesa suspcion that the money involved may
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be a proceel of a crimina conduct, drug trafficking or drug morey
launcering or may relateto afinancing of terrorist adivity;

(i)  keep records of its or his or her dedings with a custaner and of
reports submited to the Steering Conmittee, for the perioc
prescribed under the Anti-morey launcering Regulationsand this
Cods; and

(iv) ensure that timdy reports are made to the Agency, where &
proposed or existing busiress relationship or oneoff transadior
with a poltically exposed persongivesgrounds for suspicion;

(e ensu e that key staff know to whom theirsuspcions should bereported;

() ensu e that there is a clear procedurefor reporting a suspcioustransadion
to the Reporting Officer without delay;
(Amended by S.1.4/2009)

(g)  ensurethatit or he or shehas in place a systemof regularly montoring
and testing the implementation of its or his or her vigilance systemsto
detect any adivity thatpoint to morey laundering or errorist financing;

(Amended by S.1.4/2009)

(h) identify and pay special attention to, and examine, as far as possble, the
badkground and purpose of, any compex or unusw large or unusual
pattern of transadion or transadion that does not demonstete any
apparent or visble economic or lavful purpose orwhich is unuswa having
regard to the pattern of busiress or known sarces of an applicant for
busiress or acustamer;

(Inserted bySl. 4/200)

(1 record its or his or her findings in relation to any examination caried out
purswant to paragraph (h) and make seh findings available to the Agency,
Commission or other &wful authority, including the auditors of the entity
or profesgonal, for aperiod ofat least 5 years; and

(Inserted bySl. 4/20)

(), adopt and maintainpolicies and procedures to deal with spedfic risks that
may be assocated with non-face to face business relationships or
transadions, including when establshing or condwcting angoing due
diligence with respect to swch relationships orransactions.

(Inserted bySl. 4/20M)

3) Where unar sub®ction (2) a report is required to be madeto the Steering
Committee, thatreport may be madethrough the Agency.
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4) An entity or a professona that fails to compgy with the requirementsof this
sedion commits an offence and is liable to be proceeded against under sedion 27 (4) of the
Proceads of Crimna Conduct Act.

[Explanation:

) The responsbilities outlined herein essentidly are designedto facilitate and
strengthen the iternal control systams thatan entity or, as appicable, aprofessonal is
required to put in place aspart of its risk-based assessent of morey laundering and
terrorist financing activities pursuantto sedion 11. It makes it imperative for the entity
or professonal to execise vigilance in its dealings with custoners and maintan
appropriate records of all transactions. This aacords withthe oblgations set out in the
AMLR and the reporting requirements undr theDTOA, PCCA and the 2002 @der.

(i) Putting in placean appropriate systemto check againstabuseor misuseof the
facilities that an entity or a professonal offers is just one laudabke stg; the entity or
professonal mustensurethat the systemin fact works. It is therefore good practice and
an obligation to regularly monitor and test the estaldished systen. The maner of
monitoringand testingthe g/stemis a matterfor the entity or the professonal. Aswould
be appaent in subsegent provisions of this Code, an effedive monibring process is
essential to determine any activity that tends owards morey launderng or terrorist
finarcing or indeed any otherfinarcial crime. An effedive monitoringsystem asstswith
identification of unusualcomplex or high risk activity or busiress transaction and thus
helps anentity or a pradfessonal in guardingagainst poential risks. Thuswhen designng
internal systems of moritoring (which isexpeded to form part of the required irternal
control systams), it is essentialthat theseare geared towards enabling an early detection
of cetain activities for further examinaton or veification, engaging management
attention to possble logholesthat are being exploited and what remedial measuresneed
be putin place. Monitoring may be carried out at different levds, including electronic
monitoring of a custoner OGastivities; hovever, serious consideration should always be
given to implementing a monitoring process at the ime wlen busiress transactions are
taking place or aboutto take place or through someindependent review that gives an
appredable undrstanding of the trarsactions that have keen effected. Ultimagly, it
shouldbe notedhat there isno fixed science to monitoring; it is a question of designing
appropriate ystans of irternal controls and applying good judgsmt.

(i) Furthermoee, key staff mustneve beleft in doubtasto whomwithin the entity or
the professo n a kstaldishment to report sugicious activities. There mustbe clear
procedures for the reporting medhanism; theReporting Officer mustbe central to the
reporting process and nothing mustbe held from himor her in terms of compliance
measures elativeto AML/CFT matters.

(@iv) It should be noted thatcomplkx and unusual large transactions or unusual
paterns of transactions may take &ferent forms and will vary from transaction to
transaction. Entities and professonals should execise the utmost vigilance and, in
particular, in carrying out their examinaton of the background and purposeof a
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transaction, pay atention to significant transactions pertaining to a busiress
relationship, transactions that exced certain limits that are unusualwith a custoner or
that shouldraise a red flag, very high account turnovers that are inconsigent with the
size of the balane, andtransactionswvhichfall outside the scopeof the regular patern of
the aco u n tctivig. a

(Inserted bySl. 4/200)

(V) The formation of non-face to face busiress relationshipsor transactions may
vary. It is for the entity or professonal to idenify and properly scrutinize the form and
nature ofa non-face toface busimssrelationshipor transaction. Stch a relationship or

transaction maybe concludedelectronically over theinternet or by postor mayrelate to
services and transactions over the internet, including trading in seaurities by retail

investars over the irternet or other interactive compuer services; the use of ATM

mechines, tedphane banking, transmisson of instructionsor applicationsby facsimile or
similar means; and effeding payments and recaving cash withdrawals as part of

electronic point of sale transaction utilizing prepaid or reloadade or acocourt-linked

valuecards.

(Inserted bySl. 4/20®)

(vi) The AMLR requires the appoirtment of an Anti-morey Laundering Reporting
Officer (referred to in this Code asfithe Reporting Officerd). For entities that are
regulated by theCommission, they arerequired under the FSCAto appant Compliance
Officers. The FSCAallows seh ComplianceOfficers to also function as Reporting
Officers. Howe\er, the mere appoirtment of a Compliance Ofter by an entity that is
regulated by the Conmission does not in itself automaically qualfy the Offcer to
perform the role of a Reporting Officer; the approval of the Commission is required (see
sedion 34(7) of theFSCA).]
(Amended by S.1.4/2009)

Responsibiliti es of senior management

(1) For the purposes of this Code, a reference to fisenior maragemerto of an entity

refers to the entityés officer or officers holding the posiion of diredor, mareger or equivalent
posiion, and includes any otherpersonwho is diredly involved in the entityd sledsion-making
processesit a enior level.

(2)  Thesenior managementof an entity shall 1

@ adopt such documented policies, consistent with the requirementsof this
Codeand the Anti-money Laundering Regulationsand related enadments,
as may be relevant to the prevention of morey laundering and terrorist
financing;

(b)  ensurethattherisk assessmentrequired under section 12 is carried out and

submited to the senior maregement for its consideration, approval and
guidance
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© ensure that the establshed policies to prevent morey laundering and
terrorist financing and the risk assessmentghat are carried out are
reviewed from time to time at apprgoriate levels and kept up-to-date as
necessary,

(d)  alocae responshility for the establshmentand mainterance of risk-based
anti-morey laurdering and terrorist financing systemsand controls and
moritor theeffectivenessof such systems andcontrols;

(e ensure that overall the entityd santi-morey laundering and terrorist
financing systemsand controls are kept under regular review and that
breaches are dealt with prompty;

()] oversee the entityd snti-morey laundering and terrorist financing regime
and ensurespedly action in effecting corrective measures with resped to
any identified deficiencies;

(g)  ensurethatregular and timdy informationrelevant to the maragement of
the entityd snti-morey laundering and terrorist financing risks is made
available to the enior management; and

(h)  ensurethat the Rporting Officer is adequately resourced.

(3)  Theobligationsof senior maregementoutlinedin subsetion (2) may form part of
thewritten systemof interna controls of e entity required urder section 11.

[Explanation:

0) Sedion 11 (3) (r) of this Codeoutlinesas oneof the mattersto be emboded in an
entityGs written systemof internal controls, the neal for providing senior management
with the meansof independently testingand validating the devdopment and operation of
the risk and management processesin order to refled appropiiately theentityé risk
profile. Sedion 14, ineffed, provides themechanics ofensuring full compliance with that
requirement. The matte's outlined are essential to an effedive testingmachinery of an
entityGs anti-morey launderingand terrorist financing regime. The testing shoulde risk-
based, concentrating attention on higher risk customers, products and services, while at
the same itmeevaluating the adequacy of the entityd sverall AML/CFT progranme This
should exend to testing the quaity of risk management for the entityd s eratigns,
including any ofts sub&liaries.

(i) While the section is not outlined as an obligation applicable to a professional, a
professonal is well-advised to adog, to the exent feasibleto effectivdy insuate his or
her ant-morey laurdering and terrorist financing regime, the measures spedfied in
relation to senior managment. Considering the nexus between this sedion and sedion
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11 (whichappliesto a professiong), adoping the features of sedion 14 by a professonal
will be of imnenseassstane.]

Responsibilities of an employee
15. (1) Anemployeeof an entity or aprofessonal shall

@ a al times comgy with the interna control systems of his or her
employer, including all measures relating to the employerés anti-morey
launckering and terrorist financing mecdhanisms, and

(b) discloseany suspcion he or she comesacrossin the course of his or her
duties to his Reporting Cfice or other appropriate senior officer in
acordance with the internal control systemsand reporting piocedures of
his or her employer.

(2) An employee of an entity or a professonal shall, in accordance with the interna
control systemsand reporting procedures of his or her employer, make a report to his or her
employerés Reporting Officer concerning (where applicable) a suspcious custaner he or shehas
been involved with in his or her previous employment,if thatcustaner subsequently becomesan
applicant for busiresswith the new employer and the employee recdls thatprevious susfcion.

3) Where an employee to whom subsetion (2) applies fails to make the report
required of him or her under that sulsedion, he or shecommits an offence and is liable to be
proceeded against under sedion 27(4) of the Poceeds of Criminal Conduwct Act.

Reporting Officer

16. (1) An entity shall appointa Reporting Offi cer with sufficient seniority in accordance
with sedion 13 of the Anti-morey Laundering Regulationswho shall have the respongbility of
performing thefunctions outined in that section oftheregulations.

(Amended by S.1.4/2009)

(2) A ReportingOfficer shell be aperson whoi

@ meets the qualificaions outined in the Anti-morney Laundering
Regulations;

(b) understands the busiress of the entity and is well-versed in the different
types of transadion and products which the entity handlesand which may
give riseto opportuntiiesfor morey laundering or terrorist financing.

(3) Anentityshal i

@ ensurethat the Reporting Officer has suficient time to undertake and
perform hisor her duies;
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(b) provide the Reporting Officer with sufficient resources, including
financial and humanresources as may be necessary, to enable him or her
to properly and efficiently discharge his dutes;

(© afford the Reporting Officer dired access to the entityd ssenior
maregement (including its board of diredors or equivalent body) with
resped to mattes concerning the prevention of morey launcring and
terrorist financing; and

(d) notify the Agency, or the Conmission in the case of a regulated entity, in
writing within fourteen days of its Reporting Officer ceasing to act as such
and shall prompty act to appoint anotherpersonto replace him or her in
acordance with the provisions of the Ant-morey Laundering
Regulatiors.

(4) The reference in subgction (1) to fisufficient seniorityd in relation to the
appointment of a Reporting Officer within an entity shell be constried as a reference to an
appointmentat a €nior maregement lewel.

[Explanation:

0] The Reporting Officer is expected toplay avery signficantrole in the monitoring
and implementation of an entityés AML/CFT regime, including monitoring adherence to

the entityGs internal control systams to ensure full compliance wh all enactments
relating to AML/CFT. Heor sheeffectivdy functions asheliaison ketween the entity and
the Agency andwith resped to the entityé& compliance with estadished AML/CFT laws,

policies and procedures. Where the Agency has any issues with or requiresinformation
or otherform of asgstance fromthe entity, theReporting Officer is expeded to deal with

the issues or render the recessary assstane. The ComplianceOfficer appoirted

pursuantto the FSCA(whether or not the person also functionsas a Reporting Officer)

performs a sinlar rolein relation to the Commission.

(i) Accordingly, in order to ensurethat a Reporting Officer effedively performs the
role assgned to him or her, it is importantthat theperson is appropiiately qualified in

acoordarnce with the AMLR, ft and proper and is of sufiicient seniority. A Reporting

Officer must be placed so as to enable him or her to operate independently in the
performarce of his or her duties and without any undueinfluence, espedally in relation

to what he or she maybe monitoringand reporting with resped to the entity, or the
professonal (where applicable). He or she must be given unrestricted access to the
entityGs recrds and board of directors (or equivalent body such asin a partnership) in

order to ensure abalanced and objective assesnment of suspcious transactions or of
custoners. Apart from enabling him or her to formulate a proper report to the Agency,

suwch access would also assst the entity (or professonal) in adoping relevant measures
to guard against any abuse ofthe facilties it offers and thus keg it away from
unintentionaly getting doseto canmitting any beach or criminal offerce
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(Amended by S.1.4/200)

(i) In cases where a Compliance Officer appoirted pursuantto the FSCA also
performs the role of a Reporting Officer for an entity, it is the respongbility of senior
managgment to ensure hat the complianceand reporting functionsare notmuddkd; the
functionsmustbe digdinct, even thoughrelated in somemeasure,in order to ensurethat
the exewtion of the reporting requirements under the DTOA,PCCA, the 2002Order,
AMLR andthis Code are notlelayed or in any way hindesd. An entity with a subsantal
busiressbasewill find it necessaryto appointother staff to assst the Reporting Officer
by filtering reports to the Reporting Officer who then synthesisessuch reports for the
purposesof making a determination for onward reporting to the Agncy or the
Commission in relation to complian@-related matters with resped to AML/CFT. It
should be notedthat whatever internal reporting mechanismsan entity estaldishes,the
ultimate reporting function vests in the Reporting Officer and acoordingly other
employees with reporting functionsmustbe answerable to the Reporting Officer. It will
be acting contrary to the AMLR and this Codeto placeany employee so as to undermine
the furctions of theReporting Oficer.

(iv)  The Reporting Officer is expeded to have a broad knowledge ofAML/CFT
matters, including current laws and policies relating thereto. He or she must
appropriately utilise his or her knowledge andexperience to fully assesghe disclosures
madeto him or her; heor sheis only obligatedto make a suspcious activity report to the
Agency if he or sheconsiders that, on the basisof the assessent, the informationat his
or her disposalgives rise to a knowledgeor suspicion, or providesreasonablegrounds
for knowledge orsuspcion, of morey launderingor terrorist finarncing. It is therefore not
obligatory that the Reporting Officer must pass on to the Agency all sugicious
transaction reportsrecaved by himor her; every report receved by him or her requires
the application of judgment on his or her part, bearing in mind the requisite statutory
obligations,current poicies ofthe entity and theentityGs internal control systems relative
to AML/CFT. In situaions where a Reporting Oficer is not certain as to wigther or not a
report he or shehasreceived merits onwardreporting, such a report must betransmitted
to the Agency (see section 18 below); the Reporting Officee may provide such
explanaion or view with resped to the report which he or she considers may aidthe

Agency.

(V) While a Reporting Officer may be tasked with other respongbilities within an
entity as part of his or her official assignments, it is importantthat such responsbilities
are not so onerous as to hinderthe Reporting Officer from effedivey performing his or
her statutory functions.lIt is the duty of a Reporting Officer who finds himself or herself
in swch a situation to discussthe matter with senior managment to seek an acceptabde
resoluion that enablesan effedive performarce of his or her reporting functions.Stch
discussionsand the outcome theeof mustbe dacumented by the Reporting Officer and
where thereis no acceptable resoluion the Reporting Officer mustimmediately inform
the Agency and the Conmission. Following an assessent by the Agency or the
Conmmission, the entity may be required to scale back the Reporting Officer& other
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official responsbilities or seek to appoint another person as the entity& Reporting
Officer.

(vi) The AVILR reagnises that there arecircumstarces where an entity may nothave
employees in the Virgin Islandsand any guidelines provided in this Code inrelation to
swch an entity or in relation to other circumstarces shall have effea with resped thereto.
An entityGs appoirted person to perform the functions of Reporting Officer may be an
employee of the entity, an exernal individual resident in the Virgin Islands oran external
individual residentoutsde theVirgin Islandsin a jurisdictionthatis recognised by virtue
of sedion 52 of this Code (see Shedule 2). In each case, the quaifications set out in
regulation 13 of the AMLR mustbe net. Generally, in any ofthesecases, the AML/CFT
reporting requiranentsof the AMLR and thisCode will apply.
(Inserted bySl. 4/20®)

(vii)  The AMLR andthis Code st outtheinternal reporting obligationsof entities with
resped to suspcious transections. It is reagnised that mutual fundsand mutual fund
administrdors bear the same ohbbationsin relation to their relevant finarcial bushess.
While ukimate responsbility resides in the entity to ensure appropriate reporting
medanisms,swch an obligation may besatsfied in ways other than through the direct
appoirtment of a Reporting Officer for the Fund. Incircumstanes where the Fund does
not have any stéf employed in the Virgin Islandsandthe issuance andadministration of
subscriptionsand redemptionsis performed by a person who is regulated in the Virgin
Islands or a recognised jurisdiction (Schedule 2) pursuantto sedion 52 of this Codk,
complianceby such person with the AML/CFT requirements of the Teritory or the
recognised jurisdiction will be constried and accepted as comgiance with the
obligatonsset outin the AMLR and this Coce. It would be construed and considered as
acceptade alsowhere aFund appoirts a qualified third party pursuanto the provisions
of the AMLR to act as its Reporting Officer; such third party may be an individual
residentwithin or outdde the Virgn Islandswho is qualified and conpetent to perform
suwch a role. It is essential (and shouldbe consdered good practice), howeve, that the
directors of the Fund daument through appropiiate mechanisms (whether through
board resoluions or otherwise) the formand manner in which the Funchassaisfied its
obligationsto ensure compliance wih internal reporting procedures with resped to the
identification and repoting of susmioustransadions]
(Inserted bySl. 4/200)

Duty of Reporting Officer to make a report to the Agency

17. (1) A Reporting Officer shal make a report to the Agency of every suspicious
custamer or transadion relatingto hisor herentity and such report may i

@ be made in such form as the Reporting Officer consicers relevant,
provided that itcomgdieswith therequirements ofsedion55; and

(b) be sent by facsimile, or by other electronic means if signedelectronicdly,
where the Reporting Gificer consders theurgent need to make thereport.
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(2) A Reporting Officer who fails to compy with subsetion (1) commits an offence
and is liable tobe proeeded against under section 27 (4) of the Proceals of Criminal Conduct
Act.

Reporting a suspicion

18 (1)  Anemployee of an entity or aprofessonal, includingsenior management, shall 1

@ report a suspcious activity or transadion to a Reporting Officer in such
form as the Reporting Officer determines or in such otherform establshed
by the entity or professona as part of its internal control systemas the
Commission may approve in writing, provided that the report compies
with therequirements ofsedion 55; and

(b)  ensurethat the report made under paragraph (a) provides details of the
information giving rise to any knowledge or reasoreble grounds for the
suspcion held, including thefull details ofthe customers.

(2) Therequirementto report a suspcious adivity or transadion under subction (1)
includes the reporting of any attempted adivity or transadion thatthe entity or professonal has
turned away.

3) For the purposes of subsedion (1), and subsetion (2) where possble, a report
must be madein circumstarces where an applicant for busiress or a customer fails to provide
adequate information or supportingevidence to verify his or her identity or, in the caseof alega
persan, the icentity of any beneficial owner.

(4) A Reporting Officer shall, on recept of areportconcerning a suspciousadivity or
transadion, investigte the details of thereport and determinewhether i

@ the irformation contaired in thereport suppas the suspcion; and
(b)  thereistheneed under the circumdances tosubmt areport to theAgency.

(5) If the Reporting Officer deddes hat the information des not subsntiate a
suspcion of morey laundering or terrorist financing, the Reporting Officer shall

@ record that dedsion, outlining the nature of the informationto which the
suspcious adivity relates, the date he or shereceived the information, the
full name of the prsonwho provided him or her with the infaomationand
the date he or she took the dedsion that the information did not
subgantiate asuspcion of morey laundering or terrorist financing;

(b) statethereason orreasans forhis or her dedsion; and
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(© make the rewrd for his or her dedsion available to the Agency or
Commisgonin an insgdion orwhenever requested.

(Substiuted byS.1.4/2009)

(6) Where the Reporting Officer is uncertain as to whether the details of the report
recaved by him or her subsentiate the suspcion, he or sheshall make a report of the suspcion
to the Agency.

(7)  Wherei

@ an employee of an entity or a professond fails to compy with subsetion
(1), or

(b)  aReporting Officer fails to compy with subction (4), (5) or (6), he or
shecommits an offence and is liable to be procealed against under section
27 @) of the Pra@eads of Criminal Condct Act.

[Explanation:

) It shouldbe noted that the DTOA and the PCCA make it imperative for a person
to make a report of any informationthat comes to hisor her knowledgein the courseof
any suspcious busiress activity or transaction in his or her employment. Siwch
information must relate to a situaton where the person knows or suspets or has
reasonablegroundsfor knowingor suspeting that anotherpersonis engaged in morey
laundering. Simiar provision is madein resped of terrorist financing under the 2002
Order. In resped of an entity, this obligation appliesto boththe entity and theemployees
of the entity who posses the irformation in the circumstancedescribed. However, in
relation to the employees, their reporting obligation is dischargd when they make the
requidte report in accordance with the provisons of the AVMLR and this Code or the
procedures estaldishedby their employer.

(i) It is importantthat persons with knowledge of any suspcious activity or
transaction make a timely report of their suspcions. Depending on the nature ofthe
activity or transaction or the eviderce relating thereto, a timely report can make a huge
difference interms of its value; delayed reporting may beviewed as a deliberate attempt
to not fully comply with the reporting obligations outlined in the AMLR and this Code
and the internal procedures estaldished by the applicable entity. Swch condwt must
attract applicable sawmtions and/or disciplinary proceedings against the employee
concerned.

(iii) There may be circumstances where an applcant for busiress or one-off
transaction may be unwilling to provide or may simply fail to provide adequate
information requestedto verify his or her identity or, in the caseof a legal person, the
identity of the beneficial owner or other person controlling such beneficial owrer. The
transaction may, asa resutlt, not be concluded.lt is importantin such a situation for the
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employee to record the fact of such an activity and the details of the person and the
transaction concerned. Where the entity turns away theapplicant for busiress, it must
nevethelessrecord the essentialinformation and transmit that to the Reporting Officer

who must in turn inform the Agency if in his or her assessnent the information
subgantiatesa suspcion of morey launderingor terrorist financing. It should be noted,
howeve, that it may rot be inall cases that suwch a requirement comes into play: the
employee dealing with the applicant for busiress must consicer the nature, size and
volume ofthe desired businesselationship,the amountinvolved and sou ce ofthe funds,
whether or not the person is acting for himself or herself or on behalf of sonebody else
(legal or naturd), the demeanour of the appicant for busiress,the risks involved and so
on. It becomes a question of judgment as to whether the relationship soughtby the
applcant for busiress merits suspcion for reporting purposes; butn any case wiere a
suspcion is held, it must be reported to the Reporting Officer. Yet there arealso
situatons where an applicant for busiress may turn away before any essential
informationis rearded of or from him or her; in such a casethe obligation provided
under section 18(2) will notapply]

(Amended by S.1.4/2009)

PART III
EFFECTING CUSTOMER DUE DILI GENCE MEASURES

Requir ements of customer due diligence

19. (2) For the purposes of this Code, the reference to ficustamer duediligence0 refers to
the stepsrequired of an entity or a professona in dedings with an applicant for busiressor a
custaner in relation to a busiress relationship or ore-off transadion in order to forestall and
prevent money laurdering, terrorist financing and otherfinancial crimes.

(2) Every entity or professonal shall engage in custamer duediligence in its or his or
her dedings with an applicant for busiressor a custamer, irrespective of the nature or form of
the busimss.

(3) A custaner duediligence processrequires an entity or aprofessonal i

@ to inquire into and identify the applicant for business,or the intended
custamner, and verify theidentity;

(b)  to obtaininformationon the purpose and intended nature of the busiress
relationship;

(© to userdiable eviderce through such inquiry as is necessary to verify the
identity of theapplicant for business or interst custaner;
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(d) to utilisesuch measures as are necessary to understand the circumdances
and busiress of the applicant for busiress or the intended custamer,
including obtaining information on the souce of wealth and funds, size
and volume of the busiess, and expeded reture and level of the
transadion saight;

(Amended by S.1.4/2009)

(e to condwct, where a busnessrelationshipexists, an on-going mornitoring
of that relationship andhetransactions undrtaken for purmposes of making
an assesment regarding consistegy between the transadions undertaken
by the custamer and thecircumgances and busiress of thecustamer; and

(Amended by S.1.4/2009)

()] to inquire into and identify a personwho purports to ad on behalf of an
applicant for busiress or a custaner, which is a legal person or a
partnership, trustor other legal arrangement,is so authorisedand to verify
thepr sonitis. | de

(Inserted bySl. 4/200)

4) An entity shall undertake custaner due diligence in any of the following
circumdances i

@ when establshing abusiress elationship;

(b)  when effecting a one-off transaction (including a wire transfer) which
involves funds of orabove $15,0000r sich lower threshold as the entity
may establsh

(© when there is a suspcion of morey laurdering or terrorist financing,
irrespedive of any exemption or threshold that may be referred to in this
Code including where an applicant for business or a custaner is
consicered by an entity or aprofessona as posng alow risk;
(Amended by S.1.4/2009)

(d)  where a busiress relationship or transadion presents any specific higher
risk scenario; and
(Inserted bySl. 4/200)

(e when the entity has doubts about the veracity or adequacy of previoudy
obtaired custamer identification ceta.
(Amended by S.1.4/2009)

(5) In circumdances where an applicant for busiress or custamer is the trusee of a

trustor alegal person,additional custaner due diigence mesures to be undrtaken shall include
determining thefollowing
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@
(b)

(©

(d)

(€)

thetypeof trust or kgal person;

the nature of the adivities of the trustor legal personand the place where
its adivitiesare carried out; and

in the caseof atrusti

) where the trust forms part of a more comgex structure, details of
the struature, including any underlying companes; and

(i) classs of keneficiaries, charitable obpds and related netters;
in the case of alegal person,the ownership of the legal personand, where
thelega personis a company, details of any group of which the company

is a m@rt, including details of theownership ofthe group;and

whetherthe trustor trusteeor the legal personis subed to regulation and,
if so, cetails of theregulator.

(6) Adopting the risk-based approah, an entity may determine cusbmes or
transadions that it consicers carry low risk in terms of the busiress relationshp, and to make
such adetermination theentity may take into ac@unt sweh factorsasi

@
(b)

(©

(d)
(€)
(f)

(9)

asouce of fixed income(such as saéry, sugerannuation and pensian);

in the caseof afinancia ingtitution, theinstitution is subjed to anti-morey
launcering and terrorist finarcing requirementsthat are consistent with the
FATF Recommendations and are swervised for comgiance with such
requirements;

publicly listed companies that are subgct to regulatay disclosure
requirements;

Government gatutory bodies;
life insurance policies where the annual premium does notxxea $1,000;

insurance policies for pension schemeswhere there is no surrender clause
and the polcy cannotin any way be used as acollateral;

beneficial owners of pooledacmuntsheld by non-financial busiressesand
professons if they are subpd to anti-morey laundring and terrorist
financing requirementsand are subpd to effedive systems for moritoring
and comgiance with the anti-morey laurdering and terrorist financing
requirements;

(Amended by S.1.4/2009)
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(6A)

(7)

(h)

(i)

()

the applicants for business or custaners are resident in foreign
jurisdictions whch the Commission is satisfed are in complance with and
effectively implement the FATF Remmmendations purswant to the
provisions of edion 52;

(Inserted bySl. 4/20M)

in the caseof a body corporate thatis part of a group, the body corparate
is subed to and properly and adequately supervised for comgiance with
anti-morey laundering and terrorist financing requirements that are
consistent with th&ATF Recommendations;and

(Inserted bySl. 4/200)

the entity considers, in all the circumdances of the custamer, having
regard to the entity&s anti-morey laundering and terrorist financing
obligations, to constiute little or norisk.

(Amended by S.I. 4/20@)

For the purposes of subsedion (6) (i), the term fAgroupo, in relation to a body
corpaate, means that body corporate, any otherbody corporate which is its holding company or
subsdiary and any other body corporate which is a subsdiary of that holding compay, and
fisubsdiaryo and fiholding companyo shall be construed in acrdance with sedion 2 (2) to (6) of
theBanksand TrustCompanes Act.

(Inserted bySl. 4/200)

Where purswant to subsetion (6) an entity makes a determination thata custaner
poses low risk, the entity may reduce or simplify the custaner due diligence measures as
required urder subgctions (3, (3)and @) (b).

[Explanation:

(i)

Thened for a regulated entity to operate custoner duediligence (CDD) haslong
been a part of the BM6 s MLACFT regime. The Code nowexendsthe application of the
regime to cover other entities and professonals consicered essential to ensure a
comprehensive compliance egime with the FATFRecommendaions.CDD is consicered
a vey ussful mechanismto proted an entity (and by exensionthe Territory) from the
risks associated wih morey laundering,terrorist financing and otherfinarcial crimes; it
promoes trarsparency in busiress trarsactions and thusreduces the possbilities of
identity theft. An entity or a professonal that approprately devdops and applies
AML/CFT systans and controls effedivdy insuates itself or himsf or herself from
falling afoul of the law and the consequences that flow from criminal proceedings. An
effedivdy applied CDD also helps to bridge aclose elationship between an entity or a
professonal and the regulator and law enforcement generally which helps in keeping
criminals atbay.
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(i) An entity or a professonal mustestalish an appropiiate record in respect of its
or his or her dealings with applicants for busness. The requirement, in essere, is to
identify a custoner T natural or legal, permanent or occasional i and to verify the
identification through the use of reliable, independent source documents, data or
information.In respect of a custoner thatis a legal person, the entity mustensurethat it
veifies the authority of the person purporting to act on behalf of the custoner and
identify and verify theidentity of that person. It must obtan the ctails of the gerson
purpotting to represent the legalpersonand,in effed, condwt CDD on him or her. With
resped to the legal person so represented, itis importantthat the entity or professonal
obtans information orand verifies thelegal status othelegal personi

1 by searing adequateproof of formationor incorporaton or simiar evdence
of establishrent or exstence

1 by seauring the relevant accurate name the nanes of any trustees in the case
of trusts, addresses, diredors (or equivalent posiion holders) andany
instrument that showshe power to bindthelegal person.

(i) It is alsoimportantthat, in resped of a legal person, the entity or professonal
identifies the leneficial owner thereof and verifies hisor her identity throughthe use of
relevant data or other information obtaned from a reliable sourcewith which the entity
or professonal is saisfied. The entity or professonal must seek to understand the
ownrership and control structure of the appicant for businessby estalishing the atual
persons who hold &ontrolling interestin the apjpicant®s busness or who died the mind
of the appicant in terms of the actual management of the compayy. It is therefore
imperative that in any busiress relationship the entity determines upfront whether the
custoner is acting on his or her own behalf or on behalf of anotherpersonandthentake
the recessary MD.

(ivy  CDD entails adopting a risk-based approach to enablean entity or a professonal
to make arisk assessient in relation to a particular custongr who is an applicant for
busiress or a custamer. This will assst the entity or professonal to make an informed
determination of the exentof the identiication and other CDD information to be sought,
how such iformation is to beverified and theextent to which theresulting relationshipis
to be monitoed. Sedion 19 of this Codk, in effect, provides the essentialguidelinesfor
adoping a risk-based approach to CDD and entities and professonals (as applicable)
are required to complywith the guidelines;indeed they may wish to includethe essence
of theguidelines as part aheir internal control systems.

(V) It shouldbe appreaated that identifying an applicant for busiressor a custonsr
asengagingin a higher risk activity concerning morey laundering,terrorist financing or
other fnarcial crime does not necessaily mean that the appicant for busiress or
custoner is a morey launderer or is involved in terrorist finarcing or other criminal
finarncial activity. Corvesely, identifying an applicant for busiressor cusomer carrying
a lower risk of involvement in morey laundering, terrorist finarcing or other finarcial
crime does not necessaily mean that the applicant for busiress or cusomer is not a

43



morey laundeer or is not engaged in terrorist finarcing or other criminal finarcial

activity. Thus where, for instance a custoner engages in occasional finarcial

transactions below the estadishedfinarncial thresholdbut in a series that appear to be
linked, serious consiceration should begiven to not lowering or simplifying the CDD

measures inresped of that custoner even if the custoner is well-known tothe entity
providing the elevant facility. It mustalways be remembered thatthosebent on abusing
the legitimatefacilities offered by finarcial institutionsin particular go to great lengths
to identify 6 | o o p I ahk iaterr@al control systems of the ingtitution. It is therefore
advisabe thateven in cases of known identified low risk custongrs full random CDD

measures areapplied to transactions relating to them. In any case, simplified CDD

measures must not be applied where a suspcion of morey laurdering or terrorist
financing or spedfic higher risk scenario exists; where there isa suspcion of morey

launderingor terrorist finarcing, this must bereported immediately in accordance with

the reporting requireanents ofthe DTOA,PCCA, the 2002 Orar, AMLR and this Code (as
applicable).

(vi) Within the broad context of the risk-based approach to CDD, it is important to

devdop a risk profile of applicants for busiress and custoners. This requires that the
entity or professional

1 colleds appropiiate and relevant CDD information relating to identity and
busiress relationship;

1 prepares and records (on the basis of the CDD information) an initial risk
assessent respeding the applicantfor busness or thecustoner;

1 determines (usingthe initial risk assessent) the extentto which verification
oftheapplica n t écgstormrr 6 entity needs tobe undertaken; and

1 periodically updaes, upon the estalishnment of a busiress relationship, the
CDD informationthat it holdsin respect of a cugomer and adjusing therisk
assessent as the elationship dedops.
(vii)  The risks associatedwith morey laundering and terrorist financing may be
measured in different categores. This asssts in devdoping a strategy to effedivey
managepotential risks by enabling entities and professonals to subgad applcants for
busiress and custamers to propottionate controls and oversight. These different
categories maybe cited as i
1 custoner risk;
1 product/servicerisk; and

9 country/geographiaisk.

Customer Risk:
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Within the context of its own irternal control systems, anentity is expeded to determine
the potentl risk that an applicant for businessor a custoner poss and the potential
impact of any mitigating factorsin relation to that assessent. An application of the risk
variables may miigate or exacerbate any risk assessent mace; ultimately, it is a
guestion of applying good judgment in any particular circumstanceor situation. In
assessingisks that may be associatedwith a custoner, the following consicerations
should baaken into account i

T

custoners with compkx structures where the nature of the dentit yd
relationshipsoughtmakes it difficult to identify the atual beneficial owner or
the person or personswith controlling interests. An example nay becited as a
structure or relationship involving a mixture of companes and trusts or
simply a number of different companes. Relationships involving stch
structures present a higher risk in the absence of a clear and legitimate
comme cial rationalefor the structure. The use ofbearer sharesmayalso fall
within this context, espedally where the jurisdiction of incorporaion of the
relevant canpany has norequirement for immobiising bearer shares;

cash or equivalent intensive busiresses, including those that generate
significant amounts ofcash or undertake large cash transactions, money
service busines®s (such as morey transfer agents, bureaux de change and
morey transfer or remittance facilities), casinos,betting and other gambing
or game elated activities (which are generally not allowed in the Territory)
and moretary instruments with a high value of funds, espedally where not
fully explained;

custoners who conduwct their busiress relationships or transactions in such
unusual circumstanes as where a signficant and unexplained distance
between the location of the custoner and the entity, and frequent and
unexplained movement of accountsto different entities or of fundsbetween
entities in diferent jurisdictions;

where there is insuficient conmeacial rationale for the transaction or
busiress relationship;

where there is a request to assocate undue levds of seaecy with a
transaction or relationship or, in the case ofa legal person, a reluctarce to
provide information regarding the leneficial owrers or controllers;

situation where the sourceof funds and/or the origin of wealth cannot be
easily veified, or where the audit trail has been broken or unrecessrily
layered;

delegation ofauthority by the applicant for busiess orcustoner, for instance,
through a powr of attorney;,
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1 where the custoner is a charity or other non-profit meking organisaion
which isnot subed to AML/CFT monitoringor sugervision, especially those
thatengagein cross-border activities;

1 where intermediaries who are not subped to adequate AML/CFT compliance
measures araised and inresped of whom tlere is inadequate suprvision;

1 custoners who maybe PEPs;

1 theorigin of the fundsor sourceof wealth relates to a jurisdiction on which
there iscurrently an embargo or a sarction: these embargosand sarctions
would normally relate to those imposd by the United Nations and the
European Union (which are generally exended to the Territory by the UK
and published in the BVI Gaztte), although entities may dcide to take
acoount of other sarctions, embargosor restrictions imposd by reputable
finarcial institutions,including parent canpanies.

Product/Service Risk:

A risk assessent also includes assessinghe risks associatedwith the products and
services offered by an entity. It is therefore important that a finarcial institution, in
particular, shold payattention to new or innovative products or services that it normally
does not offer, but which make use of the inditutio n &esvices to deliver the product.
Accordingly, arisk assessemt under this categay mayembodytaking the following into
acoounti

1 where the Agency, Conmission or othercredible source identifies a paricular
service as potentidly high risk: this would include irternational
correspon@nt barking services that involve, for instance commercial
payments for non-cusbmers and pauch activities, and iniernational private
barking sewices;

1 services thatinvolve banknotes and mdousmetal trading and @livery;

1 services that seek to provide account ananymity or layers of opacity, or can
readily transcend international borders: this latter category would include
online barking facilities, stared value cards, international wire transfers,
privateinvestment companies and trus.

Country/Geographic Risk:

In conjunctionwith otherrisk factors, country (or jurisdiction)risk requires an entity to
make a good assesment as regards the potentialfor morey launderng and terrorist
finarcing risks. Generally the factors that serve as useful guides in making a
determination whether acountryposes a higler riskincludethe folowingi

1 situatonswhere thereis an embargo,a sarction or otherrestriction imposed
on a country by the United Nations or the EU; thesemay relate to persons
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(natural and legd) and transactions and are generally exterded to the
Territory by the UK and are published in the BVI Gaztte; the scope of the
embargo,sarction or other restriction may not necessaily relate tofinancial
prohibitions;

1 countriesthat are identified by credible institutions such asthe FATF, CFATF
or other regional style bodies, MF, WB or Egmont aslacking appraopriate
AML/CFT laws, pdlicies and compliancemeasues, or providing fundng or
support for terrorist activities that hae designatedterrorist organisations
operating within them, or having signficant levds of corruption or other
criminal activity (such asabductionsandkidnapgngs for ransom

In assessingurisdictions which mayhave a high leve of corruption, regard maybe had
to pubications by Transpaency Internationd, in particular its annual corruption
perception index. There may be other credible organisatons (not mentioned) which an
entity may wishto consider in making an assesment risk in resped of an applicant for
busiress or a custongr. The ultimate objective is to ensure that all the relevant risk
factors areconsidered in dealingswith an appicant for busnessor a cusomer.

As notedearlier, certain variablescomeinto play which mayimpact on the levd of risk.
Thesevariablesmay inaease ordeaease theperceved risk thatmaybe associatedo an
applcant for businessor a custongr or indeed a transaction. These essentidly would
relatetoi

1 the purpose of an account or a busiress relationship: regular acoount
openings involving smdl amountsor simply to facilitate routine consumer
transactionstendto posea lower risk compased to accountopeningsdesigned
to facilitate largecash tansactions from an uknown soure;

1 thesize and volumeof assetsto be deposital: an unusualhigh levd of assets
or large transactions not generally associatedvith an applicant for busiress
or a custoner within adesignated profilanay need to beconsidcered ashigher
risk; similarly, an othe'wise high profile applcant for busiress or cusomer
involved in low leved assets or low value transactionsmaybe treated aslower
risk;

1 the levd of regulation, compliance and sugervision: less risk may be
associated wih an entity thatis subgad to regulation in a jurisdiction with
saiisfactory AML/CFT compliance regime compaed to one that is
unregulated or only subject to minimal regulation; thus publicly traded
companes subead to regulation in their home jursdictions pose minimal
AML/CFT risks and mayherefore notbe subgd to stingent acountopening
CDD measures ottransaction monitorng;
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1 theregularity or duration of the relationship: long standingbusiressrelations
with the sameentity may poseless AML/CFT risk and therefore may not
require a stringent apptation ofthe CDD measures;

1 the famiiarity with the jurisdiction in which the applicant for busiress or
custoner is located: this entails adequate knowledge ofthe lavs and the
regulatory oversight which goern the appicant for busiress or cusomer,
consicering the entity& own operationswithin that jurisdiction; and

1 the useof intermediaries or other structures with no known commercial or
other rationale or which simply olscure the relationship and create
unrecessarycompkexties and lack of transparency. the risks associatedwith
suweh relationshipsor transations generally increase the risk profile of the
applcantfor busness orcustoner.

(viii) It is particularly importantto note that condwcting ongoingCDD on a business
relationshipis vital to forestdling acts of morey launderingand terrorist financing and

other activities designed to abusethe facilities offered by an entity or a professonal.

Thus such ongoing CDD shouldinclude a scrutiny and synthesisng of transactions

engacged in throughoutthe period of the busiress relationship in order to ensure that

thosetransactions are consistentwith the entityd r professo n a kndwsedge ofthe
custoner, the custaner obssiressand risk profile and the source offunds. In addition,

any dataor otherinformationrecaved and kept under the CDD process must be kept up-

to-date andrelevant through a egular reMew and assessent of current record,

espedally as theyrelate to higher riskcustoners and busiress relationship.

(ixX) The CDD neasuresoutlined in sedion 19 must be viewed as providing the
minimumstandardsin dealingswith applicantsfor busiressand custoners. Entities and
professonals are free to apply additional CDD measures; ultimately, any formal or

informal measure an entity or professonal adopts with resped to any particular

custoner or transaction may depend on seveal factors, including the risk associated
with the custoner as an individual, the jurisdction with which it or he or sheis

conreded, the product in issue and the service to be performed. The objective is to

ensure that there is suficient information to identify a pattern of expeded busiress
activity aswell asto identify any unusualcomplex or higher risk activity or transaction

that may rase a red flag to morey launderirg, terrorist financing or other criminal

finarcial condict.]

Requir ements of enhanced customer due diligence

(2) For the purposes of this Code, a reference to i ehanced custane duediligenceo

refers to the stepsadditional to custaner due diligence which an entity or a professond is
required to perform in dedings with an applicant for busiress or a customer in relation to a
busiress relationshipor one-off transaction in order to forestall and prevent money laundering,
terrorist financing and otherfinancial crime.
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(2)

(3)

(4)

Every entity or professonal shall engage in enhanced custamer due diligence in
its or his or her dedings with an applicant for busiressor a custaner who, or in respect of a
transadion which, is determined to be a hgher risk applicant for busiress or custamer, or
transadion, imespedive of the nature or form oftherelationship or tansaction.

An entity or a professona shall adopt such additional measures with resped to
higher risk busiressrelationships or tansadionsas are necessary 1

@

(b)

(©)

(d)

to increassethe level of awarenessof applicants for busiressor custaners
who, ortransactions whch, present a higher risk;

to increase the level of knowledge of an applicant for busiress or a
custaner with whom it or heor shededs or a ransadion it or he or she
processes;

to escdate the level of interna approval for the opening of accountsor
establshmentof otherreationships; and

to increase the level of ongoing controls and frequency of reviews of
established busiress elationships.

Where a busiressrelationship or tansadioninvolvesi

@
(b)

(©

apoliticaly exposed person;

a busiress adivity, ownership structure, anticipated, or volume or type of
transadion thatis comgex or unusal, having regard to the risk profile of
the applicant for busiress or custamer, or where the busiress adivity
involves an unuswal pattern of transadion or does not demonstete any
apparent or visible economic or lawful purpo; or

(Substiuted bysS.1.4/2009)

a personwho is located in a county thatis either consicered or identified
as a high risk county or that has international sanctions, embargos or
otherrestrictions mposed on i,

an entity or a professonal shall consider the applicant for busiress or custaner to present a
higher risk in respect of whomenhanced duediligence shall be performed.

[Explanation:

(i)

Enharced custoner due diligence (ECDD) muwst be viewed as an additional

precautionary measuredesigned to asstin truly identifying a custorar and verifying the
informationrelating to im or her andensuing that therisks thatmaybe associatedvith
the custoner are minimal or managgable; this is in addition to ensuiing that the source
of fundsor wealth is legitimat. Not all relationships or transactions are expected to be
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monitored the sameway; the degree of monitoring employed will very much depend on
the perceived risks presented bya custamer or a transaction, the prodicts or services
being used and the location of the custoner and the transactions. For custoners
presenting a higherrisk, it is important to raise theleved of the on-going monitoring in
relation to them as well as the review periods with resped to the relationship. Any
changes in the particulars of any estaldished relationship or cusomer must be
appropriately da@umented and such recmrd mustbe updatedon an ongoing basis (see
sedion 21 lelow).

(i) The imperatives outlined in sedion 20 (4) must be adhered to as recessay
measures taeduce the potentialfor inadwertently aidng a morey launderingor terrorist
finarcing activity. While, for instanae, a PEP nay be @rsondly knownto an entity and
suwch PEP may be highly regarded, the possbility cannotbe discouned of unsrupulous
persons preying on suwch PEP to advance their criminal activities through such PEP
unknownto the PEP. It is not an entityGs or a professo n a furwtionto proted a PEP,
but it is an entityGs or a professo n a funtento prevent the direct or indired abuseof
its or his or ler businessfacilities.]

Updating customer due diligenceinformation

21. (1) Where an entity or a professonad makes a determination that a busiress
relationshippresents a higher risk, it shall review and ke up-to-date the custamer due diigerce
informationin resped of therelevant custamer at least onceevery year.

(2) In cases where a busiress relationshipis assesed to present normal or low risk,
an entity or a professonal with whom therelationshipexistsshall review and keep up-to-date the
custamer duediligence informationin respect of that custoner at least orce every 4 yeas.

(Amended by S.1.75/2015)

3) In circumgances where the busiress relationship with a custaner terminates
prior to the period specified in subsetion (2), the entity or professona shall to the extent
possble, in resped of that custaner, review and ke up-to-date thecustaner due diigence
information as othe dite of thetermination ofthe relationship.

(Amended by S.I1.4/2009)

(4) Notwithstanding anything contained in this sedion, where an entity or a
professonal formsthe opinion uponcareful assessmentthatan existing custaner presents a high
risk or engages in transactionsthatare of such a magria nature as to pose a high risk, it or he or
sheshall apply custaner due diligence or, where necessary, enhanced customer due diligence,
measures and review and kegp up-to-date theexisting custaneré s  diligeace information.

(Inserted bySl. 4/200)

(5) The requirementsof subsetion (4) apply irrespedive of the periods staked in

subsetions(1) and 2).
(Inserted bySl. 4/20M)
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(6) For the purposes of sutsedion (4), i xsting cusomeao refersto a custaner that
had a busiressrelationshipwith an entity or a professona prior to the enadment of this Code
and which continued after thedate ofthe coming into force of this Code.

(Inserted bySl. 4/200)

[Explanation:

) It is a matterfor an entity or a professonal to determine the manrer, form and
occasionwhen it or heor sheupdatesheinformationrelative to a busiressrelationship.
This mayentail contactingthe custoner concerned to ask rlevant questionsrelating to
the relationshipand updating changes that woud have accurred, orto do that during a
spedfic or routine dealing with thecustoner. It helps to inform thecustoner that such a
processis simply apart of the entityé or professo n a dtafutery duty tomaintan up-to-
date informatiorwith resped to all busiress relationships.

(i) It may well bethata busnessrelationshipestaldished with a custongr terminates
before anentity or a professionalis able to comply with the review and updaing of the
requigte custoner due diligerce informationin the terms provided in section 21 (1) or
(2). Termination of a busiressrelationship may arse for varying reasonssomeof which
may notmake it possble for an entity or a professonal to revew and updaterelevant
informationrelating to the custoner. Yet in some ingances the entity or professionalmay
already be in possesson or be aware of or be able to access relevant information
relating to the custoner. In the case ofthe forner, the entity or professonal need only
reoord its satsfactionon thecustoner d&fike that it hasdonewhatwasreasonablein the
circumstan@s and had been unableto obtain any informationto update thecustoner 6 s
due dligence information. In thelatter case, the entity or professonal must record onthe
custoner &fike the informationthat it is in posgsson or is awareof or has been able to
access. It is for the entity or professonal to satsfy itself or himsalf or herseff, in either
case, thatit or he or she hadaken reasonablemeasuresto complywith the requirements
of sedion 21 (3). The relevant recrd of the cusomer mustbe kept and maintaned in
acoordarce with the ecord kegoing requirementsof the AMLR and thisCode.
(Substiuted byS.1.4/2009)

(i) While it is required that an entity or a professional musteffed the necessary
revew and updaing of custoner due diigence information for the periods staed in
sedion 21 (1) and (2), depending on whether a custoner is assesad aslow or high risk,
subsetion (4) provides the additional requirement to prform a similar revew and
update inresped of custoners with whom anentity or a professonal had had a busiress
relationship prior to the effective date of this Code (20" February, 2008) which
continued beyond the effedive date. Howver, this requirement applies only in the
circumstanas wher e the entity or professionaformstheview that any of thosecustoners
presents somerisk or engages in transactionsthat are of a matrial nature asto present
somerisk. It is a question of judgnment on thepart of the entity or professonal concerned
to make that assessent and cometo a conclusion. In swch cases, the entity mustnot wait
for the period spedfied in sedion 21 (1) or (2) to mature before effeding the required
revew and updaing of the custonerd slue diligence information. Where an exsting
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custongr is not assesad as presenting a high risk or to be engaged in any maérial
transaction thathas the potentialto present a high risk, the entity or professionalneal
only complywith the equirements ofsedion 21(2).

(Inserted bySl. 4/20M)

(iv)  Thecustoner, it shouldbe noted,is in effed the applicant for busiressand itis in
relation to that apgicant that the reMew and updaing of custoner due diligerce
information is equired. Thus wilere, for ingance a mutual fund is acustoner of a
registered agent, the registered agent (as the relevant entity) is obligated toeffed the
necessaryreview and updating of custoner due diligence informationon the fundasthe
applicant for busiress. It is therefore essential for evey entity or professonal to
determine from the outsetof estaldishing a busiressrelationshipasto who actually is the
applicant for business in the relationship and proceal accordingy in ensuling
compliancewith the equirements ofsedion 21]
(Inserted bySl. 4/20M)

Politically exposed persons
22. (1) Anentty or aprofessona shalli

@ have, as part of its or his or her internal control systems,appraopriate
risk-based policies, processesand proadures for determining whether an
applicant for busiress oracustaner is apoliticdly exposed person;

(b) in dedings with a politicdly exposd person, take such reasonable
measures as are necessary to establsh the source of funds or wedth
respeding such person;

(© ensure that senior maregement approva is sought for establshing or
maintaininga busiressrelationship wth apoliticdly exposed persan;

(d)  ensureaprocessof regular monitoring of the bugnessrelationshipwith a
politicdly exposed person;

(e in circumdances where junior stdf ded with politicdly exposed persons
ensurethatthere is in place adequate sypervisory oversight in that regard;
and

() ensurethat the requirements of paragraphs (a) to (d) apply in relation to €
custaner who becomesa politicdly exposed person during the courseot
an existing busiress elationship.

(2) Where athird party acts for a politicdly exposed personin establshing a busines:
relationshipor performing a transaction, the entity or professonal shall neverthelessperform the
necessary enhanced customer due diligence measures as if the business relationship or
transadion is eing madediredly with the pdlitically exposed person.
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3) Subject to subsetion (4), a custaner who ceases to qualify as a PEP by virtue of
no longer holding the post or relationship that qualified him or her as a PEP shall, for the
purposes of this Code, ceaseto be so treded after a period of two years following the day on
which heceased to qualfy as a PEP.

4) Notwithstandingthe fact that a custamer has ceased to be treaed as a PEP by
virtue of subsetion (3), an entity or a professonal may, where it or he or she consicers it
apprapriate to guard against any potential risksthat may be assocated with the custamer,
continueto tred the customer as a PEP for such period as the entity or professonal consicers
relevant during thecurrercy of the relationship,butin any casenotlongerthan10 years from the
date thecustamer ceased to qualfy as a PEP.

5) Where an entity or a professona fails to comgy with a requirement of this
sedion, it or he or shecommits an offence and is liable tobe procealed against under sedion 27
(4) of theProceeads of Crminal Conduct Act.

[Explanation:

) PEPsmay bedonestic or foreignand generally comprisepersonswho are Heads
of Stae/government, cabinet ministers/seretaries of stae, judges(including magistrates
where they exercise enormous jurisdiction), senior political party functionaries and
lower political party functionaries wth an influercing conrection in high ranking
government circles, military leaders and heads of police and national seaurity services,
senior public officials and headsof puldic utilities/corporaions, members of ruling royal
families, senior representatives of religious organisatons where their functions are
conrededwith political, judicial, seaurity or administrative responsbilities. Estabishing
whether or not an individual qualifies asa PEP maynot be easy; much is acquired from
interviewsand answers given at the ime ofa request to estalish a busiressrelationship
or enter into a transaction. The mere fact that an indvidual falls within the PEP bracke
does not necessailly mean that the individual is conneded to a wrongful action; it is a
guestion of good judgment, usingthe combinaton of the CDD andthe ECDD measures.
There are quie anumlber of website sarch engines which spedalise in identifying PEPs
and estaldishing whether theyare connected to a corrupt activity or someother unlawful
act; entities and prdessonals mayconsider thesesouraes helpful in circumstarces where
other available meanshave notproved helpful or suficiently sdisfactory. Also reference
may bemade toTransparency Internationd® annual Corruption Perception Index which
listscountriesaccording to their perceived levds of corruption. A new custongr may not
qualify asa PEP, butmay soqualify in the future andit is therefore important, through
the information updatesof custoners or through other soures, to ensure compliance
with the equirements ofthis Codeas tley relateto PEPs.

(i) Family members and close associates &fEPs abo qualify asPEPsandthe same
CDD and ECDD measures inrelation to establishing busiress relationships and
engaging in transactions apply tothem. Family relations generally cover personsin
consanguinend affinity relations with PEPs; close associatesvould comprisepersonal
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adviserstonsultans to, close busiress colleagues and friends likely to benefit from
associaiton with, PEPs, aswell as PEP-suppoted charities and other non-profit making
organisatons. It should benotedthat not evayone falling within this net poses a risk for
morey launderingor terrorist finarcing, but this must be shited fromthe outsetof
estadishing a busiressrelationshipor engagingin a transaction throughthe estaldished
CDD and ECDD measures.The CDD andECDD measuresrelative to PEPs do not
prohibit busiress dealings or relationshipswith PEPs.However, becauseof the serious
potentialbusiressrisks that they pos, compliarce with the CDD and ECDD measuresis
requidte.

(i) The following mustbe considered as indicators in estaldishing whether or not a
custoner is a PEPT

1 thecountryof origin ofthe custoner;

1 thestakblity of the country of origin and whether it is proneto corruption and
othercriminal activities such as abdtion andkidnapgng for ransom.;

1 whether thecounty of origin is cash basd;

1 whether the country of origin hasin place adequate AML/CFT measues,
including iknowyour custoner ¢KYC) requirements;

1 where large amountsare presentedfor estaldishing the busiressrelationship,
the form inwhich they are presented,;

1 whether the country of origin is under any estaldishedsarction, embargoor
other restriction or whether any sich sarction, embargo or restriction is
spedfically impogd on the custoner (entities and proessonals are
encouraged to conduct regular checks of the BVI Gaztte tonoteany new lists
on the UN and EU sarttions and embargo regimes, including modifcations
thereto).

In anyinstant where a custoner is identified as a PEP, the necessaryCDD and ECDD
measures must bappropriately appled.

(iv)  Acustoner ceasesto betreatedasa PEP 2 years after heor sheceased to qudify
as a PEP. Howe\er, a custoner may continue tobe treaed as a PEP in circumstanes
where an entity or a professionalconsicers that the custoner may stil pose potential
risks, such aswhere there are ongoinglegal proceadingsrelating to him or her or where
theremaybe lingering issues in relation to his or her family members or closeassociates
or where there are pending investigations in elation to him or fer, etc. Whether or notto
continue totreat a custoner as a PEP is a judgnent call for the entity or professond,
having regard to all the circumstarces concerning the relationship. It is expeded,
howeve, that any decision to continue treatinga custoner as a PEP afer the custoner
hasceased to so qualify under sedion 22 (3) will be taken on an objective risk senstive
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basis.Alsoit does not necessaily mean that when a personceases to bea PEP there ae
no longer any risks associated with the person. Accordingly, every entity and
professonal that hasa busiressrelationshipwith a PEP who haslegally ceased to exst
as such mustnevertheless continueto monitor the activities of the APEPO in the context
of the busimssrelationship to saiisfy itself or himslf or herself that there hasnot been
any unusualchanges to the APEPS a@ctivities. This meansthat the entity or professonal
mustcontinueto perform the equiste duediligence measues required under this Code.

(V) In a casewhere an entity or a professonal continues to &at a custorar as a PEP
pursuantto sedion 22 (4) and such treatment lasts for a period of tenyears from the date
the custoner ceased to qualify as a PEP undr sedion 22 (3), the treatment mustbe
terminated, or the relationship teminated, where theentity or the proessonal formsthe
opinion that continuing the busiessrelationship poses serious risks to its or his or her

busiress]

General verification

23. (1) Anentty or aprofessona shal establsh theidentity of anapplicant for business
or acustamer with respect to arelationship or tansadion by 1

@ carying outtheverification itself;

(b) by carrying out the verification before or during the course of
establshing abusiressrelationshp orengaging in atransaction;

(© relying on verification condwcted by anotherentity or a professonal in
acordance with this Code; or

(d) in the caseof alega personthatis a subsdiary, by relying onverificaion
conduwtedby its parent company; and

(e ensuringthat, where reliance is placed on an independent data souce, the
source scope and quality of thedata received isreasorebly acceptabk.

(2) Notwithstandingsubction (1) (b), where it beaomesnecessary in order not to
disruptthe normal conduct of busiressfor an entity or a professonal to complete the verification
after theestablshment ofa busiress eationshp, it may do so on theonditionsthat

@ the verification is competed within a reasoreble period not excealing 30
days from the date of the establshment ofthe busiess elationship;
(Amended by S.1.4/2009)

(b) prior to the establshment of the busiress relationship, the entity or
professonal adopts apprgoriate risk  maagement processes and
procedures, having regard to the context and circumgances in which the
busiress elationshipis being developed;and
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(Substiuted byS.1.4/2009)

© following the establshment of the busiress relationship, the monrey
launcering or terrorist financing risks that may be assocated with the
busiress elationship ae properly and effedively montored and maraged.
(Inserted bySl. 4/20M)

(2A)  Where an entity or a profesgonal forms the opinion that it would be unable to
compete a verification within the time prescribed in subsetion (2) (a), it shall, at least 7 days
before the end of the prescribed period, notify the Agency in writing of that fact outlining the
reasonsfor its opinion, and the Agency may grant the entity or professional an extensionin
writing for an additional period not exceeding 30 days.

(Inserted bySl. 4/20®)

(2B) For thepurposes of sulsection 2) (b), apprapriate risk maragement gocesses and
procedures that an entity or a professonal may adopt may include, but not limited to, the
following

@ measures which place a limitation onthe number, types and amount of
transadionsthat the entity or professonal may permit with resped to the
busiress eationship;

(b) requiring maragement approval before the busiress rdationship is
establshed; and

(© measures which require the moritoring of a large, compex or unusua
transadion which the entity or professonal considers not to be normal for
thattype of transaction.

(Inserted bySl. 4/200)

(2C) Where an entity or a professonal establshes a busness relationship purswant to
subsetion (2) and itor he or she

@ discowers or suspets, upon subseqent verification, that the applicant for
busiress or custamer is or may be involved in morey laundering or
terrorist financing,

(b)  fails to seaure the full cooperation of the applicant for busiress or
custaner in carrying outor comgeting its or his or her verification of the
applicant for busiress orcustamer, or

(© is unable to carry out the required custaner due diligence or, as the case
may be, enhanced custaner due diligernce, requirementsin respect of the
applicant for busiress,

theentity or professonal shall
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0] terminate thebusiress elationship;

(i)  submt, in relation to paragraph (&), a report to the Agency
outliningits or hisor her discowery or suspicionand

(i)  submt, in relation to paragraph (b) or (c), areport to the Agency if
it or he or her forms the opinion that the condict of the applicant
for busiress or custaner raises concerns regarding maey
launcering or terrorist fi nancing.

(Inserted bySl. 4/200)

3) Whenever a busiress relationship is to be formed or a significant oneoff
transadion undertaken which involves an entity or a professona and an intermediary, each
entity or professonal needsto consider its or his or her own posiion and to ensurethatits or his
or her own oblgations egarding verification and recordsare duly discharged.

(Amended by S.I1.4/2009)

(4) Depending on the legal persordlity of an applicant for busiress and the capadty
in which the applicant is applying, an entity or a professona undertaking verification shell
establsh to its or his or her reasoreble satisfaction that every applicant for busiress, including
joint appli@ants, relevant to theapplicaion for businessactually exists.

(Amended by S.1.4/2009)

(5) Without prgudice to subsetion (4), where an entity& or a professionalés
compiance with this Codeimplies alarge number of applicantsfor busiress, it may be sufficient
to carry out werificationto the ktteron alimited goup.

(Amended by S.1.4/2009)

(6) Purswant to subsetions(3) and (4), verification may be conducted on the senior
memlers ofafamily, the principal shareholders orthe rain directors ofa company.
(Amended by S.1.4/2009)

(6A) For pupaoses of werification ofidentity under this Code, an entity or a professonal
may usesuch electronic or digital meansas it conside's appragpriate tocarry outtheverification.
(Inserted byS.1. 36/2018)

(6B) Where, for the purposes of subsetion (6A), an entity or a professonal relies on
the electronic or digital or otherdata of an organisationto carry out verification, it shall ensue
that the oganisationi

@ is independently establshed and operates indpendently;

(b) uses arange of positve information sources thatcan becdled uponto link
an applicant oracustane to bothcurrent and hisoricd datg;
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(© aacessesnegative information sources such as databases relating to fraud
and deceased persons;

(d) aacesses avide rangeof alert datasources;

(e has trangparent processes that enable an entity or a professona to know
what checks have been carried out,what the results of thosechedks were
and to be able to determine the level of satisfadion provided by the
chedks;

()] has not been convicted of a criminal offence or sanctioned for bread of
data orproviding misleading data; and

(g) isindependent of theperson to whom theerification relates.
(Inserted byS.1. 36/2018)

(6C) In addition to the requirements outlined in subsetion (6B), the entity or
professonal must be satisfied that the informaion obtaired and stored by the organisationis
sufficiently extensiw, accurate and reliable.

(Inserted byS.1. 36/2018)

(6D) Inthe caseof electronic or digital verification of identity in relation to a non-face
to face transaction, an entity or a professonal need not trea an applicant for busiress or a
custamer as high risk unlessit or he orshe issatisfied thatthe applicant or custamer presents a
high risk oris atherwise engaged in money laurdering or terrorist financing.
(Inserted byS.I. 36/2018)

(7)  An entity which, or a professonal who, does not comdy with this sedion
commits an offence and is liable to beproceeded against under sedion 27 (4) of the Proceals of
Criminal Condct Act.

(Amended by S.1.4/2009)

[Explanation:

General Verification

(1 As prevoudy noted,it is importantin evey busiressrelationshipor transaction
to obtan information on thddentity of anapgicant for businessor cusiomer and verify
swch information. This is to be carried out at the ineption of the relationship and each
time anapplica n tod a custonerdé s formation changes, including any change in
identification. In the case ofa legal person, the changed circumstartes, espedally those
relating to benefcial ownership or control, must befully noted, verified and recorded.
Information updateis a relevant requirement that an entity or a professonal mustnot
dispensawith asit is very crucial to an effecive AML/CFT regimeand forms part of the
obligatory measures equired of an entity or a professional.lt is also importantthat in
circumstanes where there is a change in thethird parties(or in the beneficial ownership

58



or control of third parties) onwhosebehalf an applicant for busiress or custoner acts,
this shold benoted andverified bytheentity or professional cooerned.

(i) As alreadynoted in paragraph (i) above, it is essential that theverification
process is condwted fom the ineption of forming a busiress relationshp; this will
exend to oneoff transactions as consicered feasibé, having regard to the risk
assessents. However, it is reagnised that theremay be ingances when it might not be
feasibleto condwt and compkte a verification process at the time of estadishing a
bugnessrelationshipin order to ensurethe snooth and normal condwct of busiress. In
swch a situation, it is permissble to comgete the verification process following the
estadishment of the busnessrelationship. The circumstanes in which gsich a situaton
mayariseincluderi

1 nonface-to-face busiress (where the applicant for busiressis not physically
present beforetheentity or professonal);

1 seaurities transactionswhere rapid transactionsare requiredto be performed
acoording to the market conditions at the ime of estaldishing the busiass
relationship;

1 lifeinsurance busiresswith resped to the verification of the beneficiary under
the polcy; however, in such a case therequigte verification mustbe carried
out beforeanypayout ortheexecise ofvested rghts una the polcy;

9 court-ordered payments or settlements where the beneficiary under the order
is not immediately available; however, in such a caseno payment or transfer
of fundsmusttake place unil the verification processis fully effeded, unless
the court otherwsedirects.

It is a matter entirely for an entity or a professionalto consicer any additional
circumstanes in which it would not be feasibleto conclude a verification process prior
to estadishing a busiress relationship. Where an entity or a professonal permits a
busiress relationship before effeding the necessary verification, it or he or she must
adopt the relevant risk managment processes and procedures, having regard to the
circumstancein which the relationship is being devdoped. These may relate to puting
necessary limitations on the numter, type andor amountof transaction that may be
performed and the monitoring of large or comgdex transactions outdde of the expeded
norms ofthetypeof businessdlationshipconcerned.

(i1A) 1t shouldbe notedthat the effed of a termination of a busiress relationship as
provided in subction (2C) in circumstartes where thereis a suspcion of morey
launderingon the part of an apgdicant for busiressor a custoner mustbe carried out in
a manrer so as not to tip off the applicant or custongr. If an entity or a professonal
forms the opinion that an immediate termination of relationship might tip off the
applicant or custoner, it or he or shemustliaise wth and ek the advice of the Agency
and act according to the Agencyd @dvice. The entity or professonal must, howeve,
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freeze the relationship prior to any formaltermination and no further busiress mustbe
transacted in relation to the appicant or custoner in violation of the requirements of
sedion 23(2C) of the Coce.

(Inserted bySl. 4/200)

Sedfic Veification

(i) This Code makes provision for verification of the identities of individuals and
legal personswhoare appicantsfor busiressor custoners of an entity or a professonal.
Sedion 24 spedfically deals with verification requirements pertaining to an individual
applcant for busiress or custoner. The verification requirements relating to a legal
person are dealt with in sedion 25 which also outlines informationthat is required with
resped to a company and a partnership. Sedion 27 outlines the obligaton for
verification of underlying principals of legal persons, while sedion 28 deals with
verification with resped to trusts. The obligation outlinedin resped of each sedion must
be complied with.
(Substiuted byS.1.36/2018)

Methods of Vrification

(ivy  The nethods by which verification may be carried out will generally vary,

depending on the type, nature, size and compkexty of busiress concerned, including

origin of the applicant or custoner. The purposeof veification is primarily to estadish

identity of individuals and legal persons and legal arranganents and other related

mattersoutinedin the sections.lt is designedto confirm that personsare whotheyclaim

to be and dauments gesented in thatand other egards support whatex claim ismacke.
(Substiuted byS.1.36/2018)

(v) Accordingly, verification of information recaved or required by an entity or

professonal may becarried out in physical paper form or by eledronic/digital means.
This may include the use of propriety sotware and/orprogrammeby an entity or a

professonal to condwt electronic/digital verification. The reference to
fielectronic/digital mea n gircluding variations oftheterm) in this Codeshould begiven

a broad interpretation to include verification by digital, electrical, magnetic, optical,

electromagretic, biometric and photoric form. The requirement for verification refers to

the process of checking reliable, independent souce dacumentation, data or information

to confirm the veracity of any identfying information that an entity or a professonal

obtans during the process of identification. Accordingly, wherever in this Code
veification of identity is required, such verification may be carried out by
electronic/digital means in acordarnce with theExplanation in this setion.

(Substiuted byS.I.36/2018)

(vi) It is not suficient for an entity or a professonal to rely on an applican t @rs
custoner ocksim asto who he orsheis; further verification procedures mustbe putin
motion to truly estaldish theactual exstence of the applicant or the customer. In that
regard, reliance on verification may be placed on reliable independent source
documentary or other tangible or acceptabe evidence Effort mustbe made to testthe
reliability of the source of evdernce That means a chedk should be made of the
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reliability, integrity, independence and authority of the sourceof the evdence and of the
evderceitself, bearing in mindthat documentary evidence maybe suseptible to forgery.
(Substiuted byS.1.36/2018)

(vii)  Aspart of the veification process,additional measuresmaybe adoptedo check
against fraud and other criminal behaviour, suwch as those routinely urmitaken by
entities and prdessonalsin their business elationships. Thesemeasuresmay includei

1 requiring the first payment to be carried out through an acoount in the
applica n t dd gustoner 6 s nwithnaeregulated baiking or finarncing
ingtitution inthe Virgin Islandsor based in a recognised jurisdictionlisted in
Schedule 2 of tls Code, or with an assessl lowrisk jurisdiction;

1 veifying such additional aspeds of the applica n todcsistoner Oidentity as
is required under this Code andas the entity or professonal may consicer
necessaryy;,

1 telephone contact with the applicant or cugomer, prior to opening an
acoount, on a home or busiress numker which has been verified
electronically, digitally or otherwise, or a fiwelcome callo to the applicant or
custoner before a bwiness tramsaction is permitted, using it to veify
addiional aspeds of personalidentity information that have been previously
provided duringthe estadishnment of the busiessrelationshipor setting up of
the acoount;

1 communicating with the applicant or custaner at an address that has been
veified (which may take the formof a dired mailing of account opening
documentation to him or her which, in full or in part, is required to be
returned compkted oracknowledgd without dteration);

1 internet sign-on following verification procedures where the applicant or
custon®r uses security codes, tokens and/or other passvords which have been
set up during account opening and provided by mail (or seaure delivery) to
the nanal indvidual at anindependently verified addess;

1 othercard or acount adivation pracedures; and

requiring copy dcbcuments to be certified by anappropriate person, bearing in mind the
provisions of edion 30 ofthis Codeandthe Explanation thereto.

(Inserted bySl. 36/201)
(viii)  In circumstarces where verification relates to a person, other thanan individual,

the idently of the person may be verified electronically/digitally by rlying on
documentation thatis dredly sourced froman oficially estaldished insitution (such asa
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registry or other body designated or estaldished under law or recognised by a
government) with which the personis incorporatedor registered and/or an organisaton
thatthe person isa member of or has otler affiliation with. Inthat context, it is impotant
that an entity or a professional seels to verify theidentity of the indvidual or individuals
conreded with the person being verified by electronic/digital means or by reference to
documents that are independently sour@ed. The entity or professonal mustbe ableto
demonstrde thatit hasboth verified thatthe person exsts and the indvidual seekng to
estaldish the busiress relationship on behatif that person is irfact thatindividual.
(Inserted bySl. 36/201)

(ix) An entity or a professonal may condwct an electronic/digital verification of a
person by relying on the electronic/digital and other data of an organisation, but only if

the condiions outlined in sedion 23 (6B) and (6C) are saisfied. Where such reliance is

made, it is important that the entity or professionalrecrds its satsfaction of the
conditions being met by the organisabn. This may becarried out on a one-off basisand
need not be carried out on each occasion that reliance is placed on the same
organisaton. However, the entity or professonal mustengage inan ongang monitoring
processto keg track of any changes in the stipulated conditions and to act accordingly.
The ongoingmonitoringmay bemeasued on a cydical basiswhereby the entity saisfies
itself of compliance omon-compliance wth the stipulated conditions at |east once evey

threeyears. Therecrd maintaned by the entity or professonal will serve as eviderce of
compliancein theevent of an inspedion or other regulatory requirements.

(Inserted bySl. 36/201)

(x) It is acceptalle foran entity or a professonal to rely on andaccept from a person
that is the subjed of verification an offer to access electronic/digital data or source vith
which the person is affiliated if the data or saurce is reliable and independent of the
personin terms of its collection, administrdion and managment andis in the custodyof
an organisaton that meets the criteria set out in paragraph (ix) above Howeve, the
entity or professionaimust weigh any poéntial or perceved drawbacks that maytaint the
independence and integrity of the data or source anddetermine whether it shouldaccept
suweh an offer. The entity or professonal only needsto ensure thathe agropriate checks
on reliability, indegendence and accuracy of the data or sourcénave been satidied whilst
compling with theconditions stipulated in sedion 23(6B) and(6C).
(Inserted bySl. 36/201)

(xi) Determining the reliability and independence of electronic/digital dataor source
may notalways be astraightforward matter.To asgst an entity or a professonal to make
the proper judgnent calls, it is important that account is taken of thefollowing matters

(althoughadditional factors may apply which should, in such a situation, be taken into
acoount as vell) 1

9 accuracy of theinformaton provided;
1 seaurity of theelectronic/digital data or souce

1 methodused in collecting, storing and mainiaing the informaion;

62



1 levd of privacy attached to the electronic/digital data or souce

1 whether the electronic/digital data or source is reviewed and updated
regularly;

1 whether the electronic/digital data or saurce hasincorporateda medciansm
to determine that the personwhois the subgct of verification can be linked to
theclaimed identty;

1 whether the information is maintaned by a government, stautory body or
pursuantto a spgedfic enactment; and

1 whether the information has been addiionally verified from anotherreliable
and indendent source

(Inserted bySl. 36/201)

(xii) Reliance on electronic/digital verification, asin physical paper verification, may
disclose botlposiive andnegatve information concerning an applicant or a custoner.
Postive information wil generally confirm the exstence of a person (individual or legal)
by providing confirmation of nanme, current address and date of birth. Negatve
information may late to some wrong-doing (such as criminal conviction, ongoing
criminal investigation, identity fraud, sarctions breach, etc.) connededto an applicant or
custoner. These are all important markers in the electronic/digital verification process
andtheir discovery mayassst in mitigating the posgility or potentialfor impersonaion
fraud and other types of criminal activity relative to morey launderingand/or terrorist
finarcing. It is therefore important that where reliance is placed on eledronic/digital
data of an organisaton that the organisaton has available to it the ablity to be
immediately notified and/or beame awareof any changes in the sourcedata that may
impact theoriginal assessent ofthe applicant folbusiress orcustoner.
(Inserted bySl. 36/201)

(xiii)  Where an entity or a professonal uses the medium of eectronic/digital
verification to verify theidentity of an applicant or a custoner, the entity or professonal
assunas (as with physical verification of informaion) ful responsbility if there is failure
to make any significant discovery in relation to the applicant or custaner which could
otherwise hae een discorered with care anddiligence atthe ime theverification was
undertaken or when the applica n tobcsistanerés information was being updated. Itis
therefore important that an entity or a professonal sets out in writing the stepsit has
taken in engagingthe electronic/digital verification processasregardsan applicant or a
custoner. Consiceration might be given to including in the entitys or professo n a
identification and verification procedures (required under the AMLR) the forms of
electronic/digital identity verification methodsused or relied uponduring a verification
process.
(Inserted bySl. 36/201)
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(xiv)  Where reliance isplaced on electronic/digital verification, it is important that an

entity or a professional seels (as wth the plysical verification of information)
confirmation of the mater being verified from a muliplicity of sources as is consicered

necessary. This may also be satsfied by relying on a singe sourcethat hasrelied on a

multiplicity of other sources to acquire and retain its identity verification data. In

circumstan@s where aupplemental information is required for verification purposes,
reliance may be placed on saial media sowces, butcauton mustbe execised as
regardsthe reliability of such sourees, espeaally in cases where information contaned

in such sources can be accessed andaltered. It is therefore prudent that an entity or a

professonal should adopt qualitative checks which enable a proper assessnent of the
strengthof theinformaion soured and eceived.

(Inserted bySl. 36/2018)

(xv)  Anentity or a professonal maynot rely on an electronic/digital record in certain
circumstanes. Thesewill include situations wlere the relevant information contained in
the reoord is not capable of being displayed in a legible form, the electronic/digital
record appears to be damaged, altered or incomplete, or an electronic/digital signature
or other kind of authentication accomparying or included with the eledronic/digital
record appears to be altered or incomplete. There may be other circumstanes
discernible on the face of an electronic/digital record which may require a proper
assessent before reliance is placed on the record; it is for each entity or professonal
engagingeledronic/digital means of identity verification to carefully consder and make
an approprate judgnent call on.
(Inserted bySl. 36/201)

(xvi) It may notbein every situation that a non-faceto face busiess relationship or
transaction presents a high risk theeby requiring treating an applicant or a custoner as
high risk. The extent of verification in such a situaton will depend on the nature and
characteristics ofthe product or service requestedandthe asessed mpoey launderingor
terrorist financingrisk presented by the applcant or custongr. There may be insances
where the applicant or custoner is not physically present which, in itself, would not
necessaily increasethe risk that may attach to the transaction or activity. This will be
the case, for exampk, in many wholesale mkes or instances of purchaseof some typs
of collective investments. Itis impotant, therefore, thatan entity or a prdessonal should
take aoount of suwch instarces in devdoping their AML/CFT systams (internal risk
assessent procedures).
(Inserted by SI. 36/2018)

(xvii) Anentity or a professonal may adoptor deploy additional measureswhich may
include assessinghe possbility that an applicant or a custoner may be diberately
avoiding face-to-face contact. It is, therefore, important that the entity or professonal is
clear on and adoptsthe approprate appro&h in such circumstarces, ensuiing full
compliance wth its or his or her risk assesment mechanismsin evaluating the risk
presented bythe appli@ant or custoner.

(Inserted bySl. 36/2018)
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Documentation for Identity Verification

(xviii) As alreadynoted alove, the pracessfor verifying theidentity of a personmay take
varying forms. It is crucial that an entity or a professonal not only knowsits or his or
her applicant for busiress or custoner, it or he or she mustalso be able to verify the
actual beneficial owrer of the appicant or cusibmer. In order to ensurea greater cegree
of certainty andprovide smoothbusiressconduct withoutundue hindance, uniformity of
approah is essentialto the exentpossble, bearing in mindthat excegtionsmay applyin
certain instances with resped to applicantsor custoners that are assesad as high risk.
In relation to an individual, the fdlowing guide $ould be adopted taconfirm the identy
of anindividuali

1 where identity is to be verified from documents, this should be based on
either:
U a government-issued document which incorporates i

A theapplica n torbcsstoner &fubl nameand phaographandeither his
or her residential address or his oher dateof hirth;

0 a govenment, court or local authorty-issued document (without a
photograph) whichincorporates the applica n tobceistoner ofidl nane,
suppoted by asecmnd document, either government-issued, or issued by a
judicial authority, a statutory or other public sector body orauthority, a
stautory or regulated utility compatry, or a Commisson-regulated entity
in thefinarcial services seaor, which incorporates

A the applica n t di sustoner 6 fsll name and either his or her
residential addess or his other dateof birth.

(Inserted bySl. 36/201)

(xix) For purposes of the first bullet point under paragraph (xviii) above a
government-issued document with photographncludes thefollowing 1

1 avalid passpar;

1 avalid phob-card driving licence, whether permanent or provisional,
1 a natonalidentity card;

1 avalid workpermit card,;

1 animmigration satus-issued card (for exampl, a belongercard);

1

an election identty card;
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i anaionalinsurancecard; and

1 avalid stuentidentity card.
(Inserted bySl. 36/201)

(xx) For purposesof the seand bullet point under paragraph (xviii) above a
government-issued document without aphaograph includes the follaving 1

1 instrument of a court appointment (such as appoirtment as liquidator, or
grant of a probatg

1 letter of appoirtment by the Commission as an examiner or a qualfied
person; and

1 currentinland Revenuetax demand Etter, or staement.
(Inserted bySl. 36/201)

(xxi)  Exampks of other documents to supporta cusomer adentity include utility bills
or current bank staements or credit/debit card staementsissued by abank regulated by
the Conmmission or anaher finarcial institution in a recognised jurisdction listedin
Schedule 2 of this Code. Where current bank statements or credit/debit card staements
are issued by a regulated institution in a non-listedjurisdiction,the entity or professonal
shouldhave regard to the ML/TF risks posed by that jurisdiction indetermining whether
the statenents are acceptable. If the document is obtaned from the internet, it should
only berelied uponwhere the entity or professonal is saisfied of its authenticity.Where
a member of staff of the entity or professonal has visited the apptant or custaner at his
or her home addess,a reaord of this visit mayconsitute evidence corroborating that the
individual lives at ths address(thatis, equvalentto a €oond da@ument).
(Inserted bySl. 36/201)

(xxii) It shouldbe notedthat someapplicantsor custoners maynot be able to produce
identification information equal to thase outined above Swch cases may include, for
exampk, somelow-income earners, custoners with a legal, mental or physical inability
to manage theiraffairs, individuals dependent on the care of others, dependent
spouses/pdners or minors, students(without studentidentity cards), efugees and
asylum seekers, migrantworkers and prisoners. There may beother examples not listed
herein and these mustbe consicered in the samecontext as and when they arse or are
discorered. The entity or professonal will therefore need an approach that compensaes
for the difficulties that theseclass of individuals may fce in providing the standard
evderce of identity. Nothing should be dame that has the effead of shutting off an
individual from estalishing a busimss iEationship or condcting a trarsaction with or
through an entity or a professionalsimply on account of an inahility brought on by the
individualé s st adumstages.r cC i
(Inserted bySl. 36/201)
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(xxiii) Notwithstandng what is provided in the above paragraphs, an entity or a
professonal mg, where it or heor she asseses an appicant or acustongr as presenting
a high risk, require and rely on such addtional documentation as it or he or she
consicers appropriate andreasonable asurther proof of identity. However, this mustnot
be u®d asan exaise ora pretext for making inappropriate orunreasonable dmandsof
an applcant for busiress or a custoner or for negatively profiling an applicant or a
custoner thereby hindeing a busiress relationship or transaction with the entity or
professonal]

(Inserted byS.1. 36/2018)

Verification of individual

24. (1) An entity or a professional shall, with respect to an individual, undertake
identification and \erification measures where i

@ the individual istheapplicant or joint appli@nt for busiress;

€)] the individual is the beneficial owner or controller of an applicant for
busiress; or

(b)  theapplicant for busiressis adingon kehalf of theindividual.

(2) For purposes of the identificaion and verification of an individual, an entity or a
professona shall obtain information regarding the individualts full legal name (including any
former name, other current name or aliases used), gender, principal residential address and date
of birth.

3) Where an entity or a professona makes a determination that from its risk
assessmenrdn individual or the prodd or service channels in relation to him or her presents a
higher level of risk, the entity or professonal shall perform enhanced due diligence and obtain
and verify swch additional informationas it or he or she consicers relevant with resped to the
individual.

(4) An entity or a professona may verify an individual through persordl introduction
from a known and respeded custamer or a member of its key stdf in accordance with this
sedion.

(5) A persordl introdwction madeunder sutsedion (4) shall containi

@ the full legal name and current residentel address of the individual,
includingt

() in the case of the opening of an aaount, the postode and any
address printed on a persoral acount cheque endered to open the
acount;and
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(i) as muchinformationas is relevant to the individual as the entity or
professonal may consicer necessary;,

(b)  the date, place of birth, nationdlity, telephane rumbe, facsimile numbe,
occupation, employerés name and spedmen signatureof the individua
where apersonal account clequeis presentedto open an accourt; and

© the full legal name and residental addressand, in the case of a memdy of
key stdf, the rank of the key staff, introducing the individual and a brief
description of thecustanerGs orkey stdfé s whedgeof theindividual.

(6)  Where a personalaccount chequeis tendered to open an ac@unt, the signature on
the chequeshall becompared with the specimen signature submtted undy subsetion (5) (b).

(7 An entity or a professonal that fails to compy with the requirementsof this
sedion commits an offence and is liable to be proceeded against under sedion 27 (4) of the
Procedds of Crimna Conduct Act.

[Explanation:

) Theidentification and verification processin relationto an individual is a crucial
asped of the pocess of properly managingany potential risks. In each case of an
application to estaldish a busiressrelationship, it is a matterof prudence and judgnent
on the part of the entity or professonal with which or with whom the relationshipis
soughtto carry out the requisite due digence measures; alot may be learned from the
applicant for busiress or custoner, ranging from his or her demeanour, truthfulness,
willingness to answver questionsto volunteeing information which by thenature ofthe
relationshipsoughtmaybe considcered dovious.

(i) It is not unreasonablefor an entity to rely on an introduction of an individual
from a well-knowncustoner or key stéf. In thecontext of the Virgin Islands,this medium
of introduction shouldexcetionally be acceptedonly in resped of individuals who are of
old age (or retired) and have no form of identification to enable an appropiiate
verification and the busnessrelationship sought des not involve signficant amountsof
morey or other property whosevalue is not sgnificant in moretary terms. However,
reliance ona personalintroduction mustbe accentuated with the conditions stipulated in
sedion 24 (2) and (5) of this Code; the information therein outlined must (where
available) beprovided. Where the individual holds more than one nationality, all of the
nationalities he orshe holdsnustbe proided and recrded. It is important to take stock
of the sourceof any documentary evidence presentedto estaldish a busiress relationshp.
Where such evdence on the face of it emanags from a government or local government
or from a district office or from the court, they should normally kear the relevant seal or
stampto authenticate te document. Where thee is doubtasregardsthe authenticityof a
document, verification mustbe condwcted wih the purpoted source; this may becarried
out through formal channels by writing to the source concerned (noting that not evey
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sourcemay be willing to provide information personal to others) or conduct searches
(where ths can be done). Where it becomes necessary, the entity or professonal should
obtan the written germission of the indvidual concerned for the entity or professonal to
seaure verification from the documentary source concerned. Reliance should normally
not be plaed on documentary evidence provided by a nongovernment or non-public
sedor or nonregulated body, unlessthe entity or professonal devdops saisfactory
knowledge inrelation to the eviderce presented or thereis additional evidence which
providescomfortto estaldish a relationship.

(i) With respect to estaldished relationshipswhere transactionsare condicted over
the tegphore, the entity or professonal mustensure thatit or he or she veifies the
identity of theindividual to saisfyitself or himself or herself that the accountto which
the trarsaction relates is held in the nane of the indvidual before effeding any
transaction. Verification mayinclude written authorisaion from theindividual whichis
duly sigred.]

Verification of legal person

25. (1) An entity or a professonal shall, with resped to a legal person, undertake
identification and werification mesures where the legal personi

@ is anapplicant for busiressin its ownright;
(b) is a keneficial owner or controller of an applicant for business; or

(© isa thrd party (underlying custamer) on whose behalf an applicant for
busiressis ading.

(2) For purposes of the idertifi cation and verification of alegal person,an entity or a
professonal shall obtaininformation regarding i

€)] thefull name ofthe lega person;
(b)  the dficial registration orotheridentification rumberof thelegal person;

(© the date and place of incorparation, registration or formation of the legal
person;

(d)  the address of the registered office in the county of incorporation of the
legal personand its maiing address, if different;

(e where applicable, the addressof the registered agent of the legal personto

whom corresponagnce may be sent and the mailing address of the
registaed agent, if different;
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(f)

(9)

the legal persorts principal place of busiress and the type of busiress
engaged in; and

theidentity of each diredor of the legal person,including each individual
who ovnsat 10%or mae of thelegal person.

(3)  Where an entity or a professonal makes a determination thatfromits or his or her
risk assessmend legal personor the product or service channels in relation to the legal person
presents a higher level of risk, the entity or professonal shall perform enhanced custaner due
diligence and obtainand verify suwch additional informationas it or he or sheconsicers relevant
with resped to the kgal person.

4) For purposes of verification in relation to a legal personthatis a company, the
following documentsshall berequired from thecompany 1

@

(b)

(©

(d)

(€)

memaandum and articles of assocation or equivalent governing
consttution;

resoluion, bank mardate, signed applicaion form or any valid accoun-
opening authority, including full names of al directors and their spedmen
signatures, signed by no fewer than the numberof diredors required to
makea quarum;

copiesof powers of attorneyor otherauthoritiesgiven by the diredorsin
relationto thecompany;

a signed diredord staementas to the nature of the compayd busiress;
and

suwch otheradditional documentthatthe company consicers essentiakto the
verification process.

(5) For purposes of verification in relation to alegal personthatis a partnership, the
following information $all berequired from the partnershipi

@
(b)

the @rtnership agreement;

the full name and current residentel address of each partner and manager
relevant to theapplication for busiress, includingi

) in the case of the opening of an account, the postcodeand any
address printed on a personal acount cheque tendered to open the
acount;and

(i) as much information as is relevant to the partner as the entity or
professonal may considcer necessary; and
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© the date, place of birth, nationality, telephane number, facsimile numbe,
occupation, employer and spedmen signature of each partner or other
senior officer who has the ability to give directions, sign cheques or
othewiseact on belalf of the partnership.
(6) For purposes of verification in relation to a legal person,otherthan a company,

partnership and trug, the following information shell, subpd to any additional information
provided under this Code, berequired fromthelegal personi

@

(b)

the full name and current residental address of the applicant for busiress,
including’

) in the case of the opening of an acoount, the postcodeand any
address printed on a personal acount cheque tendered to open the
acount;and

(i) as muchinformation as is relevant to the applicant for businessas
theentity or professonal may consicer necessary;

the date, place of birth, nationality, telephane number, facsimile numbe,
occupation, employeré name and spedmen signature ofthe individual
ading forthe applicant for busines.

(7) Notwithstanding anything contained in this sedion, where an entity or a

professond 1
@

(b)

forms the opinion that, faving regard to the nature of its or his or her
busiress, any of the requirements for verificaion of identty is
inapplicable or, subpd to subsetion (7A), may be achieved by some
othermeans, or

is unable to effect a verification of any matter in relation to alega person,
and is satisfied on the basis of the nformation acquired and verified,
including takng account of its or his or her risk assessmenand ensuring
the absence of any activity thatmight relate to money laundering, terrorist
financing or other criminal financial activity, it T

0) may establsh a bushess relationship with the lega person
concerned (applicant for busiress or custamer) after recording its
or his or ler satisfadion and thereasonstherefor; and

(i) shall makeavailable the informationrecorded under sub-paragraph
() in an inspection or whenever requested by the Agency or
Commission.

(Substiuted byS.1.4/2009)
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(7A)  Where an entity or a professonal formsthe opinion purswant to subsetion (7) (a)
thatit or he or shemay be able to achieveany of the requirementsfor verification of identity by
someothermeans, it or heor sheshdll, prior to establshing abusiressrelationshipwith the legal
person,carry outtheverification by that other means.

(Inserted bySl. 4/20M)

(8) Where an entity or a professonal fails to compy with the requirements of this
sedion, it or he or shecommits an offence and is liable tobe procealed against under sedion 27
(4) of theProceals of Crminal Conduct Act.

[Explanation:

0] The reference to a filegal per s o generally refers to a body corporate. To be
spedfic for the purposesf this Code, the reference toa filegal per s omuétbe talen to
cove bodies corporate, including partnerships, companes, trusts, foundéions,
associatonsand any ircorporated or unincorpaatedclubs, sacieties, charities, churches
and other non-profit making bodies,institutes, friendly saieties estadished pursuantto
the Friendly Soeties Act (Cap. 268), provident sccieties or cooperative saieties
estadishedpursuantto the Coojrative ScietiesAct (Cap.267) andany simiar bodies.
Thus theverification requirements in estalishing a busiessrelationshipwill apply to all
of thesebodies, irespedive of their structure or place of formation.

(i) As notedprevioudy, there are different forms of verification that an entity or a
professonal mayemployin trying to verify theidentity of a person (legal or natural) wih
whomit or he or shewishesto estaldish a busness relationship. It is still open to an
entity or a professonal to seek such additional informationor documentation as may be
consicered necessaly. However, the irformaion or documentary evidence required
under sedion 25 must be considered as representing the minimum equirements for
veification purposs. These minimum requirements may be abridged only in the
circumstanes outlined in sedion 25 (7) and upon being saisfied that it could properly
do so and prading written reasonsfor the abridgement (which may be required bythe
Agency or the Conmission in an inspe&tion or wheneve requested pursuant to the
dischargeof any of its functiong, or pursuantto the simplified formua provided in
sedion 26 (where applicable). Thus where an entity or a professonal consicers that
some orall of the identification and verification requirements are not applicable, it or he
or sheis permitted to estaldish a busiress relationship. Where sich identification and
verification can be achieved by sane othermeans, that mustbe carried out first before
any busiess relationship is estadished and the means applied for effecting the
identification and erification beremrded for inspedion purposes or wdmeve requested
by the Agency or Commisgon. It is importantto note the conditions outlined, whichare
that the entity or professonal concerned hasto be satisfied with the informationit or he
or she has indlation to the applicant for busess orcustoner and hascarefully weighed
the risks associated thewith to exdude anylinks to morey laundering, terrorist
financing or other fnancial crime. The entity must eord its reason or reasonsfor
departing from the obligations outlined in sedion 25, unlessit assesss a legal person

72



who is an applicant for busiress as low risk, in which case the simplified verification
method oulined in sedion 26 mayapply.
(Amended by S.1.4/20M)

(i) It shouldbe roted that the legal owrers of a legal person may be idatifiable
individuals or other lgal entities; howeve, the beneficial owrership mayrest wih
others.This arises normally where the legalowner is acting for the lkeneficial owner or
because thee isa legal obligation for the owrership to be registered in a particular way.
For the purposesof establishinga busiress ©lationship,whatis essentialis to knowwho
in fact controls the funds ofthe legal person or has a controlling power or managment
over the legal person irrelation to the funds.
(Amended by S.1.4/2009)

(iv) The actual personsrequiring identification and verification may cover a much
wider net on the basisof the requirement for a risk assessemt; it may thusbemme
relevantto congder the directorships, natureand digribution of interestswithin the legal
person, the nature and extent of the busimss and any current contractual or famiy
relationships, etc. It is a queston of judgnent in evey applcation for a busiress
relationship to determine whether any addiional informationis required and what such
information shouldbe or what form it shaild take What is essentialfor an entity or a
professonal is to be able to ascetain and verify the identity of the controlling elements
or owrers in relation to evey legal person with which the entity or professonal
estaldishes a busiess relationship.
(Amended by S.1.4/2009)

(V) In a situation where an entity or a professonal determines, having regard to the
relevant risk assessmnt, that the lkegal person or the product or service soughtpresentsa
higher risk, it or he or shecan do only one of two things: seek to obtain additional
information to the desired levd of saisfacton to properly estadish the busiress
relationship,or discontinue otterminate the bisinessrelationship. The dedsion mustbe
taken objectively with a view to mitigating any potential risks and suficiently guarding
against mosy laundering, érroristfinancing orothercriminal financial activity.
(Amended by S.1.4/2009)

(vi) Where a busiressrelationshipapplied for relates to the opening of an accountin
the name ofa legal person, the entity or professonal with which or with whom the
relationship is to be estaldished should take recessary measuresto ensure that the
signatoies relative theeto have been duly accredited by the legal person. This may be
achieved through aresoluion ofthelegal personor other method aceptable to theentity
or professond.]

Where a legalpersonassessed as lowisk

(1) Notwithstandingsection 25, where an entity or a professonal assessesa legal

person who is an applicant for bushess to be of low risk, it or he or she may verify the
applican t 6 s ty bydebyimgon any two of thefollowing i
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@ the legal persorts certificae of incaporation, together with its
memaandumand articles of assocation or equivalent documentor, in the
caseof apartnership, thepartnership agreement or equivalent docunent;

(b)  thelegd persorts latest audited financia staements, provided they are not
olderthan oneyear prior to the establshment ofthe busiess elationship;

© relying on infamation acquired from an independent datasaurce or athird
party organisationthat the entity or professona consicers is reasanably
acceptabeg;

(d)  conduting a search of the relevant registry or office with which the legal
person is egistered;
(Amended by S.1.4/2009)

(e wire transfer information, where a subsciption or redemption paymentis
effected through a wire transfer from a specific account in a financial
institution thatis regulated in a jurisdiction which is recognised pursiant
to setion 52and theaccountis operatedin the name ofthe applicant.

(Inserted bySl. 4/200)

(2) Theentity or professonal shall in any case take reasorable measures to verify the
beneficial owners or controllers of alega personand updete informationon any changes to the
benefi cial ownership orcontrol.

3) Where an entity or a professonal fails to comdy with a requirement of this
sedion, it or he or shecommits an offence and is liable tobe procealed against under sedion 27
(4) of theProceeds of Crminal Conduct Act.

[Explanation:

0) The question of whether or not an applicant for businesghat is a legal personis
of low risk is a matterof judgment for the entity or professonal to make, having regard
to its or his or her risk assessmnts (based on the requiste CDD and ECDD measures).
It is consicered suficient, where a legal personis determined as presenting a low risk,
for an entity or a professionatto rely on any two of the requirements outlined in sedion

26 (1). In any case wtere reliance isplaced on documentation, the entity or professonal
mustpay particular attentionto the origin of the da@umentation and, where possble, the
background againstwhich itis producd.

(i) Where an entity or a professionaloptsto rely on information obtaned from an
independent sourag, it must be satsfied of the authenticity of the soure; eledronic
search enginesources that are widelyreamgnised and used for search purposes shouldbe
consicered reliable. With resped to anyreliance on third party organizaionsto whicha
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legal person relates, the matters outlined in paragraghs (viii), (ix) and (xi) of the
Explanation under sction 23 must be adined to.
(Amended by S.1.36/2018)

(i) Considring that beneficial owrership or control of a legal person can change
from time totime, the entity or professonal that has an estallishedbusiressrelationship
with the legal person mustensurethat it regularly updatests recmrdswith resped to any
changes that mighttake place fromtimeto time. It may bea condtion of estaldishing the
relationshipthat the legal person shall ntfy the entity or professionakvery timethere is
a changein the beneficial ownership or control of the legal person. The essere of
sedion 26 (2) is to require the updaing of any irformation on beneficial owrership or
control where changes occur. This will ensurethat at any pointin time therecord of such
information is &@curateand available wreneve required.
(Amended by S.1.4/2009)

(iv) Where an entity or a professonal utilizes a wire transfer test to veify
identification, it or he or she musttake recessary stepsto ascertain that the acocount
throughwhich a subsciption or redemption payment is effeded actually exsts and it is
in thenameof theapplicant for busness.]

(Inserted bySl. 4/200)

Verification in resped of underlying principals

27. (2) Where there is an underlying principal with respect to alega persan, an entity or
a professonal shall, in establshing a busiress relationship,verify the underlying principal and
establsh the truenature of the relationshipbetween the principal and the legal persorts account
signatory.

(2) The entity or professonal shall makeapprapriate inquiries on the principal, if the
signatory is accustamed to ading on the principal & instruction and the standrd of duediligernce
will depend on theexad nature of thereationshp.

(3)  An entity or aprofessona shallensurethati

@ a change in an underlying principal or the beneficial owner or controller
of theunderlying principal is progerly recorded; and

(b)  the identity of the new underlying principal or the beneficial owner or
controller of theprincipal is appopriately verified.

4) For the purposes of this sedion, fiprinci p antludes a beneficia owner, settlor,

controlling stareholde, diredor or a beneficiary (not being a controlling stareholdea) who is
entitled to 10%or moreinterestin the kgal person.
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(5) Where an entity or a professonal fails to comgy with a requirement of this
sedion, it or he or shecommits an offence and is liable tobe proceeded against under sedion 27
(4) of theProceeds of Crminal Conduct Act.

[Explanation:

) Where thereis an applicant for busiressacting on behalf of a third party (that is
to say, an underlying custorrer/principal), it is importantfor an entity or a professonal
to obtan sufficient information concerning the idenity of the thrd party and any
beneficial ownrer or controller of the thrd party. This is an essential AML/CFT CDD
processthat mustbe complied with. The verification processesoutlinedin this Code wih
resped to legal personsmustbe approprately employed in order to establish saisfacton
with the identity to beestaldished in relaiton tothird patrties.

(i) As prevoudy noted in this Code, it is a requirement for an entity or a
professonal to take necessary measues to ensure that its or his or her reoords in

relation to an applicant for busiressare duly updated;this requirement does not exdude
changes relative to third parties or the beneficial owrers or controllers of third parties.|t

is importantthat the methodsfor updatng the relevant records outlined in this Code are
consicered and appiled accordingly.]

Verification of trust

28. (1) An entity or a professona shall, with resped to a trust, undertake identification
and werification mesures by obtaining thefollowing informationi

@ thename ofthe tust;
(b)  the date and county of establshment ofthe tust;

(© where there is an agent ading for the trust, the name and address of the
agent;

(d)  the retureand purposeof the tust;

(e identifying information in relation to any person appoirted as truste,
settlor or protedor of thetrust.

(2) Where an entity or a professonal makes a determination from its or his or her risk
assessmenthat a relationship with a trust or the product or service channels in relation to the
trust presents a normal or higher level of risk, the entity or professonal shall perform custamer
duediligence or enhanced custamer due diligence as may be warranted by the circumdances,
and obtainand verify the identities of al the beneficiaries with a vestedright in the trustat the
time of or before distribution of any trust property or income and such other additional
information as thentity or professona consicers relevant.

(Substiuted bysS.I.22/2012)
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3) Where an entity or a professona fails to comdy with a requirement of this
sedion, it or he or shecommits an offence and is liable tobe proceeded against under sedion 27
(4) of theProceals of Crminal Conduct Act.

[Explanation:

) There are a wide variety of trusts that are suljed to a high degree of pubic
interest and quas-accountalility, trusts set up under testanentary arrangements, and
trusts estadished for wealth managment purposes. It is important, in estadishing
proportionate AML/CFT systams and procedures and in carrying out appropiiate risk
assessents, that entities and professonals take acoount of the diferent levds of
AML/CFT risks thattrusts of diferent 9zes and aeas of ativity present.

(i) Trusts are strictly not legal entities, consicering that it is the trustees colledivdy
whoare, in effed, the applicant for busiressor custoner. In thesecases the obligation to
identify the applcant for busiressor custoner attaches to the trustees, rather thanto the
trust itself. The purposes and objets ofmost truss are set outin a trust ded.

(i) A trustee will also have to be identified and verified where the trustee is the
beneficial owrer or the controller of an applcant for busiress or is an underlying
principal on whose Bhalf an applicant for busiressis acting. An entity or a professonal
is neither required to estaldish the cetailed terms of the trust nor the rights of the
beneficiaries.

(iv) It should be nad thatin circumstarmes where an entity or a professionamakes a
determination that, having regard to its or his or her risk assessmnt, a relationshipwith
a trust or any product or service chamel relative to the trust presents a normal risk,
relevant custoner due diigence information mustbe obtaned with respect to the trust.
Where an entity or professonal makes a determination that such a relationshippresents
a higherrisk enharced custoner due diigence information mustbe obtaned. The nature
of the identification to be madeor verification to be effected is a matterof judgnent for
the entity or the proessonal. However, at the karest minimum, theentity or professonal
is required to obtain identification informationin relation to all the beneficiaries with a
vestedright in the trust at the ime of, or before anydistribution of trust property or
income In verifying the appoirtment of a trustee, it is importantto verify the nature of
the trusteed sluties. In addition, all informationrelating to any change oftrustee ofthe
trust mustbe notedand properly recorded; the methodsprevioudy identified for effeding
an updateon the iformation of applicantsfor businessand custoners may be employed
with resped to trustees.]
(Substiuted bysS.I.22/2012)

Non-face to face business relationship
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29. (2) An entity or a professona shel, as far as possble, enter into a busiress
relationshipwith an applicant for busiress or a custaner on a face to face basis so as to enable
theentity or professonal to make a visualassessent of theapplicant or custamer.

(2) Subiject to this sedion, where an entity or a professonal enters into a business
relationship with an applicant for bushness or a custaner whose presence is not possble, the
entity or professonal shall adopt the measures outlined in this Code and such additional
measures as it or he or she may consicer relevant, having regard to appropriate risk assessments,
to identify and verify the applicant for busiress orcustamer.

(Amended by S.1.36/2018)

(3) Without prejudice to section 19 (7), but subgct to subsetions (5) and (6), the
provisionsof this Coderelating toidentification and verification shall apply with respect to non-
face to face busiress gationships.

(Substiuted byS.1.4/2009 and anended by S.l. 36/2018)

(4) Where copies of documents are ®lied on in relation to a non-face to face
applicaion for busiress, an entity or a professonal shall, in the absence of the applicaion of
sedion 19 (7), apply an additional verification ched, including the enhanced custamer due
diligence measures, tomanage the pdential risk of identity fraud.

(Amended by S.I.s 4/209 and S.136/2018)

(5) Subject to subsetion (6) and having regard to apprapriate risk assessmenwhere
identity is verified by electronic or digital meansin relation to a non-face to face application for
busiress or oe-off transadion, additional erification cheds are not required where the entity or
professond is satisfed of the authenticty of thedocumengtion keing relied on.

(Inserted byS.I1. 36/2018)

(6) The entity or professonal shell, for the purpose of eedronic or digita
verification of identity, use such multiple electronic or digital souces as the entity or
professonal considers appropriate and necessay.

(Inserted byS.1. 36/2018)

[Explanation:

0) Quite a numler of transactions and busiress relationships, espedally those
involving significant amourts of fundsor wealth are condwted on a non-face to face
basis (for exampk, through the post or internet or by telephore) where the actual
applicant for businessis not present. This sort of relationship, nodoubt, poss serious
potential risks and therefore requires enharced measuresfor identifying and verifying
the applicant for busiress or custoner to avert any AML/CFT risks. That responsbility
falls to the entity or professonal with which or with whom thebusiress relationshipis
estaldished.

(i) The extentto whichidentification or verification maybe condwcted by an entity or
a professonalin relation to a na- faceto face business relabnship islargely dependent
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on seveaal factors: whether or not the applicant or custoner is previoudy known or is
acting for him=elf or on behalf of another grson, the placeof location of the applicant or
custoner, the nature and characteristic of the product or service sowht, the type of
busiress the appicant or custoner is engaged in and oveall the assessed morey
laundering and/or terrorist finarcing risk presented by the apptant or custoner. The
entity or professonal may wish to consicer other factors, depending on the
circumstan@s and nature of the busiress relationship sought. Whatever factors are
consicered, thesemust effedivey relate to an appropiriate assessent of the potential
risks thata particular rdationship mayo<.

(i) However, it should be appredated that there may be situations where an
applicant for busiress or a custoner is not plysically present (for exampk,
circumstanas relating to the purchase of certain types of colledive investnents) which
wouldin themselves not increasetherisk relating to a transaction or the processng of a
busiressrelationship.It is for the entity or professonal to take acountof such cases and
include them intheir internal systans and procedures with resped to dealings with
applcantsfor busiressor custoners. Howe\er, in circumstanas where in a non-face to
face busiressrelationship an entity or a professonal assesss an applicant for busiress
or a custongr as presenting a low risk pursuant to sedion 19 (7) of this Code, the entity
or professonal is not required to apply ECDD measures,unless in its or his or her
assessmnt the entity or professonal formsthe view that some orall elements of ECDD
measuresis necessary. The risk factorsthat may be associatedith a non-face toface
busiress relationship must always be progrly and adequately veighed to make an
assessent as to whether or not the application of simplified CDD measures would be
appropiiate.
(Amended by S.I.4/2009)

(iv) While internet, telephone, postal and othemon-face to facetransactions no
doubt present significant risks, an entity ought to be aware that certain factors or a
combinaton of factors mayequaly be inimical to estadishing a sound and low risk
busiress relationshipTheseessentidly mayrelateto i

1 the easeof accessto the entityGs estaldishedfacility, regardless of time and
location;

1 the ease with which fictitious multiple applications may be made without
incurring exra cost or suffering the sk of deedion;

1 the absnce of tangilde documentsthat can beverified;
1 the absence of any confirmation from a known and well-estadishedbusness
entity or professonal body with which the applicant for busiress is

associatedand

1 the spa with whichelectronic transactions arecarried out.
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It is therefore important to carry out the necessary verifications when entering into a
busiress relationshigwvith an appicantfor busness on a no-faceto face basis.

(V) It shouldbe notedthat non-faceto face identification and verification does carry
an inherent risk of identity theft whereby the perpetrator presents himslf or herself as
the real other person in order to estaldish a busiress relationship or enter into a
particular transaction or series of transactions. It is importanttherefore that an entity or
a professiond, in particular, shouldadhere to the risk assessent measuresoutlined in
this Code tomitigate any potentialisks. In addition, the entity or professionalmay
consicer employing the following measuresas further checks in dealing with nonface to
facerelationshipsi

T

requiring the first payment to be carried out through an account in the
applica n tobcsistoner 6namewith a finarcial institution that is regulated
by the Commission or by a finarcial institution that is regulated by a foreign
regulator;

verifying additional agpeds of the applica n tobcsistoner Oidentity or due
diligence information;

prior to concluding a relationship, estadishing a telephonecontactwith the
applcant or custoner on a home or busiress numbker (mobile nunber not
acceptade) which has been verified or a fiwelcome callo to the cusiomer
before transactions arepermitted, using itto verify additional asgds of
personalidentity information thathave been preMouslyprovided;

communicating with the applicant or customer at an address that has been
verified (such communication maytakethe form of a direct mailing of account
opening documentation to him or her which, in full or in part, might be
required to beeturnedcompkted or aknowledyed without dteration);

internet sign-on following verification procedures where the applicant or
custon®r uses security codes, tokens and/or passvords which have been set
up during the estaldishment of the relationship provided by mail (or secure
delivery) to thenamed individual at an inde@ndently verified addess;

requiring copies of documents relied on for the application to be properly
catified byan approprate offcial (see sedion 300f the Codk).

(vi)  In estadishing a busiressrelationshipthroughreliance on copies of documents,
additional verification checks are not required to verify the identity of an applicant for
busiressor custoner where theentity or professonal assesss that applicant or custoner
aspresenting a low risk, pursuantto sedion 19 (7) of this Cocde. This would normally be
the case, for instance, in relation to applicantsfor busiressor custamers that are known
to the entity or professonal or that emanatefrom reagnised jurisdictions listed in
Schedule 2 of this Code. Where the applicant for busiressor custongr emanaes from a
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nortlistedjurisdiction, the entity or professonal musthave regard to the ML/TF risks
posd by that jurisdiction in determining whether additional verification checks are
required. It should be noted thatdispensingwith the requirement for additional
verification does not mean dispensingwith thebasic CDD requirements of identification
and veification, which continueto apply where an applicant for busiressor a custoner
(or a busness relationsip) is assessed asow risk

(Substiuted bysS.I.36/2018)

(vii) An entity or a professonal may carry out non-face toface verification of an
applicant or custoner by electronic or digital means. In this case, an applicant or
custoner should only be treated as presenting a high risk where the entity or
professonal, as part of its risk assessent, consicers that the applicant or custoner
indeed presents a high risk. In addition, enhanced custoner due diigence verification
measures aranot required where i

1 an entity or a professional relies on the eectronic/digital data of an
organisaton which complies with the requirements and guidelines for
electronic/digital verification oulined in ssdion 23 ofthis Code; or

1 issatisfied with theauthenticity ofverification documents; and

1 has noconcern regarding an appicantfor busness or acustoner.

However, where the applicant for busiress or custoner is consicered to present a high
risk, the entity or professonal must engage theenharced custoner due diigerce
requirements outined in this Code.

(Inserted byS.1. 36/201)

(viii)  Account should bso betaken oftherequirementsfor utilising multple souces for
verification by electronic/ digital meansas outined in paragraph(xiv) of the Explanation
to setion 23.

(Inserted bySl. 36/201)]

Requir ement for certified documentation

30. (1) Where an entity or a professonal, in the establshmentof a busiressrelationship
or condwct of a oneoff transadion with an applicant for busiressor acustaner, relies on a copy
of a document presented by the applicant or cusomerwhich the entity or professonal, having
regard to appraopriate risk assessmentgonsicers may not be authentic or may be doubtful or
generally has concern with, the entity or professonal shall ensurethat the copy of the document
is properly certified.

(2) For the purposes of subsedion (1), a copy of a documentis properly cettified if

the certificaion is madeby a personwho is competentand has authority to certify the document
and keasi
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@ the rameand address ofthe personcertifying the document;
(b)  the dite ofthecetifi cation; and

© the sgnature or seal of the personcertifying the document.

(Substiuted byS.I.36/2018)

[Explanation:

) Evey entity and professional has a legal obligation under the AMLR and this
Codeto risk assesdts or his or her bushess relationships,including any transactions
involving an applcant for busiress or a cusomer. In carrying out identification and
verification requirements, reliance may be plaad on copiesof a document. These copies
need not be certified in every case, particularly where theentity or professional does not
have any doubtwith regard to the source orauthenticity of the information contaned in
the daument. Certification must, howeve, be insisted upon where the entity or
professonal hassome dubt regardingthe authenticity osource otthe dbcument or any
information contained in the document. Swch cetification will aid the verification
process undertaken by the entity or professonal. Any cetification must include the
information oulined insedion 30(2).
(Substiuted byS.1.36/2018)

(i) Theonusis on the entity or professonal to determine whether the person making
a catification is competent and has the authority to provide reliable cetification. A
person that is acting in a profesgonal capacity and is subpd to some rules of
professonal conduwct promulgaed and enforced by the professonal bodyto which he or
shebelongs, is mostlikely to provide reliable certification. This is also the casefor a
person operating within a stautory system inhis or her jurisdiction that provides for
spedfic compliance measuresand the application of penalties for breaches of those
measures. Kampkes of personsthat are competent and have the auhority to certify
reliable deuments ae as fdlows -

9 ajudicial officer or a senior public officer, including a senior police officer,
customsofficer or immigration officer with responsiblity within his or her
organisaton for issuing certified documents (for example, a registrar
responsble for ceals, land mattersstc.);

1 anofficer of an embasy, consulateor high commisgon of the country of issue
of documentary evidence of identity;

1 a legal practitioner or medical practitioner, or an accountart, actuary or
other professonal who belongs to a remgnised professonal body with
estaldished rules of prizssonal conduat;

1 a notary public whois governed by estadishedrules of professonal conduct
or satutory compliancemeasures;
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1 a director, manager or senior officer of a licensed entity, or of a branch or
subsdiary of a group headquarered in a recgnised jurisdiction under
Schedule 2of this Codeor other well-regulated jurisdiction that appies group
standardgto subsdiaries andbranches worldwide andteststhe application of
andcompliancewith swch standardg

(Substiuted byS.1.36/2018)

Reliance on third parties (Substiuted byS.I.75/2015)

31. (2) For purposes of establshing a busiress relationship or conducting a transadion,
an entity or a professonal may rely on an introduction madeof an applicant for busiressor a
custamer by athird paty as providced in the Anti-money Laundering Regulations.

(Amended by S.1.75/2015)

(2) An introduction made of an applicant for business or a custaner shal be in
writing and shall berecorded by the entity or professonal receavingit.

3) Without prgudice to the provisionsof the Anti-money Laundering Regulations
but subpd to subsetion (5), exemptions for verificaion of idenity in circumgances where an
applicant for busiressor a custamer is introduced to an entity or a professional by athird party
apply where the entity or professonal satisfies itself or himself or herglf that 1

@ the third party has a businessrelationshipwith the applicant for busiress
or custamer;

(b)  the third party has taken measures to compy with the requirements of
regulation 7 (1) of the Anti-money Laundering Regulationsor, if the third
party resides outdde the Virgin Islands, their equivalent in the third
partyGs jurisdiction;and

(© the requirements of regulation 7 (2) of the Anti-morey Laundering
Regulationsor, if thethird party residesoutsde of the Virgin Islands,their
equivalent in the third prtyd s risgiction, have been compied with.

(Substiuted byS.I.75/2015)

(4) In a case where an applicant for busiress or a custamer is introduced from one
entity (fithe introdwcing entityd) to another (fithe receiving entityd) within the same group, the
recaving entity i

@ may rely on the introdation fromthe irtroducing entity; and
(b) shall satisfy itself that the introduwcing entity has compied with the

requirements of sukedion (3),
(Amended by S.1.75/2015)
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and in seh a case no verification reed be conduwcted in resped of the same applicant or
custamer.
(Amended by S.1.75/2015)

5) For the purposes of this sedion, an entity or a professonal that relies on an
introduction madeof an applicant for busiress or a custamer by a third party shall, prior to
establshing abusiressrelationship wth theapplicant or custaner, ensure that i

@ thethird party has in place a systemof monitoring any changein risk with
resped to the applicant for busiress or custaner and of reviewing and
keeping up-to-date at least oncel

0] every 4 years the relevant custaner due diligence information on
the applicant or custaner where swch applicant or custamer is
assesead to pesent alow risk; and

(i) every year the relevant custaner due diligence information on the
applicant or cugsomerwhere sich applicant or custamer is assesed
to present a hgher risk; and

(b) it enters into a written agreementwith the third party in the terms set out
in regulation 7A of the Anti-money Laundering Regulationsand sedion
31A ofthe Code.

(Substiuted byS.!.75/2015)

[Explanation:

0) In the nature of busiress transactions, it is not unusualfor an apgicant for

busiress or a custoner to straddle ketween two or more entities with resped to the
applica n tob aistonerd Pusiress relationships. It is therefore possble that the frst

entity or entities that dealt with the appicant or custoner would be ableto introduce the
applicant or custongr to a new entity with which the sameapplicant or custoner wishes
to enter into a busiressrelationship. The person introducing the appicant or custoner

would thus qualify as a third party. Swch an introduction may emanateeither from a
dorrestic third party or a foreignthird party; in either case, the rew entity is able torely

on the introduction recaved from the third party. It is consicered an unnecessary
duplication for two entities to seek to obtan and verify thesame iflormaion relating to

the sane applicant or custoner.

(Substiuted byS.1.75/2015)

(i) However, before an entity or a professonal canrely on anintroduction by a third
partyin theterms outined in paragraph(i) above, it neals to besatidied thati

84



1 the requirements of the Ant-morey Laundering Regulations (specifically
regulations 7, 7A and 7B) have been compliedwith in resped of the need for
veification;

1 the third party has the relevant records concerning the applica ntadb s
custoner Oidenification and fully complieswith the obigations set out in
regulation 7 (1) of the Anti-morey Laundering Regulations;

1 in the caseof a foreign third party, that third party is regulated in his or her
jurisdictionto thestardards consistentwith and meding the requirements of
the FATF Recommendations and, in any case, saisfies the definition of
fiforeign regulated person an regulation 2 (1) of the Anti-morey Laundering
Regulations; and

1 in the case of a professional third party, that thrd party is govened by
estadished rules of professonal condwct or statutory compliancemeasures
with propartionate penalties for breaches (see section 31 (3) (c) of this Code
and regulation 7 (2) (iii) of the AMLR).

An entity or a professonal mustnot rely on an introduction from a third party thatdoes
not med the relevant requirements for introducing an appicant for busiress or a
custoner. The onusis therefore on the entity or professonal accepting or seekng to
enter into a busimessrelationship wih anapplicant for busiressor a customer to ensure
that the necessary cusbmer due diligerce in resped of that applicant or custoner has
been carried out by thethird party concerned. In addition, the entity or professonal must
carry out its own duediligence obligationsin resped of thethird party in order to safisfy
itself of the matters spedfied in the 4 bullet points outined above This effedivey
requires the entity or professonal to testthe third party to estadish whether there is
compliance andjf so, the exent of the compliance This testing mustbe carried out
periodically as proviad in section 31(5) (a) of the Code.
(Substiuted byS.1.75/2015)

(iii) It shouldbe understood that the esserme of idertification and verification of an
applicantfor busiressor a custoner is to prevent, espedally in the case oflegal persons
(companes) and legal arrangements (partnerships and trusts), theseentities from being
used to carry out morey laundering, terrorist finarncing and other finarcial crime
activities; the verification enablesa better assesment and understanding oftherisks they
pose orare likdy to pose inthe busiess relationship. Swch an assessent and
understandingin turn assstsin framing and adoptng appropriate neasures to mitigate
the risks or potentiali sks assoiated with an appicant for busimss or acustoner.
(Substiuted byS.I.75/2015)

(iv)  Regulation 7 (1) (a) of the Anti-morey Laundering Regulations makes it clear that
identification and verification should be baed on freiable, ind@endent source
documents, data or informatiord. This effedivdy calls for the application of gaod
judgnent on the part of an entity in identifying the methodson whichit wishesto rely to
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effed its identification and verification; such method, howeve, mustbe a reliable one
and one thatis independent and unbiased. In identifying and verifying an applicant for
busiress or custoner or the beneficial owrer of an applicant for business,verification
may take different forms. For exampk, in relation to a per s o mades legal form and
proof of existence (that is, getting to know who an applicant for busiressor custoner or
beneficial owrer is), verification may becondicted by viewing or obtaning a copy ofan
entityGs certificate of incorporation, certificate of goodstanding, partership agreament,
ded of trust, or other document secured from an independent souce that proves the
name, form and current existence ofthe appicant for busiressor custongr or beneficial
owrer. In particular, theentity or professionamust be satiséd thatit or he or sheknows
the idently of the beneficial ownrer(s) conrected to the appicant for busiress or
custongr. In order to avoid reliance on documents that may be forged or that are
suspet, certified copiesof the documents may be elied uponif the originals are ot
available. Where consdered appropriate (espedally with resped to the reliability and
independence ofthe source of data or information), reliance maybe placed on a search
engine (suwch as World Ched and World Complian@) to verify an applicant for busiress
or a custoner or a beneficial owrer conneded to an entity. [For further informationon
verification, refer to paragraph (ii) of the Explanation to sedion 19 of the Codeand the
Explanation to dion 23]
(Substiuted byS.1.75/2015 andAmended by S.1.36/2018)

(V) For purposesof identification and verification, there is no obligation for the
entity or professonal to obtain upfronta copy of any document or other datain resped
of the applicant for businessor custoner. The verification methods identified in
paragraph(iv) above are cited only as examplks and an entity or professonal mayrely
on other forms of identification and verification to estalish the identity of the applicant
for busiressor custoner and the leneficial owrer associated theswith. Each entity and
professonal mustapply goodudgment to ensurethat whichever method of identification
or verification is used it achieves the objectives of sedion 31 of this Codeandregulation

7 (1) of theAnti-morey Laundering Regulatons.

(Substiuted byS.1.75/2015)

(vi) It is permisgble for entities within the samegroup of entities to rely on each
otherGs introduction with resped to the estaldishment of a business relationship or the
conduwct of transactions. The caveat is that the entity whichreceves the introduction must
saiisfyitsaf that relevant recrdsrelative to the identity of the applicant or custoner are
maintaned by the introducing entity. Where such a saisfaction isnot obtaned, no
reliance mustbe placed on the introduction. Thusany attemptto rely on any exemption
provided in the AMLR with resped to identfications must be predicated on full
compliance wth the estalished remrds relating to an applicant for busiress or a
custoner and the fact that the introducing entity needs to be a regulated entity or a
foreign regulated entity or, in the caseof a professonal third party, that third party is
appropriately subgded to estaldished rules of condwt and compliance, including
compliancewith the equirements ofsedion 31(3).
(Substiuted byS.I.75/2015)
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(vii) It isimportant to notethat reliance on an introduction does not shift an entityGs or
a professo n a lespanshbility from ensuing thatcustoner duediligence informationin
resped of an applicant for busiress or a cusomer would be available at all times
wheneve required pursuant to the AMLR, this Codeor any other relevant enactment. It
is therefore the dutyof the entity or professionato satsfy iself or himlf or herself that,
prior to estadishing a businessrelationship with an introduced applicant or custoner,
the third party gives the necessaryassuraree in writing that it or he or she hasa system
of monitoring any change inthe applica n tob aistoner Orisk and of revewing the
applica n tocastonerds due dligernce informationfor the appicable period staed and
that the applica n tobcsistoner odsie diligence informationwill be made available or
satisfactoryarrangements will be put in placein the event that the busiressrelationship
between the introducer and the applicant or cusbmer terminates (see the Explanation to
sedion 31Afor further details). It shouldbe noed that the ultimateresponsihility lies on
the entity or professonal to ensurethat it has obtained and verified the identity of the
applcantfor busiressor custoner andthe beneficial owner or owners conrededto such
applcantfor busness orcustoner.
(Substiuted byS.I.75/2015)

(viii)  One ofthe fundanental elements of custoner due diigence isthe neal to update
information on the aplicant for busiress or custoner. Accordingly, an entity or a
professonal that relies on an introduction by a third party mustensure that the third
party hasin place appropriate measuresfor updatng information on te applicant or
custoner. This will include changes in the applica n t génsral profile (busiress or
otherwise), nane, addess, registered office or principal place of business,senior
managpment, beneficial ownership or controller, purposeand nature of busiress, risk
profile, etc. The obligation to review and update an applica n tob & custoner odsie
diligence information mustbe carried out periodically, with that for high risk applicants
or custoners being atleast onceevery year andthat for applicants or cusimers asessed
aspresenting low risk being at leastonce every four years. While ths obligation lies with
the third pary, theentity or custoner is equally obligated to test andnsure that the third
party is compling with its system ofreviewing and updating the applica nto 6
custoner scuistamer duediligence information.
(Substiuted byS.1.75/2015)

(ix) A written agreement with a third party is not required each time an entity or a
professonal enters into a busiress relationship with an applicant for busiress or a
custongr. A singe agreement that meds all the necessarylegal requirements (see sedion
31A) nay betreated as governing all busiressintroductions between the third party and
the entity or professond, althoughthe agreement may be supgmentedin any particular
case haing regard to the particular nature andcircumstance of the case andthe
requirements ofthe Regulations and tis Code.

(Substiuted byS.1.75/2015)

Contents of written agreements
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31A. (1) A written agreement between an entity or a professona and a third party
(referred to in regulation 7A of the Anti-morey Laundering Regulations) may contain such
conditions as the entity or professonal and the third party may agree upon but shell, at the
minimum, contain thefollowing conditionst

(a) thethird party undertakes to providethe information referred to in regulation
7 (2) of the Anti-money Laundering Regulationsat the time of entering into a
busiress elationship wth theentity or professonal,

(b) the third party undertakes, at the request of the entity or professonal, to
provide copies of al identificaion data and other relevant documenttion
concerning an applicant for busiressor a custaner whenever required by the
Agency, Commission or other compeeént auttority in theVirgin Islands;

(c) the third party undertakes to provide the entity or professonal with the
requestedinformationwithout any delay and, in any case, within a period of
forty eight hours, but not excealing seventy-two hours (calculated from the
time ofdispath of therequest);

(d) the third party confirms that it is regulated, supervised or mornitored in the
county or territory in which it is based by a compeent authority (who must
benamed;

(e) the third party confirms that it has in place measures that compy with
custaner due diligence and record keeping requirements that are at least
equivalent to theFATF Recommendations;

(f) the laws of the county or territory in which the third party is based and
regulated, supervised or moritored do not prohibit or restrict the third party
from providing to the entity or professonal without delay copies of
identification data and other relevant documengtion concerning the cusomer
duediligence caried out by the third party pursuant to any agreementwith the
applicant for busiress orcustamer;

(9) the relevant person undertakes to inform the third party immedeately of any
change in the laws or pradices of the Virgin Islandswhich will or is likely to
affect thebusiress gationship letween them inthe context of theagreement;

(h) the third party undertakes to inform the entity or professonal immeditely of
any changein thelaws orpractices of the county or territory of the third party
which places prohibition or restriction on the ability of the third party to
provide the entity or professona copies of identification data and other
relevant documengtion concerning the custaner due diligence carried out by
the third @rty;
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(2)

(i)

()

(k)

()

the third party undertakes to immedately notify the entity or professonal of
any legal, criminal or regulatary action taken against the third party or any of
its memlers or senior officers including, where the third party is licensed,
authorised approved or amemler of a prdessona body, whether thelicence
authorisation, approval or memtership has been suspened, cancelled,
revoked orwithdrawn orin any other way restricted;

the third party agrees to, and the entity or professonal undertakes to conduct,
a periodic testof the businessrelationshipbetween them,including theterms
and conditions of theagreement to establish cophiance therewith;

confirmation that the third party is based in a county or territory that is
recognisedby theVirgin Islands uder Sthedule 2 of theCock;

the third @rty undertakes not to arend orin any way modfy any agreement it
may have with an applicant for busiressor a custaner so as to defeat the third
partyGs obligations to the entity or professonal under the written agreement
between theentity or professonal and thethird paty;

(m)the third party undertakes to immedately notify the entity or professonal if

(n)

the busiess elationship letween the thirdparty and the applicant for busiress
or custamer is teminated for whatever reason;and

in a case where the busiress relationship between the third party and the
applicant for bushessor custamer is terminated, the third party undertakes to

(1 provide the entity or professonal, within seven days of the date of
termination of the bumess reationship, with al the custaner due
diligence informationand otherrelevant documents maintaired by the
third party in respect of theapplicant for busiress orcustamer; or

(i) advise the entity or professonal in writing, within seven days of the
date of termination of the busiress relationship, of the arrangements
the third party has madeto ensurethat the entity or professona shall
be able to access the custaner due diigence information and other
relevant documenttion in respect of the applicant for bushess or
custaner whenever requested.

For thepumoses ofi

(a) subsetion (1) (i), thereferenceto i
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0] fimember sndeans members or shareholders, in the case of an entity
that is a legal person, or partners, in the case of an entity thatis a
partnership; and

(i) fisenior officersd means persons who are appointed to and have
respongbility for performing managerial or supervisory functions
within an entity;

(b) subsetion (1) (n) (i), the entity or professona shell, upon recept of the
custaner due diigence informationand other elevant documenttion, review
the information and documengtion and update it where the entity or
professona reasombly formsthe view thatsuch adion is necessay to ensure
full compiance with the requirements of the Anti-morey Laundering
Regulations or tis Code; and

(c) subsetion (1) (n) (ii), the third party shell, where the arrangementsinclude
anotherpersonhaving custady of the custaner due diligence information and
otherrelevant documents, undertake to providethe entity or professonal with
the rame,address and ther relevant detail of that otherperson;

3) The periods spedfied in subsetion (1) (c) shall be ineffect for a period of 2 years
from the date of the coming into force of this Codeafter which the undertaking to providethe
requestedinformation shall be performed within a period of twenty-four hours, and every written
agreement referred toin subsetion (1) shell be deemed to beamerded accordingly.

(4) Where, prior to the coming into force of this Code, an agreement between an
entity or a professonal and athird party in respect of an applicant for busiressor a custamer did
not contain any or al of the conditions outined in subsetions (1) and (2), the entity or
professonal shall, on or before 315 Decemba, 2016, have the agreement amendkd or revisedto
embady the conditions outined in subsetions (1)and 2).

(5) Where an entity or a prdessond fails to compy with subgdion @), it or heor sheis
liable to the pnalty prescribed in Schedule 4 inresped of that non-compgiance

(Inserted by S.I. 75/205)

[Explanation:

0) The Anti-morey Laundering Regulations require that, prior to enteringinto a
busiress relationship in esped of an appicant for busiress or acusomer who isthe
subga of an introduction by athird party, the entity or professonal shall conclude a
written agreament that requiresthe performarce of certain obligationsby thethird party.
Those obligations relate to the matters identified in regulation 7 of the Anti-morey
Laundering Regulations in relation to the third party, nanely: obtaning and verifying
the identities of the applicant for busiress and thebeneficial owner of the applicant,
understanding (in the case of an applicant that is a body corporate) the ownership and
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control structure of the corporate body, and understand and, where appropriate, obtan
information on the rature or intended nature of the busiress relationship. The
performarce of these oligations effedivdy aids the processof ensuiing compliance wth
regulatory, law enforcement and coopration obigations of thevirgin Islands.

(i) The entity or professonal relying on an introduction by a third party asa bags
for entering into a busness kElationship wih an appicant for busimss tales on he
responsbility of saisfyingitself or himslf or herself that the thrd party has performed
the necessary custaner due diligence in resped of the applicant or custoner. This
responsbility cannot be trarsferred and ultimate compliancerests with the entity or
professonal. It is therefore importantthat the entity or professonal sdisfies tself or
himslf or herself at the time of entering into the written agreement that thethird party is
a regulated person, foreign regulated person or a member of a professonal body which
regulates its members for AML/CFT compliance and has appropriate enforcement
powers for non-compliance The entity or professonal mustalso obtan the necessary
custoner due dligence informationoutlined in regulation 7 at the time ofreceving or
accepting the busiress relationship with the appicant or custoner and be saisfied that
wheneve it sorequires the third party wil provide the entity or professonal with copies
of the custoner duediligence informationmaintaned by the third party. Furthermog, it
is the responsbility of the entity or professonal to ensure thatthe third party hasthe
necessarymeasues in place toestadish and mantain the identiication of applicantsfor
busiressand custoners andto update sah information,having regard to the risk profile
of each.

(iii) In order to ensurethat awritten agreament with resped to the formaton of a
busiress relationship founded on an introduction by a third party fully ensures
compliance with the obligationsoutlined in the Anti-morey Laundering Regulations and
this Code, certain conditions (provided in section 31A (1)) mustbe incorporated in the
written agreament. Both the entity or professonal and the third party will be held to the
agreament, and the agreamnent may also form the basisof didoguebetween the Agency
and the Conmission with the (foreign) regulator or supervisor of the third party where
anynoncompliarce on the part of the third partig deeded.

(iv) In the event that the busiess relationship between the thrd party and the
applicant for businessor custoner is terminated for whatever reason,the thrd party is
obligated toeither transfer to the entity or professonal all the custoner due dligernce
informationit hasmaintained inresped of the applicant or custoner or advise the entity
or professonal of the arrangements the third party has put in place toensure that the
entity or professonal can have access to the necessary custon® due diligerce
information or otler relevant documentation in resped of the applicant or custoner. Asa
basestandard,the termination of a businessrelationshipwith the applicant for busiress
or custoner must be nofied to theentity or professionalwithin 7 days oftie termination.
In the event that the third party fails to provide notfication of the necessary
arranganants to enable the entity or professonal to access custoner due dligernce
information wheneve required, the entity or professonal should be guided by the
following gepsi
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1 notify the Agency and the Conmission in writing of the failure to ndify
contrary tothe written agreement by providing the name, address, conpetent
authority by which the third party is regulated, sumrvised or monitored for
compliance wth ant-morey laundering and terrorist financing obligatons,
and other details of the thrd party aswould enable the Agncy or the
Conmmission to properly identify thethird party;

1 se& to perform the custoner due diligence execise in respect of the
applicants for busiress or custoners whoseinformation the third party has
not madesatidactory arrangementsto enable acessto;

1 terminate the busiress relationships with the applicants for business or
custoners whosecustoner duediligence informationit or he or shehasbeen
unableto obtan, and notify the Agency and Commission in writing of that
fact, providing the nanes of theapplicants ofcustoners corcerned.

(V) Where, following the termination of the busiress relationship between a third
party andan applicant for busiress,an entity or a professonal deddesto continue ts or
his or her businessrelationshipwith theapgdicant or custoner, the entity or professonal
must ensure that it or he or she acquires all the necessary custoner due diligernce
informationin resped of the applicant or custoner. In addition, the entity or professonal
mustreview the custoner due diigence information and other relevant documentation
receved with a view to suppkmenting it to ensurefull compliance wth the requirements
of the Anti-morey Laundering Regulations andthis Code. Any falure in this regard shall
be presumed to have been occasiored by the entityGs or professo n a failure to revew
the custoner duediligence information and otheralevant documentation.

(vi) With regard to a third partyd sindertaking in a written agreanent to provide
relevant information whenever requested by the entity or professonal within the
prescribed time of48 hours (but not excealing 72 hourg, the time nust be recloned
taking irto account pulbic holidays. Neither the Agency nor the Conmission will compute
public hoidays in determining whether the sfpulated period has been complied wih.
Accordingly, if an entity or a professonal requestsinformation froma third party with
which itor he orshe hasa written ageament, the period mustbe recloned in a way that
exdudesany publc hoiday. It is, howeve, importantthat the entity or professonal takes
the futher stepof informing the competent authority requiring the irfformation of that
fact; otherwse afailure to provide the requestedinformationwithin the stipulated period
maybeinterpreted asa failure to camply.

(vii)  Furthermoee, the provision of requestedinformationwithin a period of 48 hours
but not excealing 72 hours is a temporary arrargement to enalde asmodh transitioning
into a more effedive information provision arrangement. This arrangement is valid only
for 2 years from the date the amendnentsto this Codeare broughtinto force Afterthe?2
year period, all written agreaments shall require and shall, in any case, be constried to
require the provision of requestedinformationwithin a period of 24 hoursfrom thetime
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